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In addition, the identity crisis also plays a key role in this phenomenon. In late adolescence and
beginning to enter early adulthood, the individual is in this context seeks to construct a sense of what
it means to be Muslim. They began to explore their religious identity and questioned things they
already knew because they got many new views on their interactions with the larger and broader
environment [1]. This situation can be exploited by people with radical ideas or other groups with
specific goals to manipulate individuals' identity crises.

To overcome religious ambivalence, first individuals can deepen pure spirituality. Spirituality
searches for the meaning of life and knowing the Truth or God; therefore, individuals must strive to
understand religion's pure purpose and value. This can be done by meditating, contemplating, self-
reflection and searching for the meaning of life. The next thing is that one must understand the
dynamics of religious identity. A person who understands a psychological concept of religious identity
makes them not easily manipulated, used as a political means or tools to fulfill specific group goals.

References

. Arnett J.J. Emerging Adulthood. Oxford University Press, 2006.

. Buana D.R., Juwita M.N. Government Policy in Overcoming Religious Extremism in Indonesia:
A Multidisciplinary Review between Public Administration and Psychology / RUDN Journal of
Public Administration. 2021. Ne 4 (8). C. 423-433.

3. Kaiser H.A.C. Religious Identity Development and Personality : Thesis. 2005.

N —

YIK 612.821.2

EEG-BASED BIOMETRICS: CHALLENGES AND SOLUTIONS

Hui Amrit Lal
Tomsk State University, Tomsk, Russia

With the shifting dynamics of digital world, privacy and security have become two major con-
cerns. In this ever-developing digital era, most of our information is digitally processed and stored.
Privacy and security of these data are of immense importance as this information digitally represent
a person’s life, from their physical, behavioral to even their personal and social existence. Passwords
or key-card based security methods are going obsolete due to the lack of security assistance they can
provide. Biometrics emerges as a cogent alternative.

Biometrics are unique physical or behavioral characteristics of an individual which can be used
for identification or verification purposes. There are two main types of biometrics physical and
behavioral biometrics, which respectively consists of identifiable physical or behavioral characteris-
tics of an individual. Review of research and current practice shows that there are two major issues
with biometrics - spoofing and data breach.

Spoofing refers to cheating a biometrics system with fake or made-up data or even cloned data
of an individual. A common example is fingerprint spoofing by using silicone gel to cast a fingerprint;
there are multiple other materials which can be used for this purpose [4]. This way biometric systems
can be spoofed. And the other concern regarding data breach comes from breach of a biometric system
in charge of protecting data or breach of the biometric data itself. Biometrics are unique characteristics
of an individual and can reveal delicate information about the individual and cannot be reversed if
breached.

Biometric system itself can have direct or indirect adverse effect on the person’s life.

Currently researchers are focusing on behavioural biometric technologies, as behaviour is much
hard to spoof and a key player in this field is brain signal based biometrics. EEG or electroence-
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phalography reveals human brains electrical spectral processing of specific thoughts or senses or even
complex task in a digital framework. EEG based biometrics are gaining attention for this reason [1].
As these data do not represent physical characteristics of a person it’s hard to spoof and there is not
much concern regarding data breach and data handling [2].

However, most of the researches in this field use specific task-based response design or resting
state EEG data. When we record task-based EEG response of a person we are creating subtle psycho-
logical data about the person — a person’s mental process — the task that generates that mental signal,
and store it in digital format, these data show how the brain of that person responds to completion of
this specific task. Resting state EEG data are precise individual differences of a person’s brains elec-
trical activity at any given time and unique to every person. If biometrics are created from resting
state EEG data, it does not represent response of that person to specific stimuli or task but rather his
uniqueness of brain signals that differs this person from another. Resting state EEG data can be col-
lected from multiple sources, like medical EEG checkup without using any person specific stimuli,
or even a data breach from medical sources can lead to biometric spoofing and tracing as any EEG
recording of the individual can help to recreate his EEG based biometrics.

Current technical developments in the field of psychology and cognitive technologies are good
example of how these data can be used to discover or even digitally recreate a person’s behavior or
mental processing without being verbally shared by the person. 2019 study by Rashkov et al. shows
that remarkably similar images which are observed by the person can be reconstructed from his EEG
data using an Image decoder with Independent Component Analysis (ICA) and Fast Fourier Trans-
form (FFT) [3].

Another study about EEG based visual imagery and perception shows that EEG patterns asso-
ciated with visually perceived picture of an object show similarity with EEG patterns associated with
visual imagination of that object [5]. In this study, the focus is on the data collection designs of EEG
based biometric framework, which can create a database that represents an individual’s mental pro-
cessing — EEG response and from which trigger or specific task this response is coming from.

Several recent studies on EEG based mental imagery and perception, suggests that exact repre-
sentation of a perception can be created from EEG response. These studies suggest that EEG data
collected for biometric purposes can reveal much more information about the individual or can even
recreate exact mental response of that individual.

To address this issue further research needs to be done to find out novel EEG framework for
biometric purposes where the recorded data will not have embedded information about the framework
or cannot reveal information about the stimulus or task used during the process to evoke this response.
This approach will address the current ethics and data protection limitations and will offer solutions
for further advancement in this field.
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PEI'YJISAIIUA KAK ITPOPECCUOHAJIBHASA CITOCOBHOCTD JIMUHOCTHU

Enena PamuposHa Anumosa
Tomckuil 2ocyoapcmeenHbill nedazocuieckull yhusepcumem, Tomck, Poccus

B ncuxonoruueckoil Hayke CeroJHs HeT €IMHOrO0 MHEHUS 110 BONPOCY JIMYHOCTHOTO (HOpMHU-
poBaHus: (HOPMUPYETCS JIH JIMYHOCTD B JAEATEIBHOCTH WM K€ AEATEIbHOCTh (hopMUpyeTcs JTMUHO-
cThi0. XOTs 00a 1MoAX0a UMEIOT MIPABO Ha CYIIECTBOBAHUE, Mbl CKJIOHAEMCS K IEPBOMY: JTUYHOCTh
pa3BHUBacTCA B ACSATEIBHOCTH, KOTOPAasl 3a4acTyl0 OKa3bIBAET ONPEIEIISIONIEE BINSIHAE HA INYHOCT-
HYIO CTPYKTYpy. Tak Kak OOJBIIMHCTBO BHMJIOB AEATENIBHOCTH OTHOCUTCS K HPO(ECCHOHATbHBIM,
MO’KHO YTBEpPX/JaTh, YTO MPOGECCHOHATU3AIMS BBICTYNaeT MHAYKTOPOM JIMYHOCTHOTO Pa3BUTHS:
€CJIM HHTEPECHhI, CHOCOOHOCTH, CKJIOHHOCTH MTO3BOJISIOT UHMBHLY OIIPEACIUTh BEKTOP MOAXOAIIEH
JUYHO eMy Hpo(eCCHOHAIBHON NEeSATeIbHOCTH, TO MpoecCHOHANbHAsl AEATEIbHOCTh, B CBOIO
oyepesib, B CUIY CBOEH CIEIM(PHUKN CIOCOOHA U3MEHUTh JaHHbIE JETEPMHHAHTHI B COOTBETCTBUU
C MPeIbABIIEMBbIMU K JIUYHOCTH TPEOOBAHUSAMH.

VYcenex B npoecCMOHaIbHOM JesITeIbHOCTH BO MHOTOM 3aBUCUT OT CIIOCOOHOCTH MHJMBHUA
allalTUPOBATHCA K M3MEHSIOIIMUMCS YCIIOBHSM B KOHTEKCTE OCYLIECTBIEHHS MPO(hecCHOHAIbHbIX
GyHKIHI.

Cornacuo JL.I'. JIukoii, B ICUXOJIOTMYECKON HAyKe BBIACISIOTCS CIEAYIOLIUE YPOBHU PErysi-
LIUM B IIpoliecce npodeccnoHanbHol agantauuu [1]:

1. basucHas cocraBisomas aJjanTalii: U3MEHEHNE MBICIUTEIbHBIX CTPYKTYP A€ATEIbHOCT-
HOI'O KOMIIOHEHTa, IIOCTAHOBKA LEIW M OIPENCIICHUE 3a7ad, MOACPHU3UPYIOIIMX aJalTaluio
COIJIACHO BEKTOPY, HEOOXOJMMOMY B HACTOSIIIUII MOMEHT BPEMEHH.

2. Perynsauus cocTosiHMNA cyOBeKTa, OCyLIECTBIsIEMasi Ha SMOIIMOHAIILHOM M IICUX0(U3H0II0-
THYECKOM YPOBHSIX.

3. IloaxiroueHne MOTUBALIMOHHBIX aCMEKTOB, (PYHKIIMOHAJI KOTOPBIX BbIpa)kaeTcs B BbIOOpE
TaKTHUKH, CIIOCOOCTBYIOIEH OCYILIECTBICHUIO HAMEUEHHOTO IJIaHa.

4. 3aKIIOYUTENbHBIN 3JIEMEHT B JAaHHOW CTPYKTYpPE — BOJIEBBIE MPOIIECCHI, KOHTPOJIHUPYIOIINE
HEIOCPENCTBEHHO OCYILECTBIISIEMBIE JEHCTBHSL.

VYIpoIIeHHO ONMMCAaHHbIE YPOBHM MOXHO IMPEICTABUTh CIEAYIOIIUM 00pa3oM: KOTHUTHUB-
HBIA CTUMYJI — KOHTPOJIb HaJ SMOLUSIMU U COCTOSSHUEM — MOTHBALUS HA PE3YIbTAaT — BOJEBOU
KOHTPOJIb.

JL.I'. JIukas yka3bIBaeT Ha KOHTPOJIb HAJl SMOLMSIMH KaK Ha BAJKHEUIIYIO COCTABIISIFOLYEO KOH-
TpOJIA HaJ ACUCTBUEM, TaK KaK SMOLMOHAIBHBIC IPOSIBICHUS, B3ATHIE 110 KOHTPOJIb, SIBIISIOTCS 3a-
70roM 3¢ (HEKTUBHOTO U YCTIEIITHOTO MPOTEKAHUS MPOIIecca alalTalluH.

BrimiensnoxkeHHoe, Ha Hall B3I, WUIIOCTPUPYET HEOOXOAMMOCTh Pa3BUTUS MEXaHHU3MOB
JTUYHOCTHOW PETYIISIINU Kak 0a3zuca st 3 (HEKTUBHOTO U TPOTYKTUBHOTO OCYIIECTBIEHUS MTpodec-
CHOHAJILHOM JIeATEIIHHOCTH.

B npouecce perymsinny cocTOSHUM, MOBEAEHUS, SMOIUI U IEATEIIbHOCTH UHINBHT IEMOHCTPH-
pYyeT COCOOHOCTh K MCHOIb30BAaHUIO a/IallTAllMOHHBIX NMOTEHIMAIOB, PeajJu3yeT IUIaHbl, npopada-
TBIBAET MTPOTrPaMMBbl, OPraHU3YET MOJIENH, OLICHUBAET MOJYYEHHBIM pE3yJIbTaT C y4€TOM NEPBUYHOU
L[EJTH U KOPPEKTUPYET CBOU JICUCTBUS B COOTBETCTBUU C TPEOOBAHUSMHU, IPEABSABISAEMbIMUA K KOHEY-
HOMY pe3ysbTary. B paccmarpuBaeMoM mpoliecce ornopa OCYIIECTBISETCS Ha YK€ UMEIOIIHKICS
y UHJIMBHJIA OIBIT PETYJISALMH, KOTOPBIN ABIISETCS PECYPCHOM COCTaBIIAIOLICH, CUCTEMAaTU3UPOBAHHOM
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