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PaccmarpuBaercs 3a7a49a 3aMUAMENHOTO XpaHEHN JaHHLIX B COBPEMEHHBIX OMepaIn-
OHHBIX cucTeMax. OOCYyXKIAITCH PA3IMIHBIE TMOJAXOAB K €€ PEIIEHNI0, PeaJu3yeMble
nporpaMMHbIM 00pazoM. OCHOBHOE BHHMAHNE YJEISETCS CUCTEMAM IOJHOIMCKOBOIO
mudpoBanns Kak HauboJiee YHUBEPCAIBHON 13 TEXHOJOTHH 3AMUTHl XPAHIUMBIX JaH-
Hbix. llepeuncisiorcs aKCIIyaTAIMOHHBIE 1 KPUITOTPahuiecKue cBOMCTBA, KOTOPBIE
HEOOXOUMO YUUTBIBATH [IPU UX MTPOEKTHPOBAHUY U cpaBHeHu . OTUCHIBAIOTCS HEKOTO-
pble TUIHYHBIE CHEHAPUM MCIOJIB30BAHMS TAKHX KPUITOCHCTEM. Pe3yibrarhl paboTh!
MOTYT OBbITh HCIIOJIb30BAHBI [IPU CHHTE3E W CPABHEHUH CUCTEM MOJHOIUCKOBOTO mud-
pOBaHUS.

Kirodesbie caoBa: mModeits 4 MEMOObL 30UIMDE UHPOPMAUUU, 30UUMA TPORUMbEL
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In the paper, a systematic description of the process of providing the security of
data storage in modern operating systems is presented. The advantages of Full Disk
Encryption (FDE) modules as compared with the other ways to security of this data
storage are considered and explained. For most of modern FDE modules, there are
four stages of work, namely: setup — initial data encryption, mounting — unfolding
the key system in OS memory, session — reading and writing data using the FDE
module (interaction of the file system with the hard disk driver), and unmounting —
carrying out operations for ensuring purposeful properties of security and finishing
work with the FDE module. These stages are introduced for the operating FDE
module, including possible disrepairs, which are also systematized and considered in
details. Performance characteristics that are important for synthesis and analysis are
listed. Also, their target protective properties are studied in detail, the relationship
between the problems of ensuring the confidentiality and integrity of data storage is
shown and substantiated. New variants of these security properies are introduced so
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that they can become a guideline in the creation of FDE modules and a possible trade-
off between performance and security. Some typical scenarios of using such systems
are described.

Keywords: models and methods in informalion security, data storage security.

Bsesenue

[Ipu pazpaborke n TpuUMeHEeHUN CPEICTB KpUnrorpadudaeckoil 3amuTsl nHGOPMAIIH H,
B TOM 9HCJE, CPEJICTB IJeKTPOHHON TOMINCH TIPUHSITO YIUTHIBATL TPEOOBAHUSI HE TOJIBKO
K 0e30TIaCHOCTH PeaJM3alui CaMuX KPUNTOrpapuaeckux mpeodpa3oBaHuil, HO U B IIEJIOM
K 3alliTe CUCTeM, Ha KOTOPBIX MPOUCXOIUT 00paboTKa maHHbIX. HaunHast ¢ ompeseiéHHbIX
KJIACCOB 3aIlUThI, TPEOYeTCsl YIUTHIBATH BO3MOXKHOCTH MPOTUBHUKA COBEPIIATH ATAKU U3
PEeJIeJIOB KOHTPOMpyeMoit 30ubl |1, . A.4.3], B TOM 4dmecsie Ipu HAJIUIUU Y TTPOTUBHUKA
JIOCTYIIA K aTaKyeMOH cucTemMe B KadeCTBe JIEPUTUMHOIO Nojib3oBarests: |2, m. 15 Tpumoxe-
Hust 1.

Taxum obpasoMm, B psife caydaeB Kak obpabaThiBaeMble TOJIB30BATEIEM JIAHHBIE, TAK 1
cayxebuble (hallyibl KPUIITOCPEICTBA HEOOXOINMO 3aIUINATE OT ATAK CO CTOPOHBI APYTHUX
oJTb30BaTe el ol ke cucteMbl. (JCHOBHBIM KJIACCOM MEXAHU3MOB 3aIllUTHI, TPOTUBOIEH-
CTBYIOIUX TIOMOOHBIM aTaKaM, SIBJISTIOTCST CHCTEMbI PASTPAHUYEHUs JOCTYIA, B TOM THUCTIE
BCTPOEHHBIE B Oneparuonubie cuctemsl 1, 1. 5.5.4]. lefictBuresHo, KOPPEKTHO HACTPOEH-
Hasl CHCTeMa PA3rPAHUYIEHUsT JIOCTYTIa He TTO3BOJINT IPOTUBHUKY, pabOTAIIEMy B CHCTEME,
MOJIYIUTH JOCTYI KaK K JAHHBIM aTaKyeMOTO MOJIb30BATENsI, TaK U K CIyKeOHBIM (haitiam
(nanpuMep, 6a3e HACTPOEK WM JKYPHAJLY AyIuTa).

OHako B peasibHON JKM3HH MMEHHO BOKPYT YSI3BUMOCTEH B CHCTEMAX DPa3TPAHUYIEHUST
JIOCTYIIA M MX HACTPOMKAX BEJyTCsl OXKECTOUEHHBIE OOM MexKJy paspabordukamu (onepa-
[MOHHBIX CUCTEM, & TaK¥XKe MPUKJIATHONO U CHCTEMHOIO MPOrPAMMHOIO obecredeHus ) u
3JIOYMBITIJIEHHUKAMU: WLTIOCTPAIIMEN 3TOTO TE3UCA MOYKET SABJISITHCH KOJUIECTBO YA3BU-
moctett B H6azax CVE, xoropble MOXXHO HAUTH 110 KJIIOYEBBIM CJIOBaM <«access controly u
«privileges». Kpome toro, 3agactyto 3aToueHHbIe 10T 0OeCTIeIeHre MAKCUMAJIBLHOTO YPOBHST
6e30ITaCHOCT HACTPOUKM Pa3TPAHUYIEHUST JOCTYIIA CYIECTBEHHO YCIOXKHSIIOT UCIIOIH30Ba~
HIe WH(MPOPMAITMOHHBIX CUCTEM TPOCTBIMU TOIB30BATENSIMEI, a UX O0XOJ JJIsT TIOJIY IeHUsT
MPSIMOTO JIOCTYIIA K XPAHUMBIM JIAHHBIM OCTAETCH BO3MOXKHBIM € TIOMOIIBIO ITOCEKTOPHOTO
YTEHUS JKECTKOTO JIMCKA TI0CJIe U3BJICYEHUsT ero u3 kKoMmibioTepa. [lpu sToM B ciayyae cos-
MECTHOTO UCIIOJIB30BAHUS TIOJIH30BATE/ISIME OJHOM BUPTYaIbHON MAIUHBI HUKAKUE MEPbI
[0 PA3rPAHUYEHUIO JIOCTYIIA B PAMKAX OIMEPAIMOHHOM CHCTEMBI HE MOMOTLYT HPOTUB 3J10-
YMBIITLJIEHHIKA, BIAJIEIONIEr0 JOCTYIIOM K (PU3MIeCKON MarmHe.

[To ™M npuauaaMm KpaifHe BayKHOM sTBIIsIETCST 3871218 0beCTIeYeHnsT KOH(UIEHITNATEHO-
CTH U TIEJIOCTHOCTH XPAHUMBIX JTIAHHBIX, ITOOBI JayKe 3JI0YMBINIIEHHIK ¢ YACTUIHBIM WA
[OJTHBIM JOCTYIIOM K JIMCKY (HO HE K MCTIOJIb3YeMO KJIF0UeBoil mH(pOpMAIK, KOTOpast, KaK
PABIJIO, XPAHUTCST HA OTUYXKIAEMBIX HOCHTEJsIX) HEe CMOI HU IPOYUTATH 3allUIaeMble
JIAHHDBIE, HU BHECTU B HUX HECAHKIIMOHUPOBAHHLIE M3MEHEHUSI.

Hacrostimast pabora mocssiimena cucteMaM TIOJTHOAUCKOBOTO mudpoBanusi. Pacemarpu-
BAIOTCsT 9KCILUIYATAIIMOHHBIE U KPUMTTOIPapQUIecKre 0COOEHHOCTH TIOCTPOEHUST, TTPUMEHEHHST
U aHaJM3a JJAHHOTO Kjacca KpunirocucreM. HackobKo U3BECTHO aBTOpaM, B OT€YeCTBEHHON
JUTepaType JaHHAas TeMa TOAPOOHO He PacCMaTPUBAJIACH, TOITOMY OO YKA3AHHBIX KPWII-
TOCHCTEMAX MOXKHO HalTH Jmiib Kparkue ynomuHanus [3|. [Ipu srom B 3apybexxkuON Jiu-
TepaType MOJTHOIUCKOBOMY MIH(POBAHUIO YIEJIEHO JOCTATOIHO MHOTO BHUMaHwusl. Ha ce-
POJIHSIITHAN JI€Hb 110 YUC/IY PACCMATPUBAEMBIX BOIIPOCOB BBIJIEJSIFOTCS jucceprammu (4, b,
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cofiep KaIme OOIMMUPHBIN CIIUCOK TOJE3HBIX CCBUIOK. OTMmernM, 910 OOMBIMTUHCTBO paboT
MOCBSAIIEHO KOHKPETHBIM CXeMaM TIOJTHOIMCKOBOTO I POBAHKS, IPU 9TOM paboT, MMOCBsI-
IMEHHBIX ONPEJIETEHUI0 1 (DOPMATH3AIE TIEJIEBBIX JIJIsT TAKUX CXEM CBOWCTB 0GE30IIACHOCTH,
ropas/io Menbine (cM., Hanpumep, [6, 7)).

B pabore nmpuBoguTCsS CHCTEMATU3MPOBAHHOE OIMCAHKUE IPOIECCA XPAHEHUs! JIAHHBIX
B COBPEMEHHBIX OIEPAITMOHHBIX CUCTEMAaX, MOSICHSIETCS MPEUMYITECTBO CUCTEM TTOJTHOJUC-
KOBOTO TMH(PPOBAHUST TIEPEJT, JIPYTUME TIOJXOJAMU K 3allliTe 9TUX JAHHBIX. BBOJSITCS 9Ta-
bl PpaboThI CHCTEM TOJHOIUCKOBOIO MMHU(POBAHUSI, B TOM YHCJE € YIETOM BO3ZMOYKHBIX
cb0eB, KOTOpBIE TaK¥Ke CHCTEMATH3UPOBAHBI U MOJAPOOHO paccMmoTrpensl. llepeuncistores
Ba)KHBIE C TOYKH 3PEHUsI CHHTE3a W aHAJM3a IKCIUIyATAIIMOHHBIE XapaKTEPUCTUKU TaKUX
cucrem. llonpobuo paccMoTpeHbl TeIeBBIe CBOWCTBA 0E30MACHOCTH, yKaszaHa U 0DOCHOBA-
Ha CBsA3b 3aJ1a4 obecriedeHust KOH(MUJIEHIIMAILHOCTH U TIEJJOCTHOCTH XPAHUMBIX JIAHHBIX.
BBeseHbl HOBBIE TDAJIAIIME ITUX CBOHCTB OE30ITACHOCTH, KOTOPHIE MOI'YT TOCTYYKUTh OPUEH-
TUPOM TIPU CO3JIAHUN CHCTEM TIOJTHOUCKOBOIO IMU(MPOBAHUST U BO3SMOYKHBIM KOMITPOMUCCOM
MEZKTY TPOUSBOJIMTEIBHOCTBIO U 0e301TaCHOCTHIO. [lepedncienbl HEKOTOPBIE TUITUYHBIE CIIe-
HAPUU UCITOJIB30BAHUST TAKHUX CHCTEM.

1. Xpanenune u 3amnura ganapix B OC

HpI/I COXpaHeHI/H/I JaHHBIX Ha JUCK B 6OJII)H_H/IHCTB€ COBpeMeHHbIX OHepaHI/IOHHbIX CHUCTEM
BBIOCTIAIOTCA CJIG,ZLyIOH_[I/Ie ypOBHI/I, Ha KOTOprX MOI‘yT OcyH_[eCTB.HHTbCH COHyTCTByIOH_[I/Ie ATO-
MY IIPOLIECCY OLIEPAIIN:

— ypOBeHb HpI/IK.Ha,ZLHbIX HpOFpaMMHbIX KOMHOHGHTOB;
— ypoBeHb (haltIoBoil crcTeMBbI;

— YPOBeEHb IpaiiBepa IucKa;

— YPOBEHbL KOHTPOJLIEPA YKECTKOI'O JUCKA.

OTMGTI/IM, qgTO HOTp€6HOCTb B COXpaHeHI/H/I JaHHBIX MOXKET BOSHI/IKHyTb HE TOJIBLKO Ha
YPOBHE NPUKJIAHBIX KOMIIOHEHTOB, HO ¥, HAIIPUMED, Ha yPOBHE (hailioBoit cucreMbl (1pu-
Mep TaKux JAHHBIX — BpeMs cosanust (aiiia). B aroM ciayuae rakue manHble 0OBIYHO Ha-
3BIBAIOT CJIYKEeOHBIMU JIAHHBIMU COOTBETCTBYIOIIErO YPOBHS, & OMIEPATTHH 110 UX COXPAHEHUIO
OcyH_IeCTBHHIOTCH Ha4YMHaA C TOTO ypOBHH, e OHM IIOABUJINCD.

BSaHMOﬂeﬁCTBI/Ie MG}K,ZLy HpI/IK.Ha,ZLHbIMI/I HpOFpaMMHbIMI/I KOMIIOHEHTaMHU U KOHTpOJI.He—
POM JIMCKA OCYIIECTBJISIETCS CJEYIONUMM 00pasoM (CXeMaTHIeCKU JaHHBIH IPOIECe Mpe/i-
CTaBJIeH Ha puc. 1):

— Ipuxnamras kommonerTa npu padore ¢ auckoM onepupyer naTepdeticoM, mpemrocTas-
JsteMbIM (patttoBoit cucremott. [pu oM urdopMmaris nMeeT TPEBOBUIHYO CTPYKTYPY,
KOTOpPAasi OMUCHIBAETCSI B TEPMUHAX TUPEKTOPUi u (haitios.

— QaftyioBas cucTeMa TMOCBLIACT 3aIPOC HA YTEHUE WU 3AIUCh JIAHHBIX JTUCKA € TIOMO-
b0 MHTEepdeiica, npegocTaBasieMoro apaiitsepom mucka. [pu sroM emmHUIEH dTEHMS
U BAIMCH JTAHHBIX sIBJISIETCST JIOTUIECKUN CeKTOp — OAlTOBBIM MaccuB (DUKCHPOBAHHOTO
pasmepa (Kax IpaBuiIo, TOT pasmep Kpared 512).

— paitBep mucka obparmaeTcst JiTst 3allUCH WM ITeHUsT IAHHBIX K KOHTPOJLIEPY YKECTKOTO
mucka. Ha sroMm sTame B3amMomecTBHE OCYIIECTBISETCS B TEPMUHAX, MAaKCUMAaJIbLHO
IpUBJIMKEHHBIX K (PU3MUECKONW CTPYKTYPe JIMCKa (HAIIPUMED, JIOPOKEK U (DU3UIECKUX
CEeKTOPOB).

Borpoc 3amuThl XpaHUMBIX JAHHBIX UMEET STPKO BBIPAYKEHHBIN TTPUKJIAIHON XapakTep,

IIO3TOMY IIPU PACCMOTPEHHH IIOIXOI0B K 0DecledeHri0 Oe30IacHOCTH JAHHBIX HEOOXOIM-

MO yZEeIsiTh 0coboe BHUMAaHHWe WX IKCILIyATAIIMOHHBIM cBOMcTBaM. st ompenenénnocTr
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MpuknagHoe MO

KaTtanor
readFile
writeFile

CeKTOpbI

readSector
writeSector

[paieep KecTKoro gucka

KoHTponep *KecTkoro Aucka

Puc. 1. lopsaok B3aumoneiicTBus (hailyioBoil CUCTEMBI H XKECTKOTO JIMCKA

OysieM CIUTaTh, ITO KaXKJIBIH TOIXO0, PeaTn3yeTcsl HEKOTOPBIM MOY/IeM, (DYHKITHOHUPYIO-
M B pamkax OC. YuurbiBasi HepapXxuaHOCTb ¥ MHOTOKOMIIOHEHTHOCTH CHCTEMBbI 00pa-
HOTKM JAHHBIX, 0COOOTO BHUMAHUS 3aC/IyKHUBAET YHUBEPCAIBHOCTD MTOJIX0/IA, KOTOPAs TeM
BBIIE, 9eM OOJIBITIE YUCI0 KOMIIOHEHT, JIJIsT KOTOPBIX MOJY/Ib 3aIllUThl MOXKET 0DeCIevInTh
cBoficTBa HE30IIACHOCTH, 1 YeM MEHBIIE JOTOJHUTEIbHBIX JleficTBuil (HanpuMep, n3MeHeHrH
B IIPOIPAMMHOM KOJIE) JIJIsI 3TOTO HEOHXOIUMO OCYIIECTBUT.

YHUBEPCATBHOCTD TIOJIX0J/Ia BO MHOIOM OIPEJIE/ISIeTCs TOJIOKEHUEM MOJIYJIsT 3alllUuThl
B 00ITel apXUTEeKType CUCTEMBI, T.€. TEéM, TJe OH PACIOJIOXKEH ¢ TOYKH 3PEHUs] MePeTc-
JIEHHBIX YpOBHel B3anMoseticTBust. Moy b 3aImuThl JAHHBIX THIIOTETHYIECKH MOXKeT (DYHK-
[MMOHUPOBATH HA JIFOOOM M3 9TUX YPOBHEN, TPUIEM OH MOYXKeT OBITh KAK BCTPOEH B IITATHYO
IPOTPAMMHYI0 KOMIIOHEHTY HEKOTOPOI'O YPOBHs, TaK U PACHOJIAraThCA MEXKJY YPOBHSMMU,
paboTasi «IIPO3PATHO» JJIsI BBIMIECTOSNNX KOMIIOHEHT. [lof mpo3padHoCcThi0 TOHMMAEeTCsT
TO, YTO MOJYJIb TIOJTHOCTBIO TIOBTOPsieT MHTePdEeNc KOMIIOHEHTHI, HAXOISIIecsT Hermocpe -
CTBEHHO TIOJ, HUM. 3a CUYET ITOrO MOJYJII0 YIAETCs 00eCIedInTh 3AIUTY JJIsl BCEX BBIIIE-
CTOSIIIIUX KOMIIOHEHT 6e3 HeoOXOIMMOCTH BHECEHUs! B HUX KaKUX-JUOO W3MEHEHUN (MHOIIA
TOBOPAT, YTO BBITECTOANAEC KOMIIOHEHTHI JaXKe «HE 3HAI0T» O TOM, UTO JJIsA COXPaHIEeMbBIX
MU JAHHBIX obecrieunBaercs 3ammra). CTOUT OTMETUTD, ITO MOJLYJ/Ib 3AIlIUTHL HE B COCTO-
SHUH 0DeCIeUnTh KaKyHo-Tub0 De30IIacHOCTh CIIYXKeOHBIX JAHHBIX JTHOOBIX HUMKECTOSIINX
KOMITOHEHT.

OrMmernM, 910 OOBIYHO TSI PEAIM3AITMN 3AIUTHl HUXKe YPOBHs JpaiiBepa JMcKa uc-
OJIB3YIOTCH anmnaparabie perenusi. lpumepom anmapaTHOl peaau3alui 3aIUThl XPaHU-
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MBIX JIAHHBIX siBJisteTcst SSD-muck co BerpoenubiM mudposannem ganubix «Integral Crypto
SSD» (snpyroe nazsanue — «Integral Memory Crypto Hard Drives) [8]. Mbr orpanudnmest
PACCMOTPEHNEM TOJIBKO TTPOTPAMMHBIX MOJTY/IEH 3aIUTHI JTAHHBIX U He OyI1eM paccMaTpu-
BaTh BAPUAHTHI, KOTJIA 3aIUTa OCYIIECTBISIETCsT HAa YPOBHE HUXKe JpaiiBepa JTucKa.

[IpuBeném mpuMepPBI OCYIIECTBICHHST 3aIUTHI XPAHUMBIX JTAHHBIX HA PA3HBIX YPOBHSIX
B3anMOJENCTBHUS.

— Qyakims mmudPoBaHUST TOKYMEHTOB, BCTPOEHHAsI B TEKCTOBBIM pemaxTop Microsoft
Word. Motysib 3amuThl HHTErPUPOBAH B KOHKPETHYO MTPUKJIATHYIO TPOIPAMMHYH0 KOM-
IOHEHTY U He MPEeTHA3HAYEH JIJTs1 3aIlUThl JAHHBIX JPYTUX TPUIOKEHUH.

— Mouynb samumTer daitiop AxCrypt siBjisieTcst KOMITOHEHTOH TIPUKJIATHOTO YPOBHST U MO-
JKeT 0DeceduTh 3amuTy Jrd0oro ¢aiiaa, BHE 3aBUCUMOCTH OT TOIO, KAKOH IpuKIaTHOM
KOMIIOHEHTOM oH ObL1 co3man. OIHAKO JJIsT €10 IPUMEHEHHsT HeOOXOINMMO KarKIbIi pas
JIONIOJTHUTEIBHO YKA3BIBATH, KAKOW (pailyl Jo/KeH ObITh 3AIUIEH (U OTIEJBHO TIPO-
W3BOJIUTH BCTPAMBAHUE B C/ydae MPEIOCTABICHUs COOTBETCTBYIONIErO MIPOTPAMMHOIO
uaTepdetica).

— @OyHKIMYN 3aIUTHI TAHHBIX, peajn3oBanabe B (atiiosoit cucteme N'TEFS, obbraro 06b-
enuHsttoTes nox, obmum Haszsanuem EFS (Encrypting File System). Dtu gysximu dhop-
MUPYIOT MOJYJ/Ib 3aIUTHI, KOTOPBIHM, 110 cyTH, peajin3oBan BHyTpHU (halljioBoll CHCTEMBL.
ObecrieunBast TPO3PATHYIO 3AIUTY JAHHBIX JIIOOBIX KOMIIOHEHT MPUKJIATHOIO YPOBHSI,
EFS tpu sToM He MOXKeT 3aUTHTH JTaHHBIE, 00padaTbiBaeMble IPYyTUMU (haitIOBBIMK
CUCTEMAMH.

— Iporpammusrtit Moy VeraCrypt obecrievdnBaer 3aIuTy BCeX CEKTOPOB YKECTKOTO JHC-
ka. Ou dyukmmornpyer Mex Ty daitoBoll cucteMoil u apaliBepoM KECTKOTO TUCKA.

Samerum, UTO ApaliBep MUCKA, €CIU U TOPOXKIAeT B mporecce paboThl CIyKeOHbIe JTaH-
HBIE, TO OHU MMEIOT KpaiiHe He3HAYUTEIBHBIN 00bEM, a HeoOXOIUMOCTh B UX 3aIllATeé MUHM-
MasibHA. [[oaToMy MOIX0;1, TpeIoaraonuit peaau3aio MOy 3aIUTH MEXK Ty JIpaiiBe-
poM mrcKa u (aityioBoit crucTeMolt, pencTapisieTcst HauboJlee yHUBepcaabHbIM. Hampumep,
B €ro paMKax MOKHO 00eCIeUnTh 3aIllUTy TAKOH 3a9acTyi0 KPUTHIECKH BaxKHOM mH(MOpMAa-
1K, Kak Torosorust (hbaitiosolt cucTeMbl, IMeHa XPaHUMBIX (DallIoB, UX pasMephbl U JAThHI
moaudukanmn. Jdaree paccMaTpuBarOTCsT CBOMCTBA MOJIYJIEH 3aIIUTHI UIMEHHO TAKOI'O THIIA.

2. TlonaoauckoBoe mudpoBaHUE

[Ipex e wem HadaThH pPacCMOTPEHHE MO CYIIECTBY, VAEJIMM BHUMAHNWE TEPMUHOJIOTHU.
[HomHOMMCKOBOE MM pOBaHUE — HAMOOJIEE YCTOSIBITUNCS B JTaHHONW TpeaMeTHol obracTu
TePMUH, 0O03HATAIOINH TPOTIECcC, KOTOPBIH PeaTu3yeTcsl MOY/ISIMHU 3aIUThI, (DYHKITHOHN-
PYIOIUMEA MeXX Iy ApaiiBepom mucka 1 (pailtioBol cucTeMoit, OCHOBBIBAETCST HA IPUMEHEHUH
KPUITOrPAPUIECKUX METOJOB W TPEIHA3HAYAETCs JjsT obecriederunst O€30MacHOCTH TaH-
HBIX, XPAHSIIUXCsT Ha KECTKUX juckax. [lepsas wacTh TepMuna («0JHO» ) 0ObACHSIETCSE
TeM, 9ITO JAHHBIN TIPOTIECC TIPEIIToIaraeT 3aIlUTy BCero MpOCTPAHCTBA JINCKA, BBIIEJIEHHOTO
JUIs XPAHEeHUs! TOJIe3HOM Harpysku (IpUKIaIHbIX jaHHbix). [Ipu 9T10M BrOpast u Tperhst
YaCTH TepMUHA (<«JUCK» U «IMU(POBAHUE» ) MOTYT BBI3BATH BOIPOCHL. Bo-TepBBIX, 13-32
TOTO, YTO HA CErOJHSIIHUN JTeHb B OCHOBE YCTPOHCTB, MPUMEHSIEMBIX JJIsI XPAHEHUsT WH-
dopmarnuu, He obsi3aTebHO JIEKUT HAOODP (DU3MIECKUX TUCKOB. Bo-BTOpBIX, M3-3a TOTO,
YTO 3AIMNUTa XPAHUMBIX JIAHHBIX, KAK [TOKA3AHO JaJiee, He BCEra OTPAHUIHUBAECTCS TOJIBKO
mudposarrem. OHAKO B paMKax HACTOsMEH paboThl OYIeM HCIO/IB30BATH UMEHHO ITOT
TEPMUH, TTOCKOJBKY OH SIBJISIETCsT HAnOoJiee OJIM3KUM PYCCKOSI3BITHBIM AHAJIOTOM yCTOSIB-
merocst B 3apybexknoit smreparype tepmuna «Full Disk Encryptions [7, 4]. Hamee mst
KPATKOCTH OyJIeEM HCIIOJIB30BATH COOTBETCTBYONTY0 abbpesnatypy FDE.
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21. OcHOBHBIE TOHATHU

Monyas FDE nepexsareiBaer 3anpoc ot daitmosoit cucrembl, mpeobpasyer nepeTaHHbe
B €r0 COCTaBe JIAHHBIE W OCYIIECTB/ISCT B3aAUMOJEUCTBHUE ¢ APAMBEPOM JTUCKA JIJIST PEaJIU-
zaruu (PyHKIMN 06e30TmacHOCTH U CODCTBEHHO 3AIMCH JAHHBIX Ha mqucK. st peammsartum
«ITPO3PATHONy» 3aIuThl JaHHbIX naTepdetic FDE mo/mken momHOCTHIO COBITAIATE ¢ UHTED-
deticom mpaitsepa wéctroro aucka toit OC, B koTopoit or pyukimorupyet. Takum obpazom,
daitioBast cucrema «He 3HAET» O TOM, UTO JIAHHBIE HA WUCIOJB3YEMOM €0 YKECTKOM JIUCKE
zamurensr. Cxema B3ammoieticTBus (hallyloBoM cHCTEMBI ¢ ApaliBEpOM YKECTKOTO JTUCKA TIPHU
naquann Mosysist FDE npencrasiena na puc. 2.

daitnosasa cuctema
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writeSector
writeSector
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[Lpaiisep KecTKoro gucka

Puc. 2. Bzaumozeiicrsue QailioBoil cHCTEMBI ¢ ApaiiBEPOM
JKECTKOTO JINCKA, TPW HaJImInu Moayasa FDE

[Ipu obpaboTke 3ampoca ot (aitmoBolt cucrembr Mmoyib FDE moxker mocsurats k mpaii-
BEpY JIMCKa yrKe HeCKOJIBKO 3allPOCOB Ha YTeHHe W 3anmch. Hampumep, 3ampoc Ha 3ammch
OJTHOTO CeKTOPA, CIeJaHHbIN (haitmoBoit cuctemMolt, moxkeT moTpeboBaTsk oT Moyt FDE o-
HOM Ollepaly 4TCHNA JIed ITOJIYHEeHUd TeKYINeTro 3Ha4YCeHNs KOJINYIECTBa OCyH.[GCTBJIéHHbIX
olepanuil 3alUcy JAHHOI'O CeKTOPa (,ZLJIH KOHTPOJISI HATPY3KH HA KJIIOYT WK (POPMUPOBAHUST
VHUKAJILHOI'O MHUITAAJJIU3UPYIOIIETO BeKTopa) U ABYX ollepanuil 3anmcu (O,ZLHa JIJIsl 3aIIUCH
HEIIOCPEACTBEHHBIX TAaHHBIX CEKTOPa, BTOPasd — IJId 3alliCH HOBOI'O 3HAYCHUA UMHUTOBCTAB-
ku cektopa). Oruenpao ormerum, aro FDE-Mosysib qosmken gomyckaTh mapaiiebHOe 0Cy-
MIECTBJIECHUE HECKOJBKUX OIepaIui ¢ IPUKJIAAHBIMA JIAHHBIMHA JIUCKA.

3ameuanwue 1. HcnonsszoBanune FDE-momymem mst xpanenust ciayxebHOM mH(MOpMAa-
IIMM UCKTFOYUTETBHO TTPOCTPAHCTBA 3aIHUINAEMOr0 TUCKA, TTOCeKTOPHBIN TOCTYI K KOTOPO-
MY Peaim3yeTcs HEKOTOPBIM JIpaliBEPOM, SIBJISIETCST THITHIHBIM CIIEHAPUEM, KOTOPBIH Hambo-
Jtee yobeH 11st 00 bsICHEHHMsI OCHOBHBIX KoHIenuit. OnHako B o0IIeM ciiydae HeoOXOIMMO
Jutb, 9Tobbl FDE-Moy e ipeocTaBisii MOCeKTOPHBIN JTOCTYTT KOMIIOHEHTaM DoJiee BEPX-
uero yposasi. To, kax FDE-momysns peamusyer Takyto «ITOCEKTOPHYIO» aDCTPAKIINIO, MOYKET
3aBHUCETh OT 0cobeHHOCTEN permaemolt 3amaan. Hanpumep, FDE-moxyms Moxer coxpaHsiTh
JIaHHBIE B 0OBIYHBIN (Daily, JOCTYIT K KOTOPOMY MOYKET OBITh PEAM30BAH C ITOMOIIIBIO TIITAT-
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HBIX BO3MOXKHOCTeH aitimoBott cucrembr. [Ipu sTom st xpaHeHus: Cyry:KeOHBIX JTAHHBIX
FDE-momyms MoXkeT MCIOIB30BATH HEKOTOPYIO 0a3y JAHHBIX, TOPSIIOK B3aNMOJIENCTBIS
¢ KOTOPOM MOXKET CYIIECTBEHHO OTJIMYATHCS OT MOCEKTOPHOro. B Takux caydasix ompejie-
JIEHUsT HEKOTOPBIX IKCILIYATAITMOHHBIX XaPAKTEPUCTHK, 00CYXKIAeMbIX B II. 2.2, TOJYKHBI
OBITH CcKOppeKTUPOBaHbL. Jlajtee Bce pacCyKIeHMsT TPOBOISITCST JIJIsl TUIIMYHOTO CJIydasi Pa-
6oter FDE-momysst co cranmapTHBIM ApafiBeEpoM JHCKA, TPEIOCTABIISTFOIIIM TOCEK TOPHBIH
JOCTYIL.

B macrosmmeit pabore pacemorpuMm Tosbko Te FDE-cxembr, st KOTOPBIX Kak MUHU-
MyM 9aCTh KJIFOUEBOI'O MaTePHAJA, HUCIOIb3YeMOro Jiisi obecredenns 1eeBbiX (DyHKITIH
6e3011aCHOCTH, XPAHUTCSI HA 3allUIIEHHOM HocuTese (TOKeHe). AJIbrepHaTUBON sIBJISIIOTCS
CXeMBI, CTOMKOCTh KOTOPBIX OCHOBaHA Ha 3alIOMHHAEMOM IIOJIb30BaTeseM mapose. K coxa-
JIEHUIO, TAKUE CXEMbI HE ITO3BOJISIIOT JOCTUYb UHTEPECYIONIEr0 aBTOPOB YPOBHS CTOHKOCTH.
Heobxomumerit FDE-mosy o pasmep maMsiTét TOKEHA, JTOCTYITHON JJTsT ITeHUs U, BO3MOXKHO,
3aImncH, SABJIAeTCs BayKHON XapaxkTepuctukoit FDE-momys.

st 6osbimuacTBA (KOHTPIPUMEDPBI aBTOPAM He M3BECTHBI) coBpeMeHHbIX FDE-cxem
MOYKHO BBIJEJUTH YeThipe 3Tamna paborsl. OHM miepednc/ieHbl HIKe. Bynem paccMaTpuBaTh
TOJIBKO T€ CXEMBI, JJIs KOTOPBIX CIPABEJJIMBO TAKOE PAa3JIe/ICHHE.

1) Dman uvnuyuaasudayuu (Setup):
Ha sanHoM stane FDE-momymio Ha BXoJl Mogaércst IUCK B MCXOTHOM HE3AIUIIEHHOM
BU/IE; MOJLYJIb OCYIIECTBIISIET BCE JIeHCTBUsT, HEOOXOIMMBIE JIJIs €r0 TOCTIEYOIe 3ar-
ThI, & UMEHHO €r0 Pa3MeTKY C BBIJIEJIHIEM, BO3SMOYKHO, 0DJIACTH JIJIsT CBOMX CJIYKeOHBIX
JIAHHBIX, TeHEPAITHIO KJTI0Uel, HadaapHoe 3armmnbpoBaHie TaHHBIX, COXPAHEHNe HeOOXO-
MO MHQpOPMAITIY HA TOKEHE U T. 11

2) Oman navana ceanca (Mount):
npenocrapyerre FDE-MoTy i BOSMOXKHOCTH B3aUMOJIEHCTBUST ¢ TOKEHOM, COIEPIKAIITIM
KJIFOUeBON MaTepuasi, ¢ MOMOIIBI) KOTOPOTO 3AIUITEH JIMCK; Pa3BOPAdNBaHNe B Orepa-
tupHON mamsaTu OC kI09eBOll cucrembr, HeobxomuMol st paborer ¢ FDE-momymem;
YTeHre ¢ TOKeHA JOMOJTHUTEIbHBIX JIAHHBIX; OCYIIECTBIEHHe IPYTUX Oleparuit, Heobxo-
JIUMBIX J1JTsT 0DeCTIEYeHNsT TIeIeBbIX CBOMCTB HE30MACHOCTH U MePexojia K CJI6IyIOIeMy
ITAILY.

3) Ocnosnoti aman (Session):
B3auMoyielicTre (hailyIoBOH cUCTEMBI ¢ JIpaifBEPOM JKECTKOIO JHUCKa (UTEeHHe U 3alliuCh
JIAHHBIX ) Yepe3 Mojysib FDE.

4) Dman sasepwenus cearnca (Unmount):
OCYIIECTBJIEHNE OIlEpaIiil, HEOOXOIUMBIX IJIsi ODeCIIedeHusT IIeJIEBBIX CBOHCTB He3omac-
HOCTH U 3aBeprienus: paborel ¢ FDE-momynem; 3aBepiierne paboTel ¢ TOKEHOM (Ha-
IPUMeED, 3arpy3Ka MOAMMDHUIMPOBAHHBIX 38 BPEMsI CEaHCA JIOMOJTHUTEIHLHBIX JAHHBIX W
OTCOeJIMHEHNE TOKEHA OT pabovell MAIUHBI).

22. 9xcnnayaTanmuoOHHBE CBOWCTBA

[lepeuancum sKCILTyaTAITMOHHBIE XAPAKTEPUCTUKN U OCOOEHHOCTH, KOTOPBIE HEOOXOIMMO
YUIUTBIBATH pu IpoekTtupoBannu u aHagmuse FDE-cxem. Crauana ormernm oy 0coben-
HOCTh (byHKIMOHUpoBarus FDE-momymneit. YaursiBast Beicokne TpeboBanus K 3(DperTHB-
HOCTH, Tipu peasusarmu FDE-Momymelt MOryT ucmoms30BaThest Pa3/IndHbe TPUEMBI, TTO3BO-
JISTFOITIHE YBEJMIUTE CKOPOCTh ux paborel. Tax, Hekoropble jaHHbe (HAPUMED, JAHHBIE,
[O3BOJISIFOIIME [IPOBEPSITH TEJIOCTHOCTh CEKTOPOB) MOI'YT 3apaHee 3arpyKarbCsi ¢ JHUCKA
B OIEpPATHBHYIO MaMsITh. lakum obpazom, mpu omnpenenernn xapaxktepuctuk FDE-cxem
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HYKHO YUUTBIBATH BO3MOMKHYIO 3aBHCHMOCTH UX 3(P(PEKTUBHOCTH OT pasMepa JIOCTYITHOMN
OTIePATUBHOMN 1, BOZMOYKHO, 3aITUITIEHHON TTaMITH.

[Ipu npoexktupoparmu FDE-cxeMm 10KHBI yIUTBIBATHCS 9KCILIyaTAIIMOHHBIE TpeboBa-
HUsI KaK K OCHOBHOMY 9Tally uX paboThl (CeaHcy), Tak W K JPyruM Tpém sramam. Tax,
CJIOXKHO MPEJICTABUTH CUTYAIIHIO, JTOTTYCKAIONTYI0 MOHTHPOBAHMUE JINCKa B TedeHue 30 MUH.

Ucnonp3syemas namarb. besycmosao, xapaxrtepuctukamu Jjtoboit FDE-cxembr siB-
JISTEIOTCsT HeOOXOIMMBIe el ji1st PaboThl PasMep 3aIUIIEHHON TaMsIT, Pa3Mep OIEPATHBHOMN
[AMSITH U OTHOCUTEJIbHBIN pasmep eé cJiyKeOHBIX JaHHBIX (T.€e. OTHOIIEHWEe pasMepa CIy-
JKeOHBIX JIAHHBIX K PA3MEPY 3alllUIAeMOoro MOJIE3HOIO IIPOCTPAHCTBA JIMCKA ). Y IUThIBASL TO,
9TO OBLTO CKA3aHO O BO3MOXKHOCTAX ontumuzarmu paborsr FDE-cxem, npu xapaxtepusarmn
KOHKPETHOH CXeMbl HeOOXOIMMO MCIIOIH30BATH HEKOTOPYI) OTHOCUTEILHYI0 BETUIUHY, Ha-
IPUMeEp, MOKET ObITH TIPUBEIEHO OTHOITIEHNE Ppa3Mepa UCIIOIb3yeMOM OmepaTUBHON TaMsTH
K pasMepy obJIacTh JIucka, pabora ¢ KOTOPHIM MOYXKET OBITh OITHMUSUPOBAHA.

OnepammonHas TpyA0EéMKOCTb. llom 3TuM TepMuHOM MOHUMAETCST KOTMIECTBO OITe-
panuil 9TeHNsT U 3alIMCH CEKTOPOB, OCYIIECTBIAEMBIX JIpafBEpOM JTUCKA, TIPHU PEATN3aIlnT
FDE-momynem cBoux (yHKImt Ha pasHbIX Tamax padoTbl. DTH OMEPAITHH MOTYT CyIIe-
CTBEHHO OTJIMYATHCSI 0 OBICTPOAEHCTBUIO B 3aBUCUMOCTH OT HCIIOJIB3YEMON aImapaTHON
wiaT@gopMbl. OHU BBIIEISIIOTCS B OTJEJBHYI0 KATETOPUIO €€ W TOTOMY, 9TO 3a9aCTyHO
OIYTUMO BJWSIOT H& U3HOC JIUCKA, & UX JOIIYCTUMOE KOJAYIECTBO 3aMETHO OTPAHUYECHO.

BprauciinresibHag TpyA0EeMKOCTb. JlanHasi XxapaKTepUCTHUKA SBJISIETCS OTHOCUTE -
HO CTaHIAPTHOHN M moapazyMeBaeT 00bEéM BhraucaeHutt, mpoussoumbix FDE-Momymem st
OCYIIECTBJIEHHUsT ONEPAITN HA PA3HBIX 3Tanax padoTHL.

YcroitayuBocTh K cbosim. st yerpoiicTB XpaHeHUWsT JAHHBIX KpaliHe BayKHBIM $TB-
JITETCST BOIPOC HAJIEXKHOCTH: aBapUiHBIE CUTYaITNNd PAa3JIUIHOTO XapaKTepa JIOJKHBI MUHU-
MaJIbHO BJIMSATHL Ha XpaHumble naHuble. Vcnonbzoanue FDE-momyns mMoxer pasjindaabiM
obpazoMm BiHMsTH Ha 3T0. Hampumep, ecim Tpu BHE3AITHOM OTK/IHOYEHUH MTHTAHUS aKTy-
aJIbHBbIE KJTFOUH MMU(MPOBAHUST JAHHBIX XPAHWINCH TOJBKO B OMEPATUBHON MAMSITH, TO BCE
JIAHHBIE JINCKA MOTYT CTATh HEIOCTYIHBIMU. [Ipr 9TOM HEOOXOIMMO YIUTHIBATH HE TOJIb-
KO TIOJIyYeHHe CAMUX JAHHBIX, HO M COXPaHEHMe JIOBepUsi K HUM (B ciydae obecriedeHust
niesioctHOCTH ). OIUINEM HEKOTOPbIE MPAKTHIECKH AKTyaJIbHBIE aBapUiTHbIE CUTYAIlUH, KO-
TOPBIE MOTYT BO3HUKHYTH BO BpeMsi paborsr FDE-momymst.

—  Omxmovenue numarug. FDE-Momys MIrHOBEHHO IPEKPAITIAET CBOIO PabOTY, UCIIOIB3Y-
eMasl UM UH(QOPMAITUST B OIEPATUBHON MAMSITH yTPATHBAETCSI.

—  Omxmovenue ducka. FDE-Momynb Tepsier BO3MOKHOCTD OCYIECTBIISITh OMEPAITUN ITe-
HUsT M 3AlNCH KaK MUHUMYM YaCTH JAHHBIX, XPAHSIIUXCSA B JTOJTOBPEMEHHON TaMSITH.
B xauectBe npumepa MoxkHO npuBecTu runoterndeckutt FDE-momynn, onepupytommit ¢
JIAHHBIME, KOTOPBIE XPAHSITCS HA HECKOJBKUX JIMCKAX, OJIMH M3 KOTOPBIX OTCOEINHSIETCST
[IOJTH30BATEIEM.

—  Omramovenue 30uUuueEnHot namamu. Hanpumep, momb3zoBaTes MOXKET IO OMMHOKE OT-
COEJIMHUTH TOKEH OT BBIYUCIUTETLHON MAIHMHBI, HA KOTOPON B 3TOT MOMEHT paboTaer
FDE-monyns. B atom cinyuae FDE-Momynb TepsieT BO3MOXKHOCTD OTIEPUPOBATEL € 3aITTH-
IMEHHON aMSIThHIO.

HomomHuTe ThbHO OTMETHM aBAPUIHYIO CUTYAITHIO, KOTOPAsl MOXKET PEeaTu30BaATh S B JIHO-

OOt MOMEHT CYIIeCTBOBAHUSI JIMCKA.

— Ouwubxu xpanenus donnolr Ha puaudeckom yposene. Hampumep, m3-3a M3HOCA TUCKA

HEKOTOPBIH CEKTOP MOXKET MepPecTarTh OBITh JOCTYITHBIM JJIsT UTeHUsT. JTO MOKET IPU-
BECTH KAK K HEBO3ZMOXKHOCTH PACITH(PPOBATH YACTh JAHHBIX, TAK W K MOTEPe TOBEpPUsl
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K UX IEJIOCTHOCTH. JOBOIBHO MPOCTON MepOlt MpeI0TBPAITICHIS] TAKUX CUTYAITUH MOXKET

ObITh JyOIMPOBAHME JAHHBIX JMCKA (JaHHBIE XPAHSITCSI HA JBYX JMUCKAX OJMHAKOBOIO

pasmepa, oneparun J1ybIupyrTes ).

Hexoropeie FDE-momynmu moryT mnpemycMarpuBaTh 0coOble MPOIEIYpPhI, CBsI3aHHBIE
¢ aBapUUHBIMU CHUTYAIMsIMA. JTO MPUBOIUT K BBIJEJIEHHUIO HOBBIX dTamoB paborer FDE-
MOJIyJIEH, TIPUMEPBI KOTOPBIX TPUBEICHBI JIaJIee:

5) Oman asapuiinoti pabome (Emergency):
HAYMHACTCH B TOM MOMEHT, KOIJA Peasu3yeTcd aBapUMHLIN clieHapuil, IomyCcKaromui
npoposKenne paborel B npuammne. FDE-momyns MoxeT Kak IpojoIKUTh OCYIIeCTB-
JISITH PUKJIAHBIE 3aIPOCHI {€C/IM 9TO OCMBICJIEHHO), TAK U BBITIOJIHSITEH OIIEPaIu, Heo0-
XOJIUMBIE JIJIsl MAKCUMAJIHFHO KOPPEKTHOIO U OE30IIaCHOIO 3aBepIeHns: PabOThI.

6) Dman soccmanosacnus (Recovery):
OCYIECTBIISIOTCS OTIEPAIUN, HEOOXOIMMBIE J1JIsi BOCCTAHOBJIEHUs PAOOTHI ¢ 3AIUIIAEMbI-
MU JIAHHBIME 110CJIe €00s1 (9Tallbl MOIYT PA3IMYaThCsl B 3aBUCUMOCTH OT THUIIA [IPOU30-
meero c6ost).

23. Kpunrorpaduueckue cBoicrnBa

loBoputh 0 xKpumTorpaduueckux CBOWCTBAX MMEET CMBICJI TOJBKO B paMkax Habopa
YCJIOBUN ¥ TIPEIOJIOKEHUN, OMPeIeIsSTIOMX BO3MOXKHOCTH U TEJIM TTOTEHITHAIBHBIX TTPO-
TUBHUKOB U OOBITHO O0BEIMHSIEMBIX TI0JT HA3BAHUEM «MOJIE/Ib TPOTUBHUKA. [loapobao 910
HOHSITHE U OJIMH U3 MOJXOJOB K ero dopmasmsanuu paceMorpenst B 9, 10]. Mogens nporus-
HUKA COCTOUT M3 TPEX KOMIIOHEHT: TUITA aTAKU, MOJIEIN YIPO3bI U JIOCTYITHBIX TPOTUBHUKY
MH(POPMAITUOHHBIX U BEITUCTUTEIBHBIX PECYPCOB. T peThbst KOMIIOHEHTa OOBITHO 0OCY K IA€T-
Cs1 y’Ke Ha 9Talle aHAJIM3a KOHKPETHBIX KPUIITOCHCTEM, a He B paMKax paboT O mpeaMeTHOMH
00JIaCTH B TIEJIOM, HO OJTHY €€ 0COOCHHOCTD JIJIsT CHCTEM IOJIHOJIMCKOBOTO MM POBAHUS HEOO-
XOJUMO OTMETUTh.

[Tox nrbOpPMAITMOHHBIME PecypcaMu TPOTUBHUKA OOBITHO TIOHUMAETCST KOJTUIeCTBO JTaH-
HBIX, KOTOPBIE OH TOTEHIMAIBHO MOXKET MOJYYIUTH B Iporecce paboThl KPUIITOCUCTEMBI
(mmdprexcThl, IMUTOBCTABKY, 9JI€KTPOHHBIE TIOAMCA U T.11.). [lyTu noaydenust sToif uH-
dopmanum u e€ xapaxTep MOTYT OBITH OYEHb PA3HBIMU: MEPeXBAT 3aITM(MPOBAHHBIX CO00-
MeHni B KaHaje CBs3M, Oy IeHne NH(MPOPMAITMH O BHYTPEHHUX COCTOSIHUSIX KPUITOCUCTE-
MBI 110 TTOOOYHBIM KaHajgaM U T. . OJHUM M3 CaMbIX SIPKUX HADISITHBIX [TPUMEPOB TOTO,
9TO TOJIYUeHHe TPOTHBHUKOM OOJIBITIONO KOJUYIeCTBA TakKOH WHMOPMAIIMM MOXKET TPUBO-
JIATH K CEPbESHBIM YSIBBUMOCTSIM, siBJisiercst ataka Sweet32 [11] na nporokon TLS. Obmum
MEeTOJIOM UCKJTIOIEHHST TAKUX BO3MOKHOCTEN TTPOTUBHUKA SIBJISIETCST OTPDAHUIEHNE TaK HAZhI-
BaeMOU «HATDY3KM HA KJOU», T. €. KOJUIEeCTBA JAHHBIX, KOTOPBIE MOTYT OBITH 00paboTaHbI
HA OJIHOM KJIKOYE (9TOT TPUEM U CAMO TOHSITHE <«HATPY3KA HA KJHOU» PACCMATPUBAETCSI
B [12, 13]; HedpopmasbrOe pacemorperne MoxHO Haiitu B (14, 15]). Ilpu cunrese u anamse
FDE-momyneit mannoMy acrmexTy HEOOXOIMMO YIeasiThb 0coboe BHUMAaHHWe, TaK KaK [epH-
OJT UHTEHCUBHOTO (DYHKITMOHUPOBAHUS U, KAK CJEJCTBUE, UCIIOTF30BAHNS KJTOUeH TaKuMu
KPHIITOCUCTEMAMEI MOXKET UCIUC/ISITHCS TOJAMEI U TTOPOM OTPAHUIHBAETCS JIUITH CPOKAMEI
CIyKOBI yCTPOMCTB, UCTIOMB3YEMbBIX JJIsT XPAHEHUsT COITy TCTBYIOIINX JAHHBIX.

[Be npyrue 9acTi MOMIEM TPOTUBHUKA OIIPEIEISIIOT BO3MOXKHOCTH TPOTHBHUKA TI0 B3a-
UMOJIEMICTBUIO ¢ KPUIITOCUCTEMOM (mun amaku) 1 ero 1ead 10 HAPYIIEHUIO IeJIEBBIX It
Heé cBolicTB GesonacHoCTH (Modeab yzposst). PaccMOTpUM KaXK Iyt U3 9TUX KOMIIOHEHT JIJIst
CUCTEM TIOJTHOIMCKOBOTO MO POBAHUS.
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Tun artaxm
B pamrax ¢yarmumornupopanus FDE-Momyiist BeIIeIsIIOTCS CIeayrone KOMIOHEHTHI,
CBSI3AHHBIE C XpaHEeHHeM U 00pabOTKOM KPUTUIHON JJIsT KPUIITOCUCTEMBI HH(MDOPMAIINN:

— BalUIEHHas] TaMsITh;

— OllepaTWBHAsl NaMsiTh ycTpoiicTBa, Ha KoTopoM (yHKImonupyer FDE-momnyns (o neif
€CTh CMBIC/I TOBOPUTE TOJIBKO BO BpeMsi paboTsl FDE-momyiis);

— COBOKYITHOCTB JIOJTOBPEMEHHO XPaHUMBIX JIAHHBIX, UCIIOJB3yeMbix FDE-Mmomynem jurst
peasimzanuu abCTPAKIMN 3AIMUIIAEMOro JIUCKa (Jasee Jjis KPATKOCTH OYIeM HASBIBATD
9TH JAHHBIE TPOCTO BAIUIIAEMBIM JINCKOM ).

[ToTennuaapbHO TPOTUBHUK MOXKET B3AUMOJIEHCTBOBATE CO BCEMHU TIEPEUUCTIEHHBIMEI KOMITO-
HEHTAMU, HATIPUME]D MOJIYIaTh KaKyH-1O0 mHbopMaImo 1o mobodakiM kanaaaMm. OmHako
B paMKax HaCTosiIel paboThl TIOAPOOHO PACCMOTPUM B3aMMOIEHCTBIE TIPOTUBHUKA TOJIBKO
C BAIUIIAEMBIM JTUCKOM.

Ocobo orMeTnM, 9TO B HACTOsIIIEH paboTe He PACCMATPUBAIOTCST BOIIPOCHI IIEJIOCTHOCTH U
HezoracHOl 3arpy3Ku UCToTHsIeMOT0 Koga FDE-Mostystst u comyTeTByOIEero mporpaMMHOTO
obecriedennsi. Tax, TpemoIaraeTcsi, ITO 3arpy3Ka OMEPAITMOHHOW CHCTEMBI OCYIIECTBIE-
Ha TI0J1 3IMUTON, HAPUMED, HEKOTOPOrO allapaTHO-IIPOTPAMMHOTO MOJIYJIsT JTOBEPEHHOMH
3arpysKu.

BzaumoaeiictBue ¢ 3amuinaemMbiM AUCKOM. I[IpoTMBHUK MoxkeT B3amMOIEHCTBO-
BaThb C 3alllUIITacMbIM JUCKOM, YHUTad W 3allUChIBas JaHHBIC. HpI/I O6Cy}K,ZL€HI/H/I ITUX BO3-
MOKHOCTEeH OymeM CeoBaTh TPATUIIMOHHOMY s KPUITOTPA(pHUH TOIXOMY, COCTOSIIEMY
B MaKCHMM3AIINK 2THUX BO3MOXKHOCTEN (HaHpI/IMep7 BO3MOXKHOCTHU TINCATH JHO6I)I€ JaHHDBIC
B JIFOOBIE CEKTOPHI, & HE TOJBKO JAHHBIE KAKOIO-IU0O0 CHEIMAILHOIO COMEPIKAHUS B KAKHe-
JMO0 KOHKPETHBIE CEKTOPBI). DTO CBSI3aHO € TEM, YTO CIEKTD BO3MOXKHBIX YCJIOBUH IKC-
IJIyaTAIM| CHCTEM TTOJTHOIMCKOBOTO MH(DpPOBAHUST, KaK U JIIOOBIX KPUITOCUCTEM DOJIee MTH
MeHee O0Iero xapakrepa, KpalHe IIUPOK W MOKeT OBITH (DUKCHPOBAH BECHMA YACTHIHO.

ILHH onepam/lﬁ YTEeHUA W 3allMCH MO2KHO BBLACJIUTE JIBC XapPaKTEPpUCTUKH: YPOBECHDL OCY-
IIIECTBJIEHUsT OIIEPAIINN U TIEPUOJT, OCYIIECTBIEHUS] OIIePAIIHN.

[Tox ypoBHEM OCyITecTBIEHUST OTIEpAIi Oy/IEM TOHUMATE, ¢ IIOMOIIBI) KAKOTO MOJLYJIsT
OHepaHI/IOHHOﬁ CUCTEMBI IIPOTUBHUK OCYIIECTBJIAET KOHKPETHYIO OIIepPallrio. BBI,ZLG.HHIOTCH
AB€ OCHOBHBIC BO3MOXKHOCTH.

— Onepayuu yposna FDE-unmepgetica. IlpotuBauk Moxker cuenath 3anpoc kK FDE-mo-
JIYJIF0 HA YTEHMe WJIM 3alliCh JAHHBIX B3alUIAaeMoro JucKa (Jt0ObIX JAHHBIX B JIOObIE
ceKTOpbl fucka). Ha mpaxkTuke goCTyIn Takoro THIIA K JMCKY TPOTUBHUK MOXKET IOJIy-
YNUTh, HAIIPUMED, HABS3AB JIETAJIbHOMY ITOIB30BATE/I0 COXPAaHEeHHe HEeKOTOporo datina
Ha JINCKe BMECTO JIpyroro (aifia, pacmoioxkeHne KOTOPOTo Ha ITOM JINCKe TPOTUBHUKY
M3BECTHO.

—  Onepayuu yposna Raw-unmepgetica. [IpoTUBHUK OCYIIECTBISIET OTIEPAITHH C TTOMOIIHIO
npatiBepa JmcKa, KOTOPBIM mob3yercst u cam FDE-moayns st coxpanenust Ha TUCK
BCex HeOOXOIMMBIX TAHHBIX. Tax, ¢ MOMOIIBIO 9TOr0 nHTePdetica TPOTUBHUK MOYKET ITPO-
YUTATH WK TEPENUCATh 3aIM(@POBAHHBIE CEKTOPBI MM 00JIaCTH CIIYKeOHBIX JTAHHBIX
FDE-momyns. Haubosee pacipocTpaHéHHBIM B IUTEPATYPE IO JAHHON TeMaTUKe siBJIsi-
eTcsl MPAKTUIeCKUH puMep ¢ Kpakell 3allUIaeMoro JIMCKA — B JIAHHOM CJIydae Mpo-
TUBHUK MOYKET CIUTHIBATH U 3AITUCHIBATH WH(OPMAIMIO JINCKA, B3aUMOJIEHCTBYSI ¢ HUM
KaK C HE3aIUIIEHHBIM.

Samerum, aro FDE-untepdetic, B ormmane or Raw-untepdetica, He o3BOISIET TPOTUBHUKY
OJIYIUTh TPSMOMN TOCTYI K CIyKeOHbIM maHHbM FDE-Momys.
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B pesymbrare mocryma x obosHadeHHBIM MHTepdeticaM TPOTUBHUK MOXKET HABSI3BIBATH
OTKpPBITHIE jTaHHbIe ¢ ToMmoIrbio FDE-untepdetica u caureBats gepes Raw-uatepdetic nn-
opMaImo 0 MOIYIEHHBIX MI(MPTEKCTAX U UMHUTOBCTABKAX, & TAKYKE 3aIllNCHIBATH HA JIUCK
norobpanHbie MHQPTEKCTHI W, HAIPUMED, IMUTOBCTABKHU € TTOMOITHI0 Raw-untepdeiica u
[IOJIyIaTh COOTBETCTBYIOMNM pe3yabraT pacimmdposanust depes FDE-uaTepdeiic. 1o siB-
JISIETCST TIPAKTUYIECKUM OTPAYKEeHHEM BO3MOMKHOCTEH MPOTHUBHUKA, MPEIOCTAB/ISIEMBIX €My
dbopmansabvu Mogeasmu Trna CPA (Chosen Plaintext Attack) u CCA (Chosen Ciphertext
Attack) [9, 16].

[lepuon, ocyrecTBIeHHST OTIEPAITNN — YTO TO BPEMsl, KOT/Ia Y MPOTUBHUKA €CTh BO3MOXK-
HOCTB OCYIIIECTBUTHL omepanuio. Tak, jgeaats onepanun ¢ noMorsio FDE-uaTepdeiica mpo-
TUBHUK MOXKET TOJBKO Ha dTamax Session u, Bo3MoxxHO, Emergency.

B ciyuae Raw-unrepdeiica 0OBIMHO TPEANOIaraeTcsi, ITO TPOTUBHUK MOXKET OCYIIECTB-
stk Raw-arenue B 060t MomenT Bpemenu n Raw-3ammch mannbix, korga FDE-momyns
ue paboraer. llpu sTom ¢ BozmoxuOCTEIO Raw-3ammcu Bo Bpemst paborsr FDE-momyst cu-
Tyarysi He TaK OJIHO3HATHA.

DTO OODBSICHSIETCST TeM, dTO TaKasl BO3MOXKHOCTbH MOXKET CYIIEeCTBEHHO YCJIOXKHUTH 3a-
nady obecriedenust TeIOCTHOCTH XPAHUMbBIX JAHHBIX. Hampumep, ecin y TpoOTHBHUKA ITOMH
BO3MOXKHOCTH HET, TO JJIsl JINCKOB MAJIOTO 00BEMA TEJOCTHOCTh MOXKET OBITh IPOBEPEeHa
Ha srarme Mount, 9T0 MO3BOUT MCKJIIOYATE YaCTh ONEPAIMii Ha ITame Session, OT KOTO-
poro oObIIHO TpedyeTcst MAaKCHMaIbHAST TTPOU3BOIUTE/THLHOCTD. e/ TPOTUBHUK MOXKET 3a-
nucbiBaTh Yepes Raw-unrepdelic Ha 3Tame Session, TO mpeasbrauceHust Ha vrame Mount
TEPSIFOT CMBICT, TAK KaK MEJOCTHOCTH MOXKET OBITh HAPYIeHa B JTHOO0H MOMEHT MOCIe 9Ta-
ma Mount. Crour 3amMeTuTh, 9TO Ha MPAKTUKE TaKasi BOZMOYXKHOCTH ITPOTHBHUKA SIBJISIETCST
JIOBOJIBHO CHJIBHOM, a 0ojiee peaMCTHIHBI CIIEHAPUH, KOTJIA TPOTUBHUK MTOJIYIaeT TOJTHBIH
JIOCTYTI K JUCKY He BO BpeMst pabOThl ¢ HUM JIETHTUMHOTO TIOJIB30BATENS, & MEYK Yy CeAHCA-
MU, HAITPUMEP B pe3ysbrare 00X0/1a MapoJbHON CHCTeMBI ay TeHTH(DUKAIINN OTIePAITHOHHOMN
CUCTEMBI.

Araku, cBazanuble co cboamm. Crermududecknm acmekToM (QYHKITMOHUPOBAHUST
FDE-momyneit siBstrorest pa3andabie cOOM, HEKOTOPBIE U3 KOTOPBIX PACCMOTPEHBI B II. 2.2.
[Ipu sTOM HEMB3sT UCKIIOYATH, ITO TPOTUBHUK MOYKET MCIOIB30BATH COOM JIJIsT HAPYIITEHHUST
IIEJIEBBIX CBOUCTB HE30TMACHOCTH CHCTEMBI, TTO3TOMY 9TO HEOOXOIUMO YINTHIBATH B PAMKAX
kpunrorpagpuaeckoro ananmnsa FDE-momymett. 3amerum, ato npu (hopMUPOBAHUE MOJIETH
npotuBHUKA 11151 FDE-MOmy st MOTY T yauThIBATBCST M 381eHCTBOBATHCST CJIEJTY FOITTHE TTPUEMBI
¥ OPTaHU3AITMOHHBIE MEPBI, KOTOPBIE TO3BOJISIIOT OTPAHTYIUTH BO3MOXKHOCTH ITPOTHBHUKA 110
IIPOBOIIMPOBAHUIO COOEB:

— ocobble TpeboBaHUSI K XPAHEHUO JTUCKA MTOCe OTKJIFOUeHUs] TUTAHUS 0 HATasa ITAra
Recovery mist uckmrouenust mocTyna K HEMY TPOTHBHUKA,

— TpeboBaHUe HCIOIB30BAHUSI UCTOYHUKOB Oectiepeboiinoro muranust npu pabore FDE-
MOJYyJIEH;

— HCIOJIb30BAHUE CYETINKA TIUCTIa cO0eB U TpeDOBaHME CMEHBI KJIFOUEBOIO MaTepuaJia 1
HOBOTO TTPOXOXKJIEHUST 9Tarna Setup Mo JOCTHXKEHUH UM TTOPOrOBOTO 3HAYUEHUS.

Monaenns yrposnsl

Hemebivu cBoMicTBaAME HE30TIACHOCTH, J1JTsT 0DECIIeUeHrsT KOTOPBIX npeaHnasnaden FDE-
MOJIY/Th KaK KPUITOTpapduIecKuil MEXaHW3M, SIBISIOTCS KOH(DUICHITHAIBHOCTD U TIEJI0CT-
HOCTB XPAHUMBIX JIAHHBIX. XOTsI JIAHHBIE CBOMCTBA B KPUNITOIPaAUN CTAHIAPTHBI U TOCTA-
TOYHO TVIyDOKO HCC/IEIOBAHBI, CIEMN(pUKA 3391 3aIUTHl XPAHUMBIX JAHHBIX TPUBOAT
K TIOSIBJIEHUIO Y HUX HOBBIX ACIIEKTOB U OCOOEHHOCTEN.
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[Ipexge 4wem mepexoauTh K MHOAPOOHOMY PACCMOTPEHHIO KayKJIOTO M3 yKA3aHHBIX
cBOMCTB, HEOOXOIMMO DOJIee sIBHO 0D0O3HAYUTH OOBEKT, IJIsi KOTOPOIO 9TH CBOMCTBA HEOOXO-
AMO O6€CH€“IHB&TB. He(bOpMa.HbHO, 101, 3alTUIIacMbIMK JaHHBIMUA IIOAPA3YMEBAIOTCA BCE
NPUKJIAJTHBIE JIAHHBIE, KOTOPBIE 3aIlUChIBAIOTCA Ha jucK depe3 FDE-monyas ¢ MmomenTa ero
nHUTMaM3au. MoOXHO BBIIEIUTH JIBa IOJXOAA K MPEJICTABIEHUI0 COBOKYITHOCTH STHUX
NAHHBIX B BIJIC OTOKOB COOOIICHUM:

1) Ilpexcrabienue B BHUje OJHOTO MOTOKA COODIIEHUH, TJe OJHO COODIIEHHE —ITO COBO-
KYITHOCTb BCEX NMPUKIIHBIX JAHHBIX, 3alIMCAHHBIX Ha JucK depe3 FDE-monyns mocie
OdUepeTHON OlepaIny 3aIic CeKTOPa, MHUTMUPOBAHHON (hatimosoit cucremoit. OHO co-
obmenne yroOHO IPeICTaBIsSITh B BUE YIIOPSIIOUYEHHOI0 HAbOpa, TIe 9JIEMEHTOM ¢ HOME-
POM 1 SIBJISIFOTCST IPUKJIATHBIE JIAHHBI, 3alMCcaHHbIe B i-i cexTop. Takolt Habop Taxxke
MOXKHO CpPpaBHHUTL C «MOMEHTAJbHBIM CHHMKOM», I'Ie COXPaHUJIOCH COCTOAHUE JaHHDBIX
JICKA, KOTOpOe OBLIO HEM3MEHHBIM B TEUEHME HEKOTOPOTO MPOMEXKYTKa BPEMEHH, T. €.
KazKAbIA CAEAVIOMUN «CHUMOK» OTJIMYaeTCsI OT HPEeIbIYIIEr0 POBHO B OIHOM CEKTOPE.
[TpuHIUI TaHHOTO TOJIX0/IA TIPEJICTAB/IeH Ha PUC. 3.

0 Mo m' m'
; m m n
m: write(0, m’) = write(3, m") >
3 ms ns mrr
Mo M M2

Puc. 3. llpencrapiaenne 3amumaeMbx JaHHBIX B BHIE OJHOTO IMOTOKA COOOMIEHMIA

2) llpescrasienue B Bujie (PUKCUPOBAHHOTO KOJMYECTBA HE3aBUCUMBIX TIOTOKOB COOOIIE-
HUM, KaXKJIbIM U3 KOTOPBHIX COOTBETCTBYET KOHKPETHOMY TIPUKJIAIHOMY CeKTOpy. B sToM
caydae OJJHUM COODIEHNeM B KOHKPETHOM ITOTOKE SIBJSIFOTCSI TIPUKJIAIHBIE JTAHHBIE, KO-
TOPBIE 3AMMUCHIBAIOTCSI B COOTBETCTBYIONINN CEKTOD, & KAXKJI0e HOBOE COODITEHHe B 9TOM
[IOTOKE BO3HUKAET TIOC/E OYEPETHOM OIeparuy 3aluci UMEHHO B 9TOT CeKTOP. JaHubit
IO/ TX0/1, TPOMJLTIOCTPUPOBAH Ha puc. 4.

write(0, m")

o m ] — [

‘—>
write(3, m")

Puc. 4. llpencrapiaenne 3amumaeMblx JAHHBIX B BHAE HAOOPA IMOTOKOB COODIIEHMIT

Haee, ToBOPST IPO KOHPUIAEHITNATLHOCTE WJIH IIEJIOCTHOCTD, Oy/IeM MMETh B BHLY KOH-
PUAEHITNATBHOCTD WK IIETOCTHOCTE OJHOTO TIOTOKA COODIEHNH, KaXKI0€ U3 KOTOPBIX SIBJIsI-
ercst OO COBOKYITHOCTRIO BCEX JAHHBIX JUCKa, TUOO JTAaHHBIME KOHKPETHOTO cekTopa. [Ipum
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9TOM B 3aBUCUMOCTH OT TOTO, UTO MUMEHHO SIBJISIETCSI COOOIEHNEM, TO WJIM WHOEe CBOHCTBO
6e30ITaCHOCT MOXKET UMEeTh Pa3TUIHbIH npakTudeckuil ecmbicst. [losromy utst pazmmaenust
rpagamuit Kakoro-mubo cBoiicTBa OyIeM TOBOPHUTH, UTO ITO CBOHCTBO 0DECTIEIMBAETCST M
YposHe Jucka, eciam COODIEHNEM SIBJISIETCST COBOKYITHOCTD BCEX MPUKJIATHBIX JTAHHBIX, I
HA YPOBHE CEKMOPA, €CITU COODIIEHUEM SIBJISTFOTCST IPUKJIATHBIE JTAHHBIE KOHKPETHOTO CEK-
topa. PacemoTpuM mosipobHee kaxkioe u3 IeJIeBbIX CBOMCTB HE30ITaCHOCTH.

KonduaennnajabHOCTb., DTO SIBJISETCS OCHOBHBIM CBOHCTBOM OE30TIACHOCTH XPaHU-
MBIX HA JUCKE TPUKJIAJIHBIX JAHHBIX, KOTOpoe nosnkeH obecrieanBarst FDE-momyns. Orve-
TUM OCODEHHOCTH 0DECIIeUeHHsI er0 B KOHTEKCTe TIOJTHOMUCKOBOrO mudposanus. Ha mpak-
TUKE Ha 3AIUIIAEeMOM JIMCKe MOTYT XPAHUTHCS KAK BaYKHBIE JIOKYMEHTHI, COJIEPKUMOE KO-
TOPBIX JIOJIKHO OCTABATHCSI B CEKPETe MHOTHE TOJBI, TAK U OTKPBITHIE JAHHBIE WK JTAHHBIE,
KOTOPBIE CTAHOBATCST MYOJTUYIHBIMHU TI0 TIPOIIECTBUN HEOOBITION0 MPOMEKYTKA BPEMEHH.
Taxum o6pazoM, B OJTHOM U TOM K€ CEKTOPEe JINCKA B PA3HBIE MOMEHTHI BPEMEHH, & TaK¥Ke
OJTHOBPEMEHHO B PA3HBIX CEKTOPAX JUCKA MOXKET OBITh 3ammncana wH(OpPMAaIns, K KOTOPOi
MIPEIbSABISIIOTCST PA3IMIHBIe TpeDOBAHUST 110 0OECIIEYeHII0 KOH(MUIECHIINATHHOCTH.

[Tox, xoH(pUIEHTMATBHOCTHIO XPAHUMBIX HA JTUCKE TPUKIATIHBIX JTAHHBIX, TTPEJICTABICH-
HBIX B BH/JIE OJHOTO MJIM HECKOJIBKUX TIOTOKOB coobIenut, Oymem He(OpPMAIbHO TTIOHUMATH
HEBO3MOYKHOCTB PACKPBITHSI TPOTUBHUKOM KaKOW-TH00 MH(pOPMAITIH 00 9THX COODIITEHUSIX.
OpuentupoM nipu (POPMATU3AIINN ITOTO CBOWCTBA MOTYT CJIYKUTH MOJIE/N HA OCHOBE HEOT-
mranmMoctr (Hampumep, IND-CPA [16]). B zaBucumocT 0T BBIGPAHHOTO TPEICTABIICHHUST
Jcka (T.e. OT TOro, 9T0 UMEHHO MOHUMAETCsI [0 COODIIEHNEM ) HEKOTOpasi HH(MOPMAIIHST O
NPUKJIATHBIX JAHHBIX MOXKET 3aBeIOMO PaCKPBIBATHCS MTPOTUBHUKY. BBLIEINM ClIeay e
CTENeHN KOH(DUIEHITNATFHOCTH XPAHUMBIX JTAHHBIX 110 XapaKTepy JOCTYITHOH TPOTHUBHUKY
nH(pOPMAITHH:

— KondunennmmaapHocrs Ha ypoBHE Jaucka. B 9TOM ciiydae MTPOTUBHUK HE MOy IaeT HUKA-
KOl wHMOpMaIM 0 XpaHUMbBIX Ha JINCKE TPUKJIAIHBIX JTAHHBIX. Y TOYHUM, 9TO, TIOMUMO
Hero Ty YeHusT TH(MOPMAIIMH O CAMUX XPAHUMBIX B CEKTOPaX JAHHBIX, MPOTUBHUK TaK-
JKe He JOJKeH Y3HaBATh HOMED u3MeHsieMoro cextopa. Obecriedernune Takoro cBoicTBa
[IPEJICTABISIETCST KPaliHe TPYI03aTPATHBIM — OJHUM U3 IIOJIXOJOB SIBJISIETCs Teperud-
POBaHME BCErO JUCKA TIOCE OIEPAITNH 3aIlUCH JIFOOT0 ceKTopa. D10 Hea(pOeKTUBHO
B CJIydae TUCKOB DOJIBIIIONO PasMepa W He MO3BOJISIET MMapajliebHO 00pabaThiBaTh OIle-
PAIHH C PA3HBIMU CEKTOPAMH.

— KondunennmmaapHocTs Ha ypoBHE ceKTOpa. B 9TOM ¢/1ydae MPOTUBHUK HE MOTydIaeT HU-
Kakoi mHMOPMAITNK O IPUKJIATHBIX JAHHBIX, XPAHUMBIX B KOHKpETHOM cexTope. OTme-
TUM, 91O obecriedenre KOH(MUICHITMAIBHOCTHA Ha YPOBHE CEKTOPA JJIsT BCEX TTPUKJIATHBIX
CeKTOPOB JINCKA HEIKBUBAJIEHTHO 00eCTIeIeHNI0 KOH(DUICHITHATLHOCTH HA YPOBHE JIHCKA.
B cpasrenuu ¢ npeaby M cBOMCTBOM Y TPOTUBHUKA MTOSIBJISIETCST MHMOPMAITHST O TOM,
B KakMe MMEHHO CeKTOPBI OCYyIIecTBisieTcs obparmenue. Hecmorpst Ha TO, UTO CXEMBI,
obecriedanBaroue KOH(MDUIEHITMAJIBHOCTE HA YPOBHE CEKTOPA, sIBJISIOTC Oostee 3pdex-
TUBHBIMH, TAKOW KOHMDUIEHITHAIBHOCTH HE BCETT[A TOCTATOTHO. Tax, HAIIPUMED, ec/in Ha
3alIUINACMOM JIUCKE XPAHUTCHA KapPTa BOCHHDLIX JeHCTBUM, a KaXKAbIH CEKTOD COOTBET-
CTBYET OIPEeEEHHOMY ITyHKTY MECTHOCTH, PACKPBITHE MH(MOPMAITUH O TOM, ¢ KAKUMHN
CeKTOpaMU UIET paboTa, MOXKET OBITh KPUTHIHBIM.

HeobxommumpiM yeaoBreM obecriedeHust MOJTHOIEHHON KOH(DUIEHITMAIBHOCTH SIBJISIETCST
yBeJIMUeHre pasMepa MudPTeKcTa 10 CPABHEHUIO ¢ Pa3SMEPOM OTKPBITOIO TeKeTa (Hampu-
Mep, 3a CYET BEKTOPa MHUIIMAJIM3AIMY, CM. oipobHee [16]), 4To BO3ZMOXKHO TOJBKO HpH
HaJIMYUH JTOIOJIHATEILHON IAMSITH st XPAHEHUs! CJIYKEOHBIX JIaHHBIX.
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Ecmm ucronp3oBanme TOMOTHUTENBHON MAMSITH HEBO3MOXKHO, HAMIYUIIEH CTEeHBIO
KOH(DUJIEHTTATBHOCTH, KOTOPYIO YIAACTCsT 00eCTIeInTh, SIBJISIOTCS TaK HA3bIBaeMasi «KOHMU-
JIEHIIMAIBHOCTD 110 MOJIYJIK0 oBTOpeHuit» [17]. B 9moM ciiyuae NpOTUBHUK JIOMOTHUTEIHHO
JneTeKTUPyeT (PaKT COBHaJeHusT coodmennit B moroke. uorma packpeiTie Takoit madOp-
MaIil MOYKeT OBITh KPUTUIHBIM. [IpenmooxuM, HApUMep, 9TO KayKJbIH JeHb B OIpe-
JEeJIEHHBIA CeKTOD Ha JUCKE 3aIlMCBIBAETCs] aKTYaJBHBIN Ha CJIEAYIONAN JIeHb Kype akImi
KOMIIAHUH. JTa mHOpMAaIns IyOJINKYyeTcst Ha CIeIY IO JIeHb, & 10 3TOr0 MOMEHTa, JTOJIK-
HAa 0CTaBaThCsI B cekpere. K MpoTHBHUK ycTaHABAMBAET (PAKT COBIAJIEHUST AKTYaTbHBIX
JIAHHBIX CEKTOPa C JAHHBIMH, 3AIMMCAHHBIMU HEKOTOPOE BPEMsl Ha3aJ, TO OH HEMeJJIEHHO
noJryIaeT mHMOPMAIIUI0 0 Kypce akInii Ha 3aBTPAITHUAN JIeHb.

B npenpinymmem pasiesne oTMedeHO, UTO MPOTUBHUK MMEET BO3MOXKHOCTH MOJIH(DUITHA-
pPOBATH JIAHHBIE HA JIACKE. DTO O3HAYAET, YTO TIOMUMO TPAJMUIIMOHHBIX aTak (HaBs3bIBAHUE
IPOTUBHUKOM OTKPBITOIO TEKCTA ), IPU aHajm3e cBoiicrs H6esonactoctu FDE-momyns nomx-
HBI YIUTBIBATHCST ATAKK, OMUPAIOIIMECs HA BO3SMOXKHOCTD TTPOTUBHUKA 3aITUCHIBATE HA JIHCK
cHenuaIbHBIM 00pa30M 0100paHHbe TMMPTEKCTh. PaccMOTpUM HECTIOXKHBIN TTpuMep Ta-
KOH arTaku.

[IpeamomoxuM, 9TO B HEKOTOPBIM MOMEHT BPEMEHU B OIIPEJIEIEHHBIN CeKTOD ObLIa 3aIi-
caHa KPUTUYIECKH BarkHasl MH(MOPMAITHsT, KOH(PUIEHIINATFHOCTD KOTOPOH HeobOXommMo obec-
eYNBaThH B TedeHre OOJIBITOrN0 MPOMEXYTKa BpeMeHHu. llpeamosmoxum Takke, U9TO JaJee
B 9TOT XK€ CeKTop ObLIa 3alMcaHa MeHee BaykHasl MH(QOPMAINs, Pe3yabTaT pacirudposBa-
HUsT KOTOPOH MPOTUBHUKY MOYXKET OBITH JOCTYIIEH; HATIPUME]D, 9TO MOXKET OBITh TEKCT OTIE-
Ta, KOTOPBIM CTAHOBUTCS M3BECTHBIM B KOPOTKMEe cpoku. lomycTrnm, 910 depe3 HEKOTOPOe
BpeMsI TIOC/Ie 3AllMCH MeHee CeKPEeTHBIX JAHHBIX Yy MPOTUBHUKA TOSIBJISIETCS BO3MOXKHOCTH
HEJIETEKTUPYEMO 3aMEeHUTh COOTBETCTBYIOMNI UM mMuhPTEKCT HA KOPPEKTHBIHN M PTEKCT,
COOTBETCTBYIOITUH KPUTUIECKU BaxKHON mH(popMarmu. Tormga mpu omydbJMKOBaHUNT OTIETA
KPUTUIECKN BaxKHasi nHMOPMAIst Oy1eT PacKpPhITa.

OnureM OWH U3 TOIXOIOB K OCMBICIEHUIO TTOTEHITHABHBIX BO3MOXKHOCTEH TTPOTHBHIU-
Ka B paccMOTpeHHOM atake. Beeném rpamaruu cBolicTBa KOH(MDUIEHITHAJIBLHOCTH 110 BpEMe-
HU, B TEIEHNEe KOTOPOTO HEAKTYaIbHBIE JAHHBIE sIBISTIOTCS ysi3BuMbiMu. [lom akTya bHBIMEI
JIAHHBIMEU Oy/IeM TTOHUMATH TOC/IeIHee COODIEHNE B TTOTOKE, 8 MOMEHTOM HEaKTyaIbHOCTH
JIAHHBIX OyIeM Ha3BIBATH BPEMsI IOSIBJIEHUST CJIEIYIONIErO 3a HUMU COOOITEHUS B ITOTOKE.
JJ1st KOHKPETHBIX JIAHHBIX (COODIEHUsI B IOTOKE) ONPEIEIUM CBOHCTBO KOHPUICHUUAAbHO-
cmu no modyao 0 cremyromuM obpazoMm. B Teduenme mpomexyTka BpeMeHH 0 ¢ MOMEHTA
HEAKTYAJTbHOCTH JAHHBIE SIBJISIIOTCST YSI3BUMBIMHU M HAPYIIEHNE WX KOH(PUIEHIIMATEHOCTH
HE CINUTAETCsT YIPO30H, B OCTAIBHOE BPeMs UX KOH(DUIEHITHAIBHOCTE obecrieanBaeTrcsi. Pac-
CMOTPHUM HEKOTOPBIE YACTHBIE CJIyIau:

— 0 = 0. KoudunennmmasHOCTD JTAHHBIX, 3aIIMCAHHBIX HA JIMCK B PA3HBIE MOMEHTHI BPE-
MeHH, 00ecrieanBaeTcsi B TedeHne Bcero ppemenu paborsr FDE-momyms, T.e. yrposoit
CUUTAETCST TTOIYI€HNE POTUBHUKOM MH(MDOPMAITHH O TIPOU3BOJIBHOM COODIIEHUN B ITOTO-
Ke HE3aBUCUMO OT TOTO, KaK JIABHO OHO OBLIO 3aIINCAHO;

— 0 > 0. /lanHble SIBISIFOTCS YSI3BUMBIMU B TeUeHHME MPOMEXYTKA BPEMEHU 0 ¢ MOMEH-
Ta HeaKTyaabHOCTH. [[pu 9TOM oty UeHmre mpoTuBHUKOM HHMOPMAIT 00 aKTyaJ bHBIX
JIAHHBIX, & TAK¥XKe O «CTAPBIX» HEAKTYaJbHBIX JIAHHBIX CIUTAETCsT yrposoit. Ormernm,
UTO TIPU 0 = OO YTPO30H SIBJISIETCS JIUINB TOJyYeHre MTPOTUBHUKOM HH(OpMarmu 00
AKTYAJIbHBIX JTAHHBIX.
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Taxum 06pazom, 9eM MEHBIIe 3HATEHNE 0, TeM MEHbITe TPOMEXKYTOK BPEMEeHH, B TeUIeHUe
KOTOPOTO JIAHHBIE SIBJISTFOTCSI YSI3BUMBIME, & TIOTOMY TeM CHJIbHee CBOMCTBO KOHMUIEHITH-
AJBHOCTH 10 MOJIYJTIO 0.

Bepuéwmcst k atake. Ecmu TpOTHBHUK CMOT HEJETEKTUPYEMO 3aMEHUTH COIEPIKUMOe CeK-
TOPa CITyCTsI TIPOMEXKYTOK BPEMEHU { ¢ MOMEHTa HeAKTYaJTbHOCTH CeKPETHBIX JTAHHBIX, TO
OH HAPYIIUJI CBOHCTBO KOH(DUJIEHIIMAIBLHOCTH TI0 MOJYI0 § syist Beex § < ¢ (B 4acTHOCTH,
KOHDUAEHTUAIBHOCTH 110 MO0 (). OHAKO KOH(DUIEHITMAIBEHOCTD 110 MOJLYJII0 OO0 B 9TOM
caydae He HAPYIIeHa, TaK KaK 10 TTOCTPOEHUI0 aTaK! IPOTUBHUK He 0Ty daeT WH(OPMAITIT
00 aKTyaJIbHBIX JAHHBIX COOTBETCTBYIOIIErO CEKTOPA.

Mgl BBOIMM CBOMCTBO KOHMUIAECHIIMATLHOCTH IO MOIY/II0 0 TaKUM 00pPa30M, UTO €ro Ha-
PYIIeHMEe CTAHOBUTCST BOSMOYKHBIM, TOJIBKO €C/IM MPOTUBHUK OCYIIECTBIISIET ATAKH, TOAPA3Y-
MeBAaIOIHe MOIM(PUKAIIIO JAHHBIX Ha qucKe. [losTomy obecrievuenne KOH(DPUIEHTINATEHOCTH
10 MOJIYJTIO 0 CBUETEIBCTBYET O TOM, UTO TPOTHUBHUK UMEET BO3MOXKHOCTH HEIETEK THPYEMO
MOIMDUITNPOBATE JTAHHBIE HA TUCKE TOJBKO B TEUEHHME TPOMEKYTKA BPEMEHH 0 ¢ MOMEHTA
X HEAKTyaJTbHOCTH.

Ecmu cxema mosHommrekoBoro mmdpoBanmst obecreanBaeT KOHQUIEHITNAIFHOCTE 110 MO-
nymo & > 0, MoCTHYb KOH(DUIEHITMAIBHOCTH IO MOIY/II0 () MOXKHO ¢ TIOMOITBIO OPTaHU-
3armOHHBIX Mep. Hampumep, MoxkHO TOTpebOBATH, ITOOBI MOCJE KAXKIOTO BBIKIOYUEHHUST
FDE-momynst monp3oBaTe/ib KOHTPOJUPOBAJ JUCK B TEUEHNE MPOMEXKYTKA BPEMEHU 0, He
JIOTTyCKasl TeM CAaMBIM BO3MOYKHOCTH ITPOTHBHUKA MOIM(DUIIMPOBATE JTAHHBIE HA HEM.

Ienoctaocts. Iloa 11e10CTHOCTBIO JAHHBIX TOHMMAETCs] HEBO3ZMOMKHOCTH BHECEHMUsI
IPOTUBHUKOM HEJIETEKTUPYEMbBIX M3MEHEHUH B JaHHbLIC, 3allMCaHHbLIC Ha JMCK. Ba*kKHOCTH
obecrieyeHnst JIAHHOTO CBOMCTBA 9aCcTO HEJOOIEHIUBAIOT, YTO MOYKET OBITH CBSIZAHO CO CJIEJTY-
OITIEel OCOBEHHOCTBIO 3aJIa9M 3AIIUTHI JUCKOB. B oT/iMdme 0T 38491 3aIlUThl KAHAJIA CBSI3U
MEXKJIy JIBYMsl TIOJIb30BATE/ISIMU, B JAHHOM CIy4ae «OTIPAB/ISIONasi> (3aluchbiBaONasi) u
CIPUHUMAIOIIAs» (CIUTBIBAIONIASL) CTOPOHBI SIBJISIOTCST OJHUM U TeM ke 0ObekToM — (pati-
JIOBOM CcHCTEMOM, 38 KOTOPOI Jalre Bcero CTouT desioBek. llosroMy moTeHma bHO 9e10Bex
criocobeH 0OHaPYKUThH U3MEHEHUs B CIUTLIBAEMbBIX JAHHBIX, TAK KAK CaM KOTJIA-TO 3aIIMChI-
BaJI ux Ha 1ucK depe3 FDE-monyis. OnHako B peaabHOCTH Ha JUCKE MOI'YT XPAHUTHCS KaK
o4eHb bosbIMe 00 bBEMBI JAHHBIX, CACIUTH 38 HEM3MEHHOCTBIO KOTOPBIX 4eJI0BEK IIPOCTO He
crrocobeH, Tak U CaIy:KeOHast HH(POPMAIUsS IPUIOKEHUH, KOTopasi Je0BEeKY Kak ITOJIb30-
BaTeJI0 HEM3BECTHA. YIPKUM IPUMEPOM CEPLE3HON YSIZBUMOCTH, KOTOPast MOYKET IOSIBUTH-
Cs1 IIPU OTCYTCTBUM IIEJOCTHOCTH, SIBJISIETCS] BO3MOXKHOCTH HE3aMETHO BHECTU M3MEHEHUSI
B XPaHsAIUICS Ha JUCKE UCXOIHBIA KO HEKOTOPOH POrpaMMbl, KOTOPLIE HE HOBJIUSAIOT Ha
€8 KOMIIMIMPYEMOCTDb, HO IIPUBEILYT K KPUTUYHOMY M3MEHEHUIO (DYHKIIUMOHUPOBAHMSI.

[punnunuaabHBIM MOMEHTOM B 0OECIIEYEeHUHN eJIOCTHOCTH XPAHUMBIX JAHHDLIX SIBJISICT-
cs1 obecredenne ux «aKTyaJ bHOCTH», T. €. JISPUTUMHBIHA II0Ib30BATE b J0JKEH ObITh YBePeH,
YTO IPU YTEHUHM OH MOJIYIUT TE YK€ JAHHBLIC, KOTOPbIE OLLIM COXPAHEHDLI Ha TUCK B PE3Y/Ib-
TaTe Npeablayinei onepamuu 3amrcu. C TOYKHM 3pEHUs IPEACTaBJICHNs JAHHBIX B BUIE II0-
TOKa COOBIIEHUH eJIOCTHOCTH O3HAYAET IeJIOCTHOCTh UMEHHO TIOCIeIHEero (aKTyaj bHOrO)
cOODIEHMSI B IIOTOKE B KaxKIALI MOMeHT Bpemenu. IIpoBojst aHamornio ¢ KaHaJlaMu CBSI3H,
CUTYyallusl, KOTJa JAHHBIE CEKTOPa IEePecTaloT OBITh aKTYAJILHLIMU, COOTBETCTBYET CUTYya-
UK, Korja coobIenne Jinbo Tak W He JIONLIO JI0 TOaydaTess, JUO0 yKe UM IPOYUTAHO.
CooTBETCTBEHHO U3MEHEHHE 9TOr0 COODIIEHUs! TPOTUBHUKOM HE UMEET CMBIC/IA.

Kak v 115t KoHpUIeHINaILHOCTH, B 3aBUCHMOCTH OT TOYKH 3DEHUsI Ha 3allUIIAEMbIe
JIAHHBIE CMBIC [IEJIOCTHOCTH MOYKET OTIMYaThC:
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1) LenocrHocTts Ha yposHe jucka. llojg JaHHBIM CBOHCTBOM MOHUMAETCs] HEBO3MOXK-
HOCTH BHECEHUs] KAKUX-TMO0 M3MEHEHUN B JAHHBIE JTUCKA KAK YIOPSIOUeHHOTO Ha-
Hopa, B TOM 9HCJIE TIEPEMEITEHNe TAHHBIX U3 OJHOTO CeKTOPa B APYTOi.

2) lenoctaocTh Ha yposHe cekTopa. 1oy TaHHBIM CBOMCTBOM MOAPA3yMEBAETCST HEBO3-
MOYKHOCTBH BHECEHUs] KAKUX-TM00 U3MEHEHU T B JIAHHBIE KOHKPETHOTO CEKTOPa (B TOM
YUCJIE HEBO3MOXKHOCTB 3aMEHBI JIAHHBIX 3TOTO CEKTOPA HA JIAHHBIE JIPYTUX CEKTO-
poB). OTMeTHM, 9TO B OTJIHYME OT KOH(DUIEHIIMATBHOCTH 0HeCIIedeHre T1eJI0CTHOCTH
HA YPOBHE CEKTOPA JIJIsI KAYKJOTO CEKTOPA IKBUBAICHTHO OOECIIEYCHHIO TTEJIOCTHOCTH
Ha YPOBHE JIMCKA.

Obecrievuenne 11eI0CTHOCTH HEBO3MOXKHO 0€3 yBeJIMUeHUs JJIMHBL MH(PTEKCTa OTHOCH-
TeJILHO JITMHBI OTKPBITOrO TeKkcTa (mopobHee cM. [7]), 9TO BI€UIET HEOOXOIMMOCTh HATMINST
MeCTa JIJIsi XPAHEHUsT CJIy2KEeOHBIX JIONMOJIHUTEIbHBIX JAHHBIX, HAIIPUMED UMHUTOBCTABOK, U
KaK caencrtsue —k yeaoxnennio FDE-momyneit u 3amesmenuio ckopoctn 06paboTku iaH-
wbix. [lostomy mexoTopwie FDE-Momynmn obecrievnBaroT Tak HA3BIBAEMYIO <IICEBIOIEIOCT-
HOCTB», He TPEOYIONIYI0 BBIJEJIEHNS JOMOJHATEILHOTO MecTa Ha jmcke. [lof meesnorenoct-
HOCTBIO TIOHUMAETCS HEBOZMOXKHOCTE BHECEHUS KOHTPOJUPYEMBIX U3MEHEHUN B COODITIECHHE,
T. €. JIF0OBbIe M3MEeHEeHUsT MMI(PPTEKCTA IPUBEIYT K TOMY, UTO PACITH(MPPOBAHHBIN TEKCT OyIeT
BBIIVISAJIETh KaK ciydaiinoe coobrienue. llceBromnesocTHOCT HA yPOBHE JUCKA OTINYAET-
Cs1 OT IICEBJIONEIOCTHOCTH HA YPOBHE CEKTOPA: B IIEPBOM CJIydae M3MEHEHHE MUu(pPTeKcTa
J060r0 CeKTOpa JOMKHO IPUBOUTL K HEIPE/ICKA3YEMBIM M3MEHEHUsIM BCEX MPUKIAIHBIX
JIAHHBIX, & BO BTOPOM — K HEIPEJCKA3YEMbIM M3MEHEHUSM TOJBKO MPUKJIAJIHBIX JAHHBIX,
XPAHSAIINXCST B COOTBETCTBYIONEM M3MEHEHHOM CeKTOpe. XOTs JAHHOE CBOMCTBO HE sIBJIsi-
eTCs TIEJOCTHOCTBIO B CTAHJIAPTHOM CMBIC/IE, €ro oDecredenne TakzKe MOXKHO OTHECTH K
BAIUTE OT HEJICTEKTUPYEMOr0 M3MEHeHUs JaHubiX. leficTBuresnsbno, yeM K GOMBITUM U3-
MEHEHUsIM TPUKJIATHBIX JTAHHBIX IPUBOIUT U3MEHEHUE MUu(MPTEKCTa, TeM OOJBIIE TAHCOB,
YTO TAKOE M3MEHEHHUE IPUBEMET K OMMOKe Ha MPUKJIAIHOM yPOBHE M, TAKUM 0OpPA30M, He
OCTAHETCs HE3aMEYECHHBIM.

ILHH OEeJIOCTHOCTH, KaK W JJIfA KOH(bI/I,ZLGHHI/IaHbHOCTI/I, MOZKHO BBECTHU TI'DaJallNIO IIO CTe-
neHn obecrevYeHnst aKTyaaIbHOCTH JAHHBIX ¢ IIOMOIIBIO TTOHSITHS UEAOCTMHOCTIU N0 MOOYAI0 ).
HedopMmaabno manHoe CBOHCTBO O3HAYAET, YTO IIPOTUBHUK MOXKET HEJIETEKTUPYEMO 3aMe-
HUTH aKTyaJIbHbIC JaHHbIC TOJBKO Ha Te JaHHbIC, KOTOPbIEe XPaHUJIWChL Ha JHCKE He 6OH€€
geM ¢ eauHAI, BpeMeHn Haza . C TOUKM 3peHUst OTOKa COODIeHU OHO 03HAYAET BO3ZMOXK-
HOCTH IIPOTUBHUKA 3aMEHHUTH IIOCTEIHee B IIOTOKE cOooOINeHne Ha J000e U3 HEeCKOJIBKUX
NPEIBIIYIINX, U TOJIBKO HA HEro. JacTHble ciaydan:

— 0 = 0. l'apanrupyercs, 4To IPU ITEHUH [IOJIL30BATEb OIYIACT JIOCTYI K TEM Ke JIaH-
HBIM, KOTOPBIE ObLIN 3aIIMCAHbI UM IIPU HOCACIHUX OOPAIICHUSIX K CEKTOPaM, U yIPO30i
CYNTAETCsT BHECEHME JTIOOBIX M3MEHEeHU B akTyaabHoe coobienue. ObecreueHne 1eaocT-
HOCTH 110 MOLyJt0 () Ha yPOBHE CEKTOPa, [JIsl BCEX MPUKJIAIHLIX CEKTOPOB SKBUBAJIEHTHO
obecreYeHnIo IeJIOCTHOCTH 110 MO0 () Ha yposHe aucka. HeobxoauMbIM SKCILIyaTaiu-
OHHBIM yCJIOBHEM I1JIsi OOECIIEUEHUs! JIAHHOIO CBOMCTBA, sIBJISIETCS] HAJIMYINE 3aIIUAIIEHHON
HaMSITH, MOIM(DUIMPOBATHL KOTOPYIO IPOTUBHUK HE MOXKET, TaK KakK JaHHOe CBOHCTBO
CBSI3AHO C HEOOXOIMMOCTBIO Iepeadd HEKOTOPOrO BHYTPEHHEIO COCTOSIHUSI OT CECCUU
K ceccuu [7);

— 0 > 0. Yrposoil cauTaercst 3aMeHa, «aKTyaJIbHLIX» COODIIEHUN Ha JOCTATOYHO «CTAPhIe»
COODINEHNST TTIOTOKA WM Ha HOBBIE COODIIEHMsI, KOTOPBIX B mToTOKe Het. [Ipm & > 0 obec-
[eYEHUe IIEJOCTHOCTH 110 MOIY/II0 ¢ Ha YPOBHE JMCKA HESKBHUBAJEHTHO ODECIIEUEHUIO
LIEJIOCTHOCTH 110 MOJLYJ/IIO 0 Ha YPOBHE CEKTOpa ISl BCEX IPHUKJIAIHBIX ceKTopos. leii-
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CTBUTEJILHO, IPU 06ECIEYeHIHN TIeJIOCTHOCTH 110 MOJTYJII0 § Ha YPOBHE JIMCKa Y IPOTUBHI-
K& TIOSIBJISIETCS JIUIITB BOBMOXKHOCTD HEJIETeKTHPYEMO 3aMEHSTh JAHHBIE BCEX CEKTOPOB
Ha JIMCKe Ha JAHHBIE, KOTOPBIE OJJHOBPDEMEHHO XPAHIINCH B 9THX CEKTOPAX JIUCKA B HEKO-
TOPBIH IpeBLIy I MoMeHT Bpemenu. [Ipn obecriedennn 11eJI0CTHOCTH 110 MOJTYJTO 0 Ha
YyPOBHE CEKTOpa y MPOTHBHUKA OCTAETCST BO3MOYKHOCTh «OTKATHIBATE» JTAHHBIE DA3JINY-
HBIX CeKTOPOB K HEAKTYAJIBHOMY COCTOSIHUIO HE3aBUCHMO JIPYT OT JIPYTA, T. €. IPOTUBHUK
MOXKeT IPUBECTH JMCK B HOBOE COCTOsIHHME, KOMOMHHUDYs! JaHHBIE, KOTOPbIE XPAHU/IICH
B PA3JIMYHBIX CEKTOPAX B Pa3Hble MOMEHTHI BpeMeHH. 1[pr § = 00 akTya IbHOCTD TAHHBIX
He 00eCIEINBACTCS U YIPO30M CIUTACTCS TOILKO HEAETEKTUPYEMAst 3aMEHA AKTYAILHOTO
coO0DIIeHMsT Ha COODINEHHsI, KOTOPble HUKOT/Ia He BCTPEUYAINCH B ITOTOKE (HEe XPaHUINCH
B CEKTODe WM Ha JHCKe).

Heobxoammo oTMeTHTE, 9TO XOTsI IIEJTOCTHOCTD 10 MOJIYJIIO ¢ caMa 1o cedbe MoxkKeT OBITH
BayKHBIM CBOMCTBOM 0E30IIACHOCTH, €€ HAaJIMIHe [TO3BOJISIET TaKKe 00ecIednTh KOH(DUIEHIIN-
AJILHOCTD B YCJIOBUSIX, KOIZA IPOTUBHUK MOYKET U3MEHSIThL JaHHbIe Ha aucke. leficTBuresns-
HO, JJIsT obecriedennst KOH(DUIEHIMAIBHOCTH IO MOIY/II0 ¢ TOCTATOYHO ODECIIEINTh KOH(MPU-
JIEHIIMATBHOCTE TI0 MOJTIYJIEF0 OO H TEJIOCTHOCTH TI0 MOJIYJIIO Y, T1e 7 < 0.

24. HexoTophble TUIUYHDBIE CIIeEHAPDHUU UCHOJAb30BAHUIA

Henbzst uckimoaats, 910 00UTHCS TPUEMIEMBIX 3HATEHUH BCEX MMEPEUNCICHHBIX Xapak-
TEPUCTHUK JIJTsT BCEX BO3MOXKHBIX CIIEHAPHEB UCIIOIB30BAHMS 3AITTUIIEHHOTO TNCKA HEBO3MOK-
Ho. Perternem mipobiiemsl siByisiercst co3manue HecKOMbkux FDE-cxem, kax mast n3 KOTOPBIX
ONITUMUBHUPOBAHA JIJIsT KOHKPETHBIX 0Oojee y3KWUX ycJIoBHU 3KciuTyatanmu. /lajgee mbl, He
IpeTeHIysd Ha MOJHOTY, OIUCBIBAEM HEKOTOPBIE THNWYHBIE HA CETOJHSANTHUAN JEHL CIIEHA-
PUM UCTIOIb30BAHUS 3AIUINEHHBIX JUCKOB U UX OCOOEHHOCTH, KOTOPBIE MOTYT ODJIEIIHTH
IpoTece NPUHATAA CUHTE3HBIX DENTEHUI.

IlepconanbabIil cbéMHubIA AucK. lIpumepom takoro mucka ssiasiercst USB-drarm-
JIACK, UCIIOJIB3YEMBIH J1JIsT XPaHeHUs! KOH(PUIEHITMAILHON HH(MDOPMAIIUK JIMYHOTO U /U Pa-
bouero xapakrepa. OcobeHHOCTH PabOTHI ¢ JUCKOM TAKOTO THIIA!

— OTHOCHUTEILHO HEOOJIBIION 00bEM 3aIUINAeMbIX JAHHBIX (10 256 ['Gaiir);

— HeDOJIBINON 00bEM OIEPATUBHOM MAMSITH MAIHH, Ha KOTOPBIX OCYIIECTBIsIeTCsT paboTa
C JIMCKOM (HAIPUMED, eJIMHUIILI TUrabaiir);

— OTHOCHTEJILHO HEIPOJIO/KUTEIBHBIE CeAHCHI PADOTHI U HOJIBITIOE KOJUYECTBO OTEpariuii
Hadaj1a 1 3aBEPIIEHNUS] CECCUM;, HAIIPUMED, [TOI30BATEIb MOYKET HOIKI0YATEH JUCK K Ma-
IMHE B HadvaJ e pabodero JHsi U OTKJII0YATh B KOHIIE;

— HeOOJIBIION COBOKYIIHBIN pasMep JAHHBIX, ¢ KOTOPLIMU IIPOU3BOSITCS OlIEPAIUA B Tede-
HUe CeaHca WM, 10 KpaiHei Mepe, IPOIOKUTEJILHONO IPOMEXKYTKS BPEMEHU B PaM-
Kax ceanca. Tak, 0OBIYHO IOJIB30BATE/b OIIEPUPYET TOJBLKO € JaHHBIMH, OTHOCSIIUMEACS
K aKTyaJbHOMY IIPOEKTY, & JAHHbIE 3aBEPIIEHHBIX IIPOEKTOB He 3a1eHCTBYIOTCS,

— HeHyJIeBasi BEPOSITHOCTL cO0eB BCeX THUIOB. Tak, B CJIy4yae 9acToro MCIOJIb30BAHUST BO3-
MOYKHO OTKJIOUEHME [TOJIB30BATEIEM JINCKA 0T pabodelt MarmmHbl 663 poIe Iy phl 3aBep-
IIICHHUST CEAHCA.

XpaHuauina 1eHTpoB 00paboTKNM JAAHHBIX. ITOT CIEHAPUH TPEIIIOIaraeT 3alli-
MEHHOE XPAaHEHWE OTPOMHOTO OOBbEMA JIAHHBIX, JMOCTYI K KOTOPBIM CEPBEpPHAsI OIEPaIli-
OHHasl CHCTEMa OJIHOBPEMEHHO IIPEIOCTABISET OOBIIOMY 9nuCIy Kiaunentos. Ocobennoctn
paboThI € JUCKOM B PAMKAX TAKOTO CIIEHAPUSI:

— GosbIoi 00bEM 3armuInaeMbix JaHHbX (0T 2 THaiT);
— 60JIBIIOHN 00BEM OIEPATHBHON MAMSITH CepPBEpPa, OCYIIECTBIISIIOMEr0 PaboTy ¢ AUCKOM;
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— MaJIoe YHCJIO OIIePAIiil HavYaJIa U 3aBePITIeHNs ceanca paboThl U KpalHe IPOIOIKUTE b
Hble CeCCHH;

— 6osBITIoN 00BEM JTAHHBIX, ¢ KOTOPBIMU TTPOU3BOISITCS OIEPAITNH B TEUEHHE JTaXKe He Ca-
MO0 HPOJOJIZKUTEABHOTO IIEPUOAA BPEMEHU; IIPU 9TOM PACIIOJIOXKEHUE 3alIPallNBACMbBIX
CEKTOPOB MMeeT IIPEUMYIIECTBEHHO CAy4aliHbIil XapakTep;

— MUHHUMAJbHAST BEPOSITHOCTL cOoes. lybmupoBanme xpaHeHusT 00eCcrievInBaeT 3aiuTy OT
omubOK Ha (DU3UIECKOM YPOBHE M OT BHE3AITHBIX MMOTEPH JIOCTYIA K JIUCKY; UCTIOIB30-
BaHNe CUCTeM OecriepeDONHOTO MTUTAHWsT MUHUMU3UPYET PUCK BHE3AIMTHOTO OTKJIFOTEHUST
HUTAHUSA MAITUHBL.

3akJiroueHue

B pabore onmcansl u mpoaHAIU3UPOBAHBI OCHOBHBIE SKCILUIYATAIIMOHHBIE W KPUIITOIDA-
uueckne cpoicra FDE-cxem 3amumménnoro xpanenus: JaHHBIX B COBPEMEHHBIX OIeDaIlH-
OHHBIX CHCTEMAX, & TAKYKE OCOOCHHOCTH HEKOTODPBIX THIHYHBIX CIIEHAPUEB UCIIOIL30BAHUS
BAIUINEHHBIX ¢ oMo FDE-cxem muckoB. DTi cBesennsi MOryT OBITH HCIIOJIB30BAHBI
npu npoexktupoBannu FDE-cxem.

[Ipu »TOM CTOUT OTMETHUTH, UTO NPUBEJIEHHBIE PACCYXKJIEHHST O KPUNTOrPAUIECKUX
CBOMCTBAX TAKUX CHCTEM HAIeJIEHBI HA X HEMOPMAaJIbHOE MOHUMAHUE U MOTLYT CIYKUTH
JIMITH OPUEHTUPOM TIPpU (POPMAJIBLHOM 3a[aHUU MOJIE/IM IPOTUBHUKA (HAIIPUMED, HA OCHOBE
MOJIXO0JI, OMUCAHHOIO B [9]) U mOC/Ie YOIl OeHKe CTOMKOCTH TAKUX CXEM.

[IpoBenénubil ana 3 BLITEKAIONNX U3 TPAKTUKN TPEOOBAHUH K PEXKUMAM ITOTHOIUCKO-
BOTO UMD POBAHUS SIBJISIETCST HEOOXOTUMBIM J17TsT (DOPMHUPOBAHMNST HAY THO-TEXHIUIECKON Ha3b
cuHTe3a TaKuX pekumoB. Havarsie B HacTOsAIIEH pabOTe NCCIIEIOBAHUS IIPOJIOIZKATCS B Ha-
[IPABJICHUN AHAIN3a KAK CYITECTBYIONNX PEKUMOB, TaK U IPEJJIAraeMbIX K CTAHIAD TU3AINN
B Texuuueckom komurere «Kpunrorpadpuyueckas zamura nndopmarmuy» (TK 26).

ABTOpHBI BBIpaxkaT IyboKyr Osaromapaocts csouM Kojuteram JI. O. Hukudoposoit,
A.A. Pyceny, E. C. I'puboenosoit, JI. A. Conunoit u /1. A. [llepbaxoBy 3a 1I070TBOPHBIE 00-
CY3KJIEHWSI, TIEHHbIE 3aMEYaHUsT U KOHCTPYKTUBHYIO KPUTHKY.
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