
M if

M I P T

11 ■" IEEE

r -fri I
■ : 0> ;  ■ . ,  j

w.\ Л  W

0
A l c - : o o i

inT€RncmOOQL COnF€R€nC€

m \ o \ ^  A P P L I C A T I O N  

■ ' Ж ж  o f  I N F O R M A T I O N
and COMMUNICATION 
T€CHNOLOGI€S - AICT20I7

Moscow, Russia 
SO-BS September BOI7

CONFERENCE Y O U /PROCEEDINGS
www.aict.info/2017

http://www.aict.info/2017


ttib i»rt Алр^лИоп Ы h<rwmal»Hi М  CrwrwMurjmn T»r>rwbiqi»t (АК:Т>

n ^ * ' t C £ Z C  ln t * r n « t lo n * l  
I w C C  C o n f a r a n c *

u tu iu i » k t  ln to /P O I 7

Л  A Is s :
Щ  Щ  |п т€ яп с1 тю п с |с  c o r i F e ? e x ; €

APPLICATION 
OF INFORMATION 
AND COMMUNICATION 
TGCHNOLOGieS - AICT20I7
Э 0 -2 2  Septem ber 2017, M oscoiu

CONFERENCE
PROCEEDINGS

20-32 September 2017, Moscow, Russia 
www.aict.info/2017

http://www.aict.info/2017


I n t i r n e t lo n w  
> T T  и  i t f c t  C o n t . r e n c *_

'X  A  / \ l i S2:̂ i
l i i

rTTWflPT10r«L CQr¥4KrWlf

APPLICATION 
OF INFORMATION 
AND COMMUNICATION 
TCCHNOLOGieS - AICT20I7
2 0 - 2 2  S ^ p te m b tr  20Г7. M oscou i

C O N F E R E N C E  P R O C E E D I N G S

2017 IEEE 11‘*' International Conference on Application of Information am} Conwmmication 
Technologies (AlCT)
Copyright C 1017 by the Institute of Electrical and Electronics Engineers, Inc. All rights reserved. 

Copyright and Reprint Permission
Abstracting is permitted with credit to the source. Libraries are permiUed to photocopy beywd the 
lim it of U.S. co fi^g h t law, for private use of patrons, those articles in this volume that cany a code at 
the bottom of the first page, provided that the per-copy fee indicated m the code is paid tiirough the 
Copyright Clearance Center, m  Rosewood Drive, Danvers, MA o tg ij.

Other copying, reprint, or reproduction requests should be addressed to IEEE Copvrrghts Manager. IEEE 
Service Center, 445 Hoes Lane, P.O. Box 1331, Piscataway, NJ 08855-1331.

IEEE Catalog Number; CFPi7S6H-PRT 
ISBN: 978-1-5386-0500-4

Additional copies of this publication are available from 
Curran Associates, Inc.
57 Morehouse Lane 
Red Hook, NY 11571 L»SA
+1 S45 7S8 0400
■*1 845 758 2633 (FAX)
em ail; curTan@proceedings.com

©  Designed by the A lC T io i? Publication Team, 2017.

IEEE Catalog Number: CFP1756H-PRT
ISBN; 978-I-S386-0500-4

mailto:curTan@proceedings.com


2017 IEEE 11th International Conference on Application of Information and 
Communication Technologies (AlCT) is financially supported by 

the Russian Foundation for the Basic Research, proiect #17 08-20518.

RUSSIAN 
FOUNDATION 
FOR BASIC 
RESEARCH



М П КОМ OK Vf.4.HK<;ATIf)N OK III I IRtKiKNK.OtS I \<TORS K’fJK OIS hKC’ISJON SI |*l4iH| . 
roH  RK> OK к  W VKIIS r \N

kinil Ultuofn. Reruu FJias\ui,in Shoiishulnv,.................................. ‘I

( 1лчч1К!( M ioN M o o R iT M v n v rm  л о о н р г ;л т 1 о \о к 1 п к к л |«  п к ’\1 .к к л т 1 к к ч
Кюу»'лу AV»rRviw»br»fK«i....................................... ......................................................................... ........

sKM i-sm:M \isK.i) iv o i.v iN o  spi’Ro -u  ti f o r  d a t a  s t r k a m s < i .A ss in c A T io s  ba.skiu».
01 STAFSON-KFSSKI, M,(;OHlTllM '

/|П>| (wrhimov. Ш ( 1 Ynnkm'Khna. Шкчт Kftfmyiov. Е\^цгпу Russkuzov..............

INRIRMMION KNOi^’F.^.kl^f; Г OH НЛР1П HI4<K;NITI0N o r  fllJORS VSnn IMF HKI p o r 
■•FI КЧ IRONIC NOSF."

1\ято\ А } . K,iperk.uA F . Kianvuo\ УЛ1. У.Р.. Chultcava Shustro<, A.V ........

K\( К RFCOONITION H SSFDON FAflAI. I.ANOMa UKS
AililSor^^nfiv. Kon<ltjnlin ..............................................................................................................

МЛТИКЛГЛТК \r . VroUFI OKTIir: POI.VMFH hRSTRU rilO N  PROf KSS II\Sr.lt ON TIIK \MRK(>V/
.^щпгг F^vaftty, 4Шп!у Khwmv. 4riitnly hifkUchenkty Svrgei Tikhmulrny, /^or Khawiluv. Olytt Каппитна '

П1К n io  DATA FTL ЛРРНОЛС »  BaSKI) ON TITH PRINC IPrES OF A I VVO-PIlASK. ST\TF. OK ЛСТЗоу.
'ii'ryyv Kuiherov. Yuri Rtt^ozoy, .-thxdw/frSviridov.^............................. . ..............................

THE F(K; Data ro i .L K x n o x  s e r v k  f, f o r  CLOLD ROBO ITC S
Pniiiry A. f.inum. Alexander A Dyumi/i, Larixn J ?!huslova:, Ilya У. Chi^unkov, Alexander I Pyumw_

DKA Ei.OPMENT OF A MODEL OF NONISOTilFRMAb VUI r  ANtZATION' OF RUHHFK COVIpoiADs 
,YG. rii'/jfimimv, (ХУ. Rdrmanm'a. У.У Pyufakoy. A.A. ................... .......... .........

C;KNFTir ALGORITHMS FOR THE DEVELOPMENT OF QUF.UtXG NET WORKS
/i'lnn'/dii/iii Ousiry. I'iclor SurixmAy. Senurn Poi/iviJfiy, AJevandf CtiN/'/ov--..,.,..........................................

SESSION 3. CYBER SECURITY ISSUES

EMTANOING RADIUS BASED MULTIFACTOk-FACT OR At' iПЕМТС АТГОК SYSTEMS W ITH MSTH i 
FOR SF.LF-SERVTCE ENROLMENT

Pmiii l/usej-nov, Jean-.Viarc Seigneur^............................. .................................

MEMORY OBFUSCATION RV STACK RANDOMI/ATION FOR ANDROID APPLICATIONS 
УуасНеч1ау 7olniarev. Paria Doronina,,,,,,..............

ANALYSIS OFCYBFk-ATTACKSON lEC NETWORKS
■\hmcd Flgargom i. Uohamnied Fimusrali .̂........................................................ ,

THRESHOLD AND NETWORK GENERAl.lZATIONS OF MUDDY FACES PUZ/J ,E
Den}<! Fedyaniii,,^^................................................ ..  ........... ..   ̂ s,

A FREQUENCY APPROACH TO CREATION OF EXECITABLE FILE SIGN ATURES FOR I HFIR 
IDEVTIFICATION

Kseui^fi Sahdhitldmova, Ilya Ubedt-y h im  iCriytsoya, Nurzhan BitzUayvv. bAikhoil SuUivparov. PavtiSmirriov. hnun

Markelov. Alexander iJavydov, Seryey Peehvrkm. Птшу Kotchenn. Yuriy Shaparenko. Yuriy hkandernv \

FRAMEWORK FOR QIJANTIT vTTVE INFORM AITON SECURITA' RISKS ASSF.SSMF.NT AM) M \NA(iFM)4T 
ba sed  ON FUZZY LOCHC

lyorAiiikin,^............................. ............... ........ ......... .. .............. ................. _  ’IS I

APPLICATION OF ALGEBRAIC CRYPTANALYSIS TO MACfMA AND PRESENT BLOCK ENC RYPTIDN 
STANDARDS

Ekaterina Marn, Liulmila Babenko, Шк.чт Anikeev___ _

CRmCAL VIEW AT QUALITY EV’Ar.UATION SYSTEMS OF STOC lU STK  ALGORITHMS FOR 
INFORMATION SECURITY

Ilya Chuyunkov. Alexander Dyumin, Dmitry l.iman, Ai tem kfciksuih'. Hadimir Chugwikvv__........................................

METHODS OF KEYBOARD USERS ANALYSIS BASF.D ON REFERENCE G AUSSIAN SIGNVLS
R//ai Bl/aripav, Ayrat Abzalov, Marino Tumbinsketya. Anna Sa/iul/irui, Inna Davvdovu ........ JV

MODELING AND ANALYSIS OF CLOUD COMPUTING SECURITY
7ico Mu/itni...........................................  _ _  1'*

SOFTWARE DEFINED INTERNET OF THINGS: C*VBER ANTI FRAGILITY' AND VITNEK \BIHTV КОКГГЫ 
Mik/iail Butnevk-h. Pavel Fabrikan/ov. Ekaterina Stolyarova. KonsianJin Jzraihv, Andrei Vhidvkn ................... .........  '•



Scmi-Siipcn isctl I'volving Appf4)acli for Data 
Streams ( lassificalion leased on Online (riistafson

Kcsscl Algorithm

> '  » — w  u  Kjiiirvfco^. h У
-■-* ■>»* < tWF*i^1 InlknrMtV*' V v*nt\

^ 1 **«4« Л>*1
W aAne4n ihnrM  

Hkw»
1ГЧ ■’ «^wn

\  К Yai>k(W4kaya
formlr State Unnierury o f Architwnire аяН ЙшМ»п  ̂

Natu'^rtl R r^ a rth  Гитпчк Slate Univcnity, N.ilf'wl Iniiitiiit 
To*wk Piilyiethmc nntvrrttfy. Тигпчк State l,’mvtf«ty«»r 

( nfltml Яу«1епи iimi Raibnelccttonks 
Гогпчк. RiiMtfl 

syyartknv'rt'grn»il com

«»««(->  TV у у у к M  tV •rrtdt к 1в prrval iV  
^««RRcBttani Hi mmk that к  ctmc 1» 

TV fk fii roMhiarv modlficrl
« aVfklHw Vr ««rk Ь» mudc of cl»l«

I» iV  *f|№e#<k iVrr ire ««eit n̂<h îcp̂  a« 
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Iw im. Ле Лш1л  quaaUty ts grooving concuitcaily; data 
s  ttsed и рггеш т^ ' frequeolly to increase living 

aod profiu The given tacts make the usage of data 
itcianciH pcuial. First o f  alt. It happens because of 

Ac «BpMabildy o f nsaig wclMcnown and well-researched 
шпЬпА o f batch computing in conditions o f such amount of 
акряял^ Лавл. The main reason U that tIk  inajority o f the 
■acAod» o f b v d i comptttmg arc dc\'c!opcd with assumption 
•vi^M dr «occpsio data pre-loaded imo RAM But novt^days 
d w  « cam s arc bigger than personal computers arc able to 
uiipa5 nds tV  memory For this reason, the methods of data 
« о н и  cnmfNMii^ arc currcmly imporliml.

SfKcat mnutno among data streams computing should 
^  to гке ifStyvH which solve the problem of classification. 
4a a m k . they* are based on dectsioii trees [I SVM [5-6]. 
Vjive fWytruan classifier |7j, slaiistica! ;ipproaclics [K-9J. 
mA t l—tonwg mctho(b fl0-l2 |. The approach suggested is 
baaed Oft ebe u v  o f unlmc (histafson-Kcssel algorithm of 

The advantages of online Omiafson-Kcsscl 
m oprabmation wilh such statistical approaches as 

ouvwHWce n«rnr and heuristic threshold paramcicfs. They 
irwke Ac algorithm 6и( and (IcYihly adapted to different 
types o f orcarti data The disadvantages of the nlgorithm arc

the necessity o f store fhr every duster, covariimw таит 
the number o f ohjeds in cluster, tbc number of object nf 
ench cliLSs. the lolal (lishincc from the center of the cluskt tii 
nil llic objects mcluded rnto it and the mdicaiion >if reccnl 
duui inccmic

We must ndmit that (inline Giistatson-Kessel algorriVir; 
for the soluiirm of the task o f data арргохишГ1от1 is used 
widely [ 13). The application of this algorithm to the prohicm 
of data approximation i.s based on the conbrnafirm of die 
method o f online clusterization for input daut set tnd 1лг 
output space the method o f approxinuimg line cvabatiofl i<-s 
each cluster based on recursive least square method In 
contrast to the indicated analogue there а?» a need to snivc 
the problem o f calculation of distance in space of cla« 
marks and connect the process o f input data clusiaijifMn 
with llte dassificaitcn problem o f output data

In the following sccliun the af^>ruach to data sireaas 
dassificalton and the suggestion o f the three methods of 
class label calculation on the basis of a cluster will be 
described.

il. Data Stream CLASStficATiON approach

Evolving Gustafson-Kesscl algorithm is taken as tk 
basis [14]. complemented by the procedure of cluacts 
merging suggested in the article [15], and tbc riKthod of 
deleting the dusters described In the article [16]. For ibc 
description o f suggested approach we define the folioftma a
-  the speed o f cluster center update; (I -  the boiMidar) 
probability o f layout chi-square; у -  the initial scale for tbc 
covariortcc matrix; n — the spatial dimension of input Jaa '
-  the number o f classes: -  ihc boundary probability' of
laj'out clii“sqiiarc: tii -  die minimum distance to cIusk; 
merging: hi ~  tlic ma.ximiini period of duster update, f -  the 
identity matrix; x t  -  the vector o f input data which are 
available at the к time object: -  output class label at the 1
lime object; w -  the vector o f the center of i cluster: h'“, - 
covariation matrix for / duster; cF t,-  the distance bemcer 
ihc center o f 1 cliusler and t  object; lit, -  the weight raiio of 
llic proximity between i duster and i  object; fFa •



hct^rcn I cli»ter дга! к i^hjcci, iv, -  the 
^•oVKfofinnnHipikuble ch»tcr,/7« '^ihe imlcx ofaciu^icr 
«чк (he mmimum mUuc of /Vi r. Д  -  the number o f object» 
gilctolci, the number ofobjecLH оГ/с1а%я m i cluKer;

(he 1шпт«г> c îuTMlmn o f the /  elass objecu duitencM 
^riKcemerof icIuMer.

ЫсЬ tune i new «>bjccl arriv*C4 ;i( the time object k. a 
ЪсПАгсп i^jcci xi nnd all dunier cement in

I

led «eifthi ni(K) of protnmily between duster i and 
v ^ i  t ^  ctilualcd using the following formula:

(2)w.. -

I - t
Veil, *n estimation o f closciie.44 o f each duster lo an 

abfcctIS cNatiutiod m the following way:
* F '.  * (дгл-v^)''. (3)

w) n  цккч of the closest cluster is determined as follows:
= a rg m in ( /j] ) .  (4)

'-ful
If Dr^ < f a  or z» is unavailable, object xt is added to 

cteier pb otherwise a new cluster is created. During the 
<hB)ia creatMn. the values describing it are computed 
accorduHtio formulas (S-9):

(5) 
(fi) 
(7)

(«)

(9)

v ^ x t .

[O.elsc

OjClse 
Wpt *0-

’ftTiik adding an object Xt to a duster with index pi. one 
his to recalculate a covariance matrix determinant using 
6]лтш1а(10). covariance muirix itself according to tbmiula 
f lu  the cluster center by formula (12), if zt value is 
«vaibble. increase an amount o t objects of each class in 
Jester by formula (13),increasc total distance between 
chaster cenUf and objects belonging to each o f the classes by 
fiirrnuk fU), and update centers o f all other classes by 
Caramla(15). increasing their counters as follows (16): 

d c K F ^ 'H d -a r 'd e U F ^ 'rO -a  + ff'-D :.,,). CO)

e-herc G =
l - a  + a * V , \

v„ = v „ .  + Й '* (Х ^ - V p J ,

П 1 )

Pk ( 12)

(1^)

I U |

V, = - ( I .f l . t ,  # P^. (15)

w* w,+ l dh )

If an object .ti with absent was delivered, it n 
necessary to determine iu class (working m chisiificr mmlc) 
It can be achicvcil by vannu4 ways. 1 dtlTcrcm opdoas are 
rcprcscnicd by formulas ( 17-19):

/•fi.d

/-М.Г]

(17)

(IH)

(19)

r

where Л /. = }  O . .Pi <f-Pi

In the following scclioa we will describe a comparison 
o f these ways o f object classification.

During Ihc update o f duster centers a situation can occur 
when duster centers arc too close to each other and requem 
estimation of data as belonging to the same clats. In ,'rach 
stnialion one has to check following conditions for inputs 
(20) and outputs (21):

(20)

for evaluation of D \  a formula similar to (3) with Jt* replaced 
by is used

3 /.^ i!JL > |,2 /rA N D ^.i.j= lI.c l.J i*y  
M. M,

If condition.s (20) and (21) are lulllllcd for the same 
cluster pair indexed as / and /, it is necessary to preform 
cluster merging according to formulas (22-26):

* V, +  Ki. * V-
( 22)

.w,+.W^

wq =0.

(23)

(24)

(263

After performing all the previously described steps one 
has to check the nccessiiy ofdusu:r deletion: if cluster i w-as 
not updated by new values for more llian г|: lime objects, a 
cluster has to he deleted.

Let us show' Uie approach being provided as UML 
aclivily diagiam on l1g I.
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In the next section, we will move to benchmarking 
ditTcrcnl approaches to determining a class label and ibeir 
mfluencc on the accuracy.

ill. Exj»fcRiMEbrrs
The experiments have been performed by considering 4 

real-world datasets (hup:/'www.keel.es). To carry the 
din'erent experiments out, a five-fold cross-validation mode! 
has been applied. The characteristics of these datasets for the 
classification problem are given in (he table 1.

T.ABLEL TESf DATASETSCXARACTERISrXS

DalMcl Feaiuret InsUncM C1a5S»
Hcpatils 19 80 2

Wine 13 178 3

Vehicle 18 846 4

Segment 19 2310 7

Given the fact that the data streams computing methods 
depend greatly on the sequence o f ihe data, each test was 
carried out .'to limes with difterem data sequences in order to 
increase the reliability o f the results o f the experiment.

The results o f the experiment are provided in table 2 a.s 
average classification accuracy. To enable the pussibility to 
compare with batch mode anaioguc the last strings arc 
provided containing data for fuzzy classifier built with the 
asage o f algorithms of iniUaiizalion and optinii/aikm [1Н].

Trafntnf V I T#M *el
Ne«ie • « и гк у ■ r curacy

(*A> I% 1

Inferrnie by fimriuin 73.XJ " ■ • M
(»T)

rnfennu hy (arrmite 7S .44 70.7 O.H

|пГегегк;с hy Гоггле!* M.A7 ^  40, «

fu /7ycl<M «ncr 94.4 ) ЯЯ.41 «I

VFIw

ГпГстс1>|;< b y  fn r m iiln 7ft. 13 73J 5 о,ц
( 17)

Infeientx by fonmilA Xft,6 h:.8 I 04rt
(IK)

In Terence by fivmuJa 88.73 83.3» 0,4J
( 19)

Fuzzy chMsifier 9932 96.94 61

Vehicle

1йГсю кс by Ibmmb 
( 17)

59.73 48.04 2.92

I n f e i t o o e  by lu r m u la 57.93 49.67 199
( 18)

Inference by (brmala 6057 49.56 I jOS ■
( 19)

Fuzzy d a u ificr 53,48 4857 1287 ■

SefnKOl

Inference by formula 71,91 71.45 172 ~
(IT)

Inference by rormula 73.07 72.08 9.И
(IS )

l o f c r e n c c  by ((K rm ila 78.53 75.81 966
( 19)

П ш у  classifier 89.61 85.43 279faO

The conclusions o f the experiments' results arc provided 
in the next section.

IV. Conclusion

This paper shows the significance of evolving classifien 
for the data streams. General approaches to creatmc soefa 
cla.ssificrs arc briefly described. The approach is provided, 
based upon the combination o f ideas developed by ebe 
authors o f online Gustaft'son-Kessel method in order io 
create approximators. That approach is applied to the 
dassiUcation ta.sk.

Several ways o f evaluating the class label in the systems 
of that kind are provided. The experiments are earned out ш 
order to determine the mtluence o f an inlerenoe type on (be 
accuracy and performance.

In accordance to the experiment the conclusion presemed 
by formula is recommended to use as it provides more 
accurate results with an insignificant loss of time m 
compari.son to the others. On the majority of sets it is seen 
that the accuracy o f the suggested one i.s less to a ftizTv 
claasificator, but a fliz/y classificalor demands much more 
lime in terms of enlarged range.

http://www.keel.es


From iww forward ii is planned to combine the suggested 
^ .ic h  with the other evolving n^ethods o f data streams 

^ipcation in case of accuracy iniprovcmenl. It will be the 
test optioTi for this approach because in the majority o f  the 
^jtions it may be implemented as a single thread (except 

matnX operations), thus the other threads may be 
ijploaded using the other methods.
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