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PaccmaTprBatoTcd mW3BecTHBIE METOABI YCTPAHEeHWs YA3BAUMOCTEHl KpAaTKWX HEUHTED-
AKTUBHBIX apPTYMEHTOB C HYJIEBBIM Pa3lJallleHUEM HA OCHOBE KOPPEKTHUPOBKM ypaBHE-
Huli BepuUKaIuu J0KAa3aTeIbCTB, 3HAYEHUH ITyOJIMYHBIX [TAPAMETPOB B BUJIE TJIABHBIX
CCBIOYHBIX CTPOK ¥ KJIHOUe (hOpMUPOBaHUS JIOKa3aTeNbCTB. OIUcaHbl CriocoObI 3aliy-
MEHHOI0 (DOPMUPOBAHUS [VIABHBIX CCBLIOYHBIX CTPOK C MCIIOJIb30BAHUEM JI0BEPEHHO
TpeTbeil CTOPOHBI U MHOTOCTOPOHHET'O B3aNMOIeiCTBUA.
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The methods of eliminating vulnerabilities of zero-knowledge succinct non-interactive
arguments of knowlede are considered. The methods are based on the security of
public parameters formation in the form of common reference strings using a trusted
third party and multilateral interaction. The multilateral formation of the common
reference strings uses the only honest party with a fixed and unlimited set of partici-
pants, as well as verification of the reliability of the results. Examples of increasing the
level of security of zero-knowledge succinct non-interactive arguments of knowledge
based on the correction of proof verification equations and the values of the common
reference strings, eliminating redundant elements from the common reference strings
and the keys of proof formation are given. The protocols that develop the construction
of the common reference strings from static to updatable and universal versions are
mentioned.
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BBenenue

Onucanbl cnocobbl ycrpanenus ysassumocreir nporokosos zk-SNARK [1], ocnoBanubix
Ha 3aIUMIEHHOM (hopMupoBaHUU TYOJINYHBIX MAPAMETPOB B BUJE TJIABHBIX CCHLIOYHBIX
crpok (Common Reference String, CRS) ¢ ucnosnb3oBannem 10BepeHHON TpeTbheii cTopo-
HbI ¥ MHOTOCTOPOHHero Bzaumogeiictsusi. /st mporokoaos zk-SNARK [2, 3|, ucnosbsye-
MBIX B KpunroBasore Zcash 4], pacemarpubaercst muorocroportee hopmuposanne CRS 5]
C €JJUHCTBEHHON 4ecTHOU cToponoil. /I nporokosna zk-SNARK [6] na npumepe |7] pac-
cmoTpeHo 6osee zamuinénnoe gopmupoBarne CRS ¢ HeorpaHmdyeHHBIM HaOOPOM CTOPOH
B pacCIIupgeMOM OHJAH-pexKuMe, BepupuKanueil pe3yjabTaToB U €JIMHCTBEHHONW YeCTHOI
croponoii. IloBbienre ypoBHs 3amumiéHHOCTH poToKoaa zk-SNARK [6] rakxke mpes-
CTaBJIEHO TlepepaboTaHHoN Bepcueli [8], B KoTopoii BHIMOITHEHA KOPPEKTHPOBKA YPABHEHUH
sepudukanuy u 3uavenuil, prrodaeMbix B CRS. Cornacuo ucrounukam [9, 10|, ykasbisa-
ercs omubOka onucamust nporokosa zk-SNARK [3], ocnoBannoro ma nporokose zk-SNARK
«Pinocchio» [2]. Vassumocts |9, 10] onunpaercs ma u30BITOYHBIC TEMEHTDI, BKIIOUAEMBIE
B CRS n k71109 (hopMuUpOBaHUST JIOKA3ATEIHCTB, KOTOPHIE TO3BOJIAIOT CTPOUTH JIOKA3ATETh-
CTBa JIJIsl IPOU3BOJBHBIX OTKPHITHIX BXOJI0B. [IpuBoautces Merof [9] yerpanenus: ykasaHHOM
VSI3BUMOCTH.

B kadecrBe yrnomuHaHusi IPUBOIUTCS HAOOP npoTokosoB [11-13|, pasBusatommit dbop-
vuposarne CRS [7] or crarmueckoit 10 0OHOB/IsSIEMON W yHHBEPCAJIbHON Bepcuii, B TOM
anciae s nporokona zk-SNARK [6] n kpunrosamorst Zcash [4]. Cornacno mcrodnn-
KaM |14, 15|, KpaTko oTMeYeHa BO3MOZKHOCTD HOBBIIIEHHsT YPOBHSI 3aIUIEHHOCTH MTPOTO-
koaa zk-SNARK [2] gyist cayuas croBopa Beex cropon ¢dopmuposanust CRS npu yeaosun
peBAPUTEIbHOMN MPOBEPKHU JOKA3ATEILCTB.

1. IIporokon Hanéxuoro ¢popmuposanna CRS
¢ bukcupoBaHHLBIM HADOPOM CTOPOH

B [14] npeacrasien meron dopmuposanus CRS st ciydast croBopa Beex 3ajeiicTBo-
BAHHBIX CTOPOH, IIPH KOTOPOM HAPYIIUTEJH CIOCOOHBI PEKOHCTPYHPOBATL <«JIA3CHKY» T
U TOJJeNbIBAThL J0Ka3aTeabcTBa m. B pabore [5| ycrpansrorest npobseMbl 3aliuméHHO-
cru [14] w npuBenén MHOTOCTOpOHHWI TpoTokos dopmupoarus CRS st mpoTokoa0B
zk-SNARK |2, 3], ucnonpzyembix B KpunroBasiore Zcash [4]. Ecau xora 661 ogna cTopo-
Ha SIBJISETCS YECTHOM, TO KOHCTPYHPOBAHME MOIIEHHHYECKUX TOKA3ATEJIHCTB CTAHOBUTCS
HEBO3MOYKHBIM. JIOTIOIHUTEIbHO 00eCIeunBAETCSI CBOWCTBO HYJIEBOrO pasriammenus (Zero-
Knowledge, ZK), gazxe ecin Bce CTOPOHbI SBJISIIOTCS HAPYITHTEISM.

B nporokose dopmuposanust CRS [5] nmpuHEMaT y9acTiue n CTOPOH, KOODIHHATOD
u Bepudukarop. Poab mocsiemHEX MOXKeT BBIMOJHATHCS OJHHM cepBepoM. IIpoBepka Kop-
PEKTHOCTH Pe3YJIbTATOB IMPOTOKOJIA MPOUCXOIUT MOCJI€ €ro MOJHOIO BBIIMOJIHEHHUS, ITO MO-
JKeT 0Ka3aThCs HEJIOCTATKOM U IIOTPEOYET MePEeBLIIOJTHEHHS BCETO TIKEJIOBECHOTO MPOIEcca
dopmupoanusgs CRS. [Iporokoa cocront m3 4erThipéx payHIOB, e Kakiaas cTropona Pj,
1 =1,...,n, MOXKeT OTHPABUTH CBOE COODIIEHNE TIOC/Ie TTOJydeHus coodienust ot P;_1, a P,
HaYHHAET PaboTy IocJie mpuéMa cooOINeHna NHATHaIn3anun. B mpegeax KaK0ro payHia
CTOPOHBI MOT'YT OTIPABJISITH COOOIINEHH [I/IsT KOOPINHATOPA Hapasae bHo. Takum obpasomM,
nporokos popmuposarust CRS [5] umeer Bu:
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Payua Ne 1. JIna ¢ = 1,...,n cTopoubl P; BHITOTHSIOT CJAEAYIONINE TITArH:

1. BeiBoggTcst HAGOPHI CrydailHbIX 37eMeHTOB u3 [ (/1 HAISIIHOCTH 3/1eCh U 1aJiee
i~-MHJIEKCBl BHJA pp,; He IPUBOJATCH, a MOPA3YMEBAIOTCS 0 YMOJIIAHHIO):

secrets;, — {7', PA, PB, XA, OB, OC, 67 7}7

elements; = {7, pa, pB, a4, g, ¢, B, 7, paa, peOB, PAPE, PAPBOC, B }i-

(1)

2. Ha ocnose (1) Bbramcssiercst HabOp 3J1€MEHTOB, JJisd dero P; BoiOupaer cirydaiiubie

f1, fa, f3 € Go\ {0}, fa, f5, fo, f7, fs € G1 \ {0}, a 3aTem coxpansier HaBOPHI TeMEH-
0B Gy 1 G cooTBeTCTBEHHO:

e = {1, fipa, frpaca, frpapsac, frpaps, f1oapsas, fa, f2, 257, fa, fa7},
Y= {14, faaa, f5, 500, fo, fopn, fru frpas fs, fsv}-

3. Borumcagercsa pesyabTupyiomuii BEKTOp €; = ( I e(Q) ).

4. Croponsl P, mupoKoBemATEALHO HmepenaroT h; = COMMIT(ei), COOTBETCTBYIOIICE
BBIUHCICHIIO Xem-byuknnn (B pabore [5] ncmons3yercs BLAKE-2).

OTHOCUTEIBHO €; Tpebyercs, 9To0bI it Kaxka0ro s € secrets; (1) mpu s € F* Bcerma
MPUCYTCTBOBAIA HeoOXonauMast s-mapa (p,q), Tae s - p = ¢. Jag KOHKpeTHo# Tpymnmsl uc-
nosib3yercst repmut G-s-mapa. Hanpumep, mo fi, fipa, fipaps crpositest pa-tiapa (f1, fipa),
p-napa (fipa, fipaps) u papp-napa (fi, fipaps)-

Payuma Ne 2

YacTtpe 1. Beimoansiercs packpbiThe 00s13aTeIbCTB, IPH KOTOPOM CTOPOHBI P; mupo-
KOBEITATEIBHO TePealoT €;, a BepudukaTop mposepsier coorserctue h; = COMMIT (g;).
Hanee elements; (1) npuHuMaT HanMeHOBaHHe 3a(QUKCHPOBAHHBIX 3JEMEHTOB, TAK Kak
K TEKYIeMy MOMEHTY BBITOJTHEHUS MPOTOKOJIA I KaykK/aI0To s € elements; cTOpoHBI OT-
npasuan s-napbl g Gy u Gy B Buge rpl u rp?. [ljig npejcTaBaeHHbIX HUKe 3HaYeHHil
nepegaHHble CTOPOHAMH P 3JIeMeHTBI U S-IIaphl UMEIOT CJIAVIONUHH BUI;:

71 (rpy, 1p7) = (9, 79), v (rp3,rp2) = (9,79),
pa:(rp,,,rp2,) = (9.p49), paca : (1P} o P2 0y) = (95 pacag),
pp < (rp,,,105,) = (9, PBY), PBAB  (PPpay Popay) = (PAG, PaPBABY),
aq: (rpg,,1pa,) = (Pag, pacag), PAPB : (1P s Peaps) = (9, P4PBY), (2)
agp : (rpaB, (p%,) = (papBg: PAPBBY);, PaPBAC (1P, ppac: Posssac) = (9 PAPBACY),
ac : (Pag: Pag) = (PapBg, papsacy), B7 1 (rPh, 1P3,) = (9, 879)-
B (rpg, p3) = (79, 879),

Yacrte 2. [Iposepsercsa dakr pukcanun croponamu P; nap snementoB u3 G u Go,
BXOJIAIIAX B FPL U rp?, COOTBETCTBYIONIUX S-TIApaM OJMHAKOBLIX 3/1eMeHToB s € F*. Jljns i €
€ {1,...,n}, s € elements; BepuduraTop 3amyckaer IpoBepKy

SameRatio(rp!, rp?) = SameRatio((p, q), (f, H)). (3)

[Tposepka (3) ycnemna, ecm mpu p,q € Gy u f, H € Gy Bce yerbipe 3/1eMeHTa He paBHbI ()
u e(p, H) = e(q, f) ana Gummneiinoro cnapusanus e(agy, bgy) = g

Yacrb 3. Beimosngercsd Joka3aTebCTBO U MPOBEPKA 3HAHUI JUCKPETHBLIX JOrapud-
moB. Cropona P; Beramcssger paiiizkect coobmiennii payuga Ne 1 h = COMMIT(hy || ... ||
| h) ¥ MIEpOKOBemATENBHO eT0 TepeJaéT. 3aTeM s ¢ = 1, ..., N BBINOJHAIOTCA CJIEIYIO-
e TMary:
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1.

2.

3.

Jnsa s € secrets; (1) duxcupyerca h; s = (h || rpl). Bee croponsr P; u Bepudukatop
HUMEIOT 3JIEMEHTDBbI AJid BbIYUCJICHUA TEKYIIETro 1ara.

Jlns Kaxkmoro s € secrets; cropoHamMu P; IMIPOKOBEIIATEILHO MePeIaloTcs T0Ka3a-
TEJBCTBA T g

s = NIZK(I’p;,hLS) (4)

®yukuusa NIZK (4) ocmosana wa mporokose Illuoppa [16, 17|, koropas nmo s-mape
rp, = (f,H = sf) u crpoke h BbIBOAUT PaHIOMU3UPOBAHHYIO CTPOKY — JOKa3a-
TeNIbCTBO 3HaHUS ¢TpoKu S. Jlns dbyukmun (4) Beibupaerca caydaiinoe a u R = af.
Borauncisiercss ¢ = COMMIT(R || k), KoTopoe mHTepHpeTHpyeTcst Kak 3aeMeHT .,
HAIIPEMEpP B34THEM IIepBHIX logr O6uT, a Takxke u = a + c¢s. PesyapraToMm gBiagercs
napa (R, u).

Jnst Kazka0ro s € secrets; BepuUKATOPOM HPOBOAUTC IPOBEPKA,

1/0 = VERIFY — NIZK(rp}, ;. 5, his)- (5)
Oynknusg (5) npoBepsiet, IeHCTBUTEIBHO JIH JOKA3ATEIBCTBO COOTBETCTBYET 33/1aH-

momy h. g sroro seraucagerca ¢ = COMMIT(R || h) 1 10Ka3aTeIbCTBO MPUHEMA-
eTcs, ecn uf = R+ cH.

Yactb 4. g 7 =11,...,7, (2) BRIUACAACTCS BEKTOP

POWERS, = ((1,7,72,...,7g1, (1,7,7%, ..., 7%)g2).

Croponoii P; BHITIOMHsETCS MUpOKOBelaTe bHad mepesada Vi = (1,7, 72, ... 74 g
u V)= (17,72 ...,7%gs, a q1s1 i = 2,...,n— MEPOKOBEMATEIbHAS TIepeada CTO-
pounamu P; snagenuit V; = powerMult(V;_y, 7;) u V/ = powerMult(V,_, 7,_1). Hampu-
Mep, aas Bekropa V € G n a € F, dynxnus powerMult(V, a)icqo,..ap = {a'V :
i=0,...,d} € G

Hnst i € {2,...,n} BepuduKarop MoATBEPKIAET KOPPEKTHOCTH PaHee IMepeTaHHBIX
BEKTOPOB. BBINOJHAIOTCA POBEPKH

SameRatioSeq(V7, rp?)),  SameRatioSeq(V7, (Vi0, Vi1)),

T1

SameRatioSeq(V;, (Vio, V/1)), SameRatioSeq(V;, (Vio, Vi1)), (6)
SameRatio((V;_1.1, V1), rp!?).

T
Eciu ipoBepku (6) BBITOJTHSIIOTCS, TO HA BBIXOJL TTOJAIOTCSA KOMIIOHEHTHI KJIHO4a, J10-
kazarenncrBa (PKy = V,, PKy = V). Oyukius n0ATBePKICHHS COOTBETCTBHS
JBYX Hap JIeMeHToB s-mapaM SameRatio() omucana B (3). @yukunsa SameRatioSeq()
g Vo€ G¢ u rp, € G2 nposepser, uTo KaKIble IBa HOCAEI0BATEILHBIX 3/1e-
meHTa V' spisiorcs s-napoii. Oua coorsercrByer BbIZoBY SameRatio(V',rp,) st
V= (Voo Vi), (Vi Va), . (Vi Vi),
BeinosHsiercsi poBepka Kopaelt Z(z). s obecredeHusi HyJIeBOIO pa3r/allleHus
Tpebyercs, uToObl T ABjsaoch KopHem Z(x) = x¢ — 1. [l sroro BepudpuKaTop 1
Bee P; mposepstior pasenctso Z(7)g1 = (79—1)g1 = Vg — Vo # 1, unade mpoTokon
epe3aIry CKaeTC.
Ucnonp3yercst Habop BEKTOPOB KBaApaTHIHON apudmerndeckoii mporpammsl (Quad-
ratic Arithmetic Program, QAP). Koopaunarop Berauciasier QAP-BekTOpBI 10Ka3a-
renberBa A, B, By, C B T0uke T, e, B omtnuane or 3|, A1 = Byt = Coy =
= Z[rlgr = (77 = Dgu:

A=g{A(r):i=0,....m+1}, B=g{Bi(r):i=0,...,m+1},

By =g{Bi(1):1=0,....m+1}, C=q{Ci(r):i=0,...,m+1}. (7
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Payuma Ne 3.

Hactpe 1. Koopaunarop mupokosemareabHo nepegaer sekropbl A, B, By, C (7).

Jacte 2. [Jna noaydenus pasandaHbIX 3JEMEHTOB KJIIOYeH BBIMOJHSETCS TOAITPOTO-
Ko Bbipaborku caydaiineix Koabdunumentop RCPC. [liuga snementoB o = (g, ...,q,) €
€ elements; (1) BBIYHCISIOTCS 97I€MEHTHI KJTIOUYEH

PKA = RCPC(AapA)a PKB = RCPC(BQHOB)a PKC = RCPC(CapApB)>
PK!, = RCPC(A,pacs), PKjy=RCPC(B,ppap), PK{=RCPC(C,pappac),
tempp = RCPC(B, pp), VK; =RCPC(92Z(7) = go(7* — 1), paps),

VKA = RCPC(gQ,aA), VKB == RCPC(gl,Q/B), VKC = RCPC(QQ,O{0>.

(8)

st pacuéron (8) He Tpebyercs s-mapa Jjist KayKIoro s € secrets; Kaxkuoi rpymmsl. Ha-
npumep, Tpedyercs Toabko (Go-p4-mapa, KOTOpast UCIOAb3yeTcs /i Beraucaenus PK 4, a
G1-pa-1apa HE UCTOJIB3YETCS.

[Toxmnporokos RCPC (8) mokoopAuHATHO yMHOZKAET BEKTOD 7aeMenToB u3 G Ha cKatap
a € F*. Tlepen BBI30BOM MOAMPOTOKOA JIIst Kaxkaoro ¢ € {1,...,n} cropous P; mepeia-
i Go-oy-mapsr rp,,, AocTymnble Bepudukaropy. Takmv obpasom, RCPC(V, a) mpummmaer
Ve Gluo € F* ans @ € {1,...,n}. Cropona P, Beramcasier Vi = a1V, a jus
1 = 2,...,n cropoHbl P; mupokosemareabHo nepegatTr V; = «;V;_1. B utore croponb
BeiBOAAT V,, = V.

Payua Ne 4. Boraucigdioress KOMIOHEHTBI KJIIO4el, colepzKallyie JIeMeHT (3, JIJId 9ero
CTOPOHBI P; MM TOJIbKO KoopawHaTop paccuuteiBaior V = PKy + tempp + PKo. 3arem
CTOPOHBI BbI1UCJIAIOT

PKy =RCPC(V,8), VK,=RCPC(gy,7),
VKS) =RCPC(g1,37), VKL =RCPC(gs, 7).

B 3akuiouenue sepudukarop 3amyckaer ¢ynkmmio verifyRCPC() ma BXomHbIX mapaMeTrpax
B BUJIe pe3ysibTaroB paborbl paynjoB Ne 3, 4. Bepudukaiius ycueiita, ecju BCe BbI30BbI
O TBEPK ICHBI.

Jlns sextopos S, T € G¢ u Go-a-mapwr rp, dbynxmus sameRatio((S,T),rp,) (3) Boz-
spamtaer sameRatio(V,rp,,), tae V; = (5;,T;). @yuxuus verifyRCPC(V, o) npunumaer V,
a takke Vi,...,V, € G{ u Go-ay-naper rp, g i € {1,...,n}. 3arem saimyckaercs
sameRatio((V,V1),rp,,), a ama i = 2,...,n samyckaerca sameRatio((Vi_1,V;),rp,,). Ecm
BCE UTEPAIU YCHEIHbl, BepuUKaIUs TOATBEPKIACTCS.

B pabore [15] ormeuaercs, 9o 310HAMEPEHHbIH BHIOOD CEKPETHBIX MAapaMeTpOB, 3aBH-
CANTUX OT T, PA, PB, OA, OC, Y, B € FF, MOXKeT HapyIIUTh CBOWCTBO HYJIEBOIO PA3IJIANICHUS
nporokosa [2|. lazke npu oTcyreTBrE YecTHBIX cTopoH P; dhopmuposanne CRS criocobom [5]
YCTPAHSeT JAHHYIO YS3BUMOCTH TIPOTOKOJIA |2| Ipu yCJI0BUM MPOBEPKH JIOKA3ATEIBCTBA 116~
pel ero OTIPaBKOi.

2. IIporokon magéxxkuoro dpopmupoBauusa CRS ¢ HeorpanmueHHbIM
U pacimpsieMbIM HaOOpPOM CTOPOH

[To cpaBrenuto ¢ paboroii [5], B [7] pacemorpeno Goaee zamumiénuoe hbopMUPOBAHEE
CRS nporokosa zk-SNARK [6]. Asropurmbr hopMupoBanus JOKa3aTeJbCTBa 1 BepuduKa-
nun coorBercrsyior nporokoay zk-SNARK [6]. TIpoTokoun |7] paboraer ¢ HeorpanmdeHHBIM
Ha0OPOM CTOPOH B PACIIUPSAEMOM OHJIAH-pekuMe 6e3 UX IIPeJIBApPUTESbHOIO BhIOOpa, He
Tpebyer XpaHeHnst KOH(MUIEHIIMAIbHBIX 3HAYeHHH B TeYEHUE JINTETHHOTO BPEMEHN U IIPe/I-
BapUTeIbHOH dbuKcaluu cayvdaiinpix 3Hadenuii. /JJokaszareaberBa OyayT I0CTOBEPHBI, €CJIH
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XOTs OBl ojiHa 13 N CTOPOH SIBJISIETCS YeCTHOU. J[OTOMHUTENILHY IO POTh UT'PAeT HeHAMEKHBI it
KOOPJAMHATOP — JeTepMUHUPOBaHHAad (DYHKINA, TpUIEM Jiobasd CTOpoHa CIIOCOOHA MpPOBe-
pUTH KOPPEKTHOCTH ero coobinennii. B wactHoctn, Bepudukarop dopmuposanus CRS 7]
HE3aBUCUMO BBIYHCJISIET COOOIIEHUs KOOPJAMHATOPA U IIPOBEePAeT UX JOCTOBEPHOCTL. B poJin
BepH(pUKATOPa MOXKET BBICTYIIATH KAaK KOOPIUHATOP, TAK U JI00asd CTOPOHA IPOTOKOJIA.

B [7] apudmernueckas cxema C max [, paccMaTpuBaeTcss Kak depeIyioIHecs CJION
ymuoxkenusi /nenenust Cq, ..., Cy u nx jguneiinpie kombunamuu Ly, ..., Ly Bxox cxembr x
pasensercd Ha HelepeceKaiommecs Habopsl X', ..., x% cooTBercTBytomue cirosm. Llemapo
BBIYHCIICHH gBJsgeTcst BbiBoj C(X)g //ig MPOU3BOIBHOIO BXO/A X. /leraibHee, paccMaTpu-
BaeTCs HpoM3BeleHne X = (Xp-... Xy X'), nie X; € (F5)" —Bxox croponsr P, a X' — Bbixos
dyuxmun papgomusanuun RB. Yposuu cxembr obo3znauaiorcs kak Cq, Ly, ..., Cy, Ly, u npo-
TOKOJ1 BbIToJiHsIeT d paboumnx dasz. JLus BbinosHeHus: ojiHoM das3bl PUKCUPYETCS yPOBEHb
le{l,...,d}, C=C,uL =L, lpexnonaraercs, 910 I BCeX BEHTUJIEIl g MPeIBIIYIINX
yposreit Cq, Ly, ..., C;_1,L;_; y:ke Bbrancien Habop 3uavennii [g] € G = Gy X Go.

ITo cpasuenuio ¢ nporokoiom zk-SNARK [6] B CRS [7| nobaBiens! s1eMeHTHI

{2 :i=mn,....2n—2}, {az':i=1,....n—1}, {pz':i=1,...,n—1} (9)

u yopamsl saementsl {(Su;(x) + avi(x) + w;(z))/vy : i = 0,...,1l}, 7, KOTOpbIE ABIAIOTCH
nuHeitHoi KoMGuHarmeii kommonenToB CRS n mobasiennsix smementon (9). B 7] mporokou
zk-SNARK [6] Boruncssiercs ¢ moMOLpio cxeMsl ¢ gByMs caosMu. [Ipu srom caoit C; umeer

Bxon x' = {z,, 8} u Berancager (9). Croit Ly orancager {z't(x) : i =0,...,n — 2} Kak
quueitnpie kombunanuu x', i € {0,...,2n — 2}, vae deg(t(z)) = n, a raxxe {(Bu;(z) +
+ av;(x) + wi(x)) : i = 0,...,m} kak JuHeliHble KoMOuHanuu pe3yabratoB Ci. Cioit Co

numeer BxoA X2 = {0} u Berumcasger 6, {(Bu;(x) + avi(x) + wi(x))/d : i =1+ 1,...,m},
{z't(z)/d:1=0,...,n—2}.

s ynpomernus nagéxuoe dopmupoanne CRS [7] maa mporokona zk-SNARK [6]
IIPEJICTABICHO [T OJHON TPYINBI W AHAJOTHYHO JIIA JAPYyTUX rpymm. Venonb3yoresa cie-
Jyiomue 3Havenus: n— crernens noaunomoB QAP [6]; [x] —nabop 3madenuii Bcex OTKpDI-
THIX BXOJOB; {1, ..., [} — MHIEKCHI OTKPBITHIX BXOAOB; {4+ 1, ..., M} — HHIEKCHI CEKPETHBIX
BX0J0B. 3HaueHue M sBIsgeTCd BBYHCASEMBIM BBIXOAOM B G, Gy mwin G = G; x Gy
P; —croponbt nporokosia npn j € {1,...,N}; [M]? —3nagenme M nocne BHECEHHS CTO-
ponamu Py, ..., P; noneii pacupenenéuusx sorancaennit; [M]Y — nauanpHoe 3HaueHne; g =
= (g1, g2) — nopozxpatoriue 3aeMenTsl Tpynn Gy, Go. BoimosHgoTcsa ABa payHia IpOTOKO-
ma [7].

Payua Ne 1. Vcnonb3yores cienyoinue BernoMorareabuble dpyukmuun. GopMupoBanme
JoKazaTe beTa sHanus o € FY peinonnserca dynkuueit POK(«, v), kotopast crpout 1 =
= R([a]y,v) € G} n ma Beixox nomaer ([a]i, ar), tne R — xem-dyukius; [a]; = ag; upn
(91) = Gy. Bepudurarus qokazaTe bcTBa 3HAHHI v € [} Beimoingerca 3a c1ér dbynknun
CheckPOK(a,v,b) pu a € G, b € G}, xoropas crpour r = R(a,v) € G} u Ha BBIXOJ
nogaér SameRatio((g1,a), (r,b)). @yuxims SameRatio (3) coorsercrnyer [5].

Oyukius Consistent(A, B, C) 7] ucuosinzyer (A, B) € G? uin (A,B) € Gy x Gy =
= G? a rakxe C € G} wm C € (G3)? Ecmm C € (G})?, to Bhrumcaserca r =
= SameRatio((A1, B1), (C1,Cy)), unage r = SameRatio((A1, By), (92, C)). Ecin (A, B) €
€ G?, o ma BBIXO MoJaéTed 1, nHave BiBoauTcs r 1 SameRatio((Ay, By), (A2, Bs)). Bepu-
dukarop nmporTokomra aag j € {1,..., N} soraucaser r,; = R([oy]1, transcript, ;) rg; =
= R([B;]1,transcripty ;_;), rp; = R([z;]1,transcript; ; ;). Oyuknus transcript; ; ; BHIBOJUT
COO0IIeHNs IPOTOKOJIA O MOMEHTA OTIPABKU CTOPOHOH P; HOBOrO COOOIIEHHS.
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Oyuknusa RB mpunnMaeTr BpeMeHHOI ¢JI0T J, 1ejioe 9ucao k U BO3BpAIaeT CIydaiiHoe
a € 5. Mycts (J — 1) — BpeMenHOl HHTEPBA, B KOTOPHIl Py OTIpaB/iser coobmenue.
BrimoHsioTest ey tomnime maru:

1. Jlns xkazxkporo Bxoga x cxembl C BBIIOJIHSETCS MHUIUAAIA3AIMS SHAYEHUI

{2 =g:i=1,....n—1}, {2']°=gi:i=mn,...,2n— 2},
{[az'"=g1:i=0,....,.n—1}, [p]°=g, {Bz]"=gi:i=1,...,n—1}

2. Hna j € {1,..., N} cropoHsl IpoTOKoIa P; BRIUACIAIT HAOOD 3HAYMEHMIT
[aj]h [Bj]h [xj}h
Ya,; = POK(ay, transcript, ; 1), yg; = POK(3;, transcript, ;_,),
Ypj = POK(:vj,transcriptLj_l),
{[o =2tV vi=1,... 2n =2}, {[aa'} = ajalfaa’} T 1i=0,...,n— 1},
{[B2'Y = BBzt i =0,...,n—1}.

3. Koopmuuarop eesogut (2', o/, f') = RB(J, 3), onpeenstorcst 3HAYCHUSI

{[2"] = 2" [N i =1,... -2}, {[az’] = 2" [z’ i =0,...,n—1},

{[B2"] = 6’ BN i=0,...,n—1}.
4. J1oCTOBEPHOCTD MOJTYYEHHBIX 3HAYCHUH BBIIIOJIHSIETCS IPOBEPKAMM

CheckPOK ([ay]1, transcript ; 4, %a,;), CheckPOK([3;]1, transcript, ;_1,93,),
CheckPOK([z;]1, transcript; ; 1, ¥x.;),
consistent ([0} ™" — [, (Faj» Ya;)), consistent([B17~ — [B)7, (raz, ys,)),

consistent([z]/ ™! — [2]7, (T:c,j>y1’,j))v

{consistent([z" ')/ — [2"), [2]7) i = 1,. - 23,
{consistent([z']] — [az']’, [a]?) : i ,n—1},
{consistent([z']] — [Bx'], [B)7) : i ,n—1}.

5. Ha Beixoy payrga Ne 1 mogaérca nabop 3HaveHunit

M; = {{[z"]:i=0, —1}, {[z": : ,...,2n—2},
{[axi]lzz':o,...,n—1},[],[], {|Bx ] =1,...,n—1}}.

Paynana Ne 2. BeimoHsroTcst cieayolme mari:

(10)

1. Jlnsa xkazkporo Bxoga x cxembl C BBIYUCISIIOTCS

K; = {Pui(z) + avi(x) + w;(x))/d i =1+1,...,m},
H; = {t(z)2')§ :i=0,...,n—2}.

2. Boimonnsgercst mHAIHAIU3AIN HEOOXOAMMBbIX JI/id payHaa N 2 3HadeHuil:

(K=K i=1+1,....m}, {(H]°=H :i=1+1,....m}, [6°=g.
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3. Ona je{l,...,N} cropousl IpoTokoja P; BHIUUCIAIOT HAOOP 3HAUCHUH

(611, ys; = POK(d;, transcript, ;_;), [0 = [0/,
{[K) = (K Y6 :i=1+1,....m}, {[H) =(H]})/§:i=0,...,n—2}.

4. Amnanoruuno paymay Ne 1, mycts (J — 1) — Bpemenuoii mHTEpBaa, B KOTOPBIH Py
orupasJisier coobienue. Bosonnrest &' = RB(J, 1) u oupexpensiiorcst 3nadenunst

0] = [0V /0, K]y = [KJN/8, [Hiy = [H]N/8.

5. Bepuduxarop naa j € {1,..., N} seraucnger rs; = R([0;]1, transcript, ;). Jlocro-
BEPHOCTD MOJYYEHHBIX 3HAYCHUI BLITOJHACTCA MTPOBEPKAME

CheckPOK([éj]l,transcriptzj_l, Ys.j), consistent([6]'~! — [6)7, (75,5, Y5.5))s
{consistent([K;)7 — [K;)" 1, [6;]) :i=1+1,...,m},
{consistent([H;)’ — [H;}’™*,[6]) :i=0,...,n—2}.

6. Ha Boixon paymmga Ne 2 mogaéres cieayroinuit Habop 3HAYCHHIA:
My = {0, {[Kili:i=1+1,....,m}, {[H]1:i=0,...,n—2}}. (11)
Pesyabrupyrtomas CRS [7| ocaoBana na M; (10) u My (11) u npuHuMaeT Buj
{[":i=0,....,n—1}{[z']y :i=mn,...,2n -2}, {[az']; : i =0,...,n — 1},

B, {[Bx1:i=1,....,n— 1}, {[z"t(x) /6], :i=0,...,n — 2},
{[(Bui(x) + avi(z) + wi(x)) /)1 i =1+ 1,...,m}.

[To cpaBrenuto ¢ paboroii [7], B [11] mpescraBieHo anbTepHATHBHOE TOKA3ATEIBCTBO 32~
muiménaoctn uHdopmaryu, cogepxkamieiics B CRS mporokona zk-SNARK [6]. das sToro
ACIIOJIB3YETCS 2-payHI0Bast NpoIeaypa (hOpMUPOBAHKS U TPOBEPKU KOPPEKTHOCTH Iy O IMU-
ubix 3uadenuii. [Iporokoa |11 dopmupyer nagéxnyio CRS u coxpaunsier koHduIeHIAATD-
HOCTb CEKPETHOIO BXOIa JJIs CAyYasd C eTHHCTBEHHOI YeCTHOH CTOPOHOH. 3aluiméHHOCTD
COXPAHSIETCS JazKe IPH JOCTYIIe 3/I0YMBITIIJIEHHUKOB KO BceM dTanaM pepangomu3anun CRS,
KpoMe ojiHoro. B pesyibrare nporokos [11] dopmupyer HOBbIe 0GHOBIsIEMbIe TTYOIHIHbIE
napamerpsl CRS jyist Zeash [4] u mposogut ux Bepudukanuio, paspusast ujen |7| vHa ocHoBe
uporokosa zk-SNARK [6]. Csoitcrso obnosasiemocru CRS nossossier gunaMudanomy Habo-
Py CTOPOH BHOCUTH B IyOJIMYHBIE HApaMeTpbl CEKPETHYIO CAy4YailHOCTbh HEOrDAHUYEHHOEe
KOJIMYIECTBO Pa3.

Ha kazkioMm sraie mpotoko.a |7] rpebyercs: Haninume X0Tst Obl OJJHON YECTHON CTOPOHBI.
[Ipu sTOoM BTOpPOIi 3Tan 7| 3aBucut ot mepsoro, mosromy dopmupyemas CRS He moxker
0GHOBJIsSITHCs. B mpoTokoste [12] sobas ctopora B J1i060e BpeMsi cocobHa OOHOBUTD U TIOT-
TBEPAUTH KOPPEKTHOCTH 00HOBIEHHON CRS. D10 BepHO, ectm onna u3 crapeix CRS mocto-
BepHA ¥ /WM OJHA W3 CTOPOH OOHOBJEHHUsT siBigeTcs decTHoi. Takum obpasom, CRS [12]
MOZKEeT HEIIPEePBIBHO PEPAHIOMU3UPOBATHCS ¢ COXPAHEHHEM Pe3yIbTaTOB BCEX HMPEIbLIYIHX
OOHOBJIEHHIA, YIOBIETBOPAS TOBEPUIO BCEX CTOPOH, 3aMHTEPECOBAHHBIX B HAIEXKHOCTH HOp-
MEUDYeMBbIX y6ananbX 3Hadenuii. Kpome toro, CRS [12] He npuBsa3biBaeTcss K KOHKPETHOM
JUCKpeTHON dyHKuu, modromy ssisiercs: yauBepcaabnoii CRS (Universal CRS, UCRS) u
MOJIXOIUT JJIsl PA3JIMIHBIX JUCKPETHBHIX (DYyHKINH. B onpeneéaHoM cMbIce TPOTOKO hop-
vuposarust CRS [12] BCé ermié ucnosnb3yer T0BEPEeHHYIO TPETHIO CTOPOHY, OJHAKO yBepeH-
HOCTh B 3amuménnoctn CRS moBbIIaercs, IOTOMY 9TO TOJIBKO OIHA IPeIblIyIas CTOPOHA
JTOIPKHA, YHIITOXKATH BBEIEHHYIO CEKPETHYIO CIyJIalHOCTD.
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Hampuwmep, cormacuo [12], CRS mporokosra zk-SNARK [18] moxker 6uITh 06HOBIIEHA,
B 10 Bpema Kak CRS mporokosa zk-SNARK «Pinocchios [2| me sBisiercst obHOBIsSIEMOI
1 TpebyeT BMeIaTeahCTBa JOBepeHHOH TpeTheii croponbl. VMcerounuk [12] Takke memoH-
CTpUpPYeT CI10co0 HApPYIIeHH 3alUIIEHHOCTHA HCTOPpHIecKn 6a30BOT0 MpoToKoIa zk-SNARK
«Pinocchio» [2].

PaGora [13] mpogomkaer paszsurue uzeii [12], rue ucnoab3yorces 0GHOB/IsSIEMbIE YHUBED-
caspibie crpykrypuposannbie CRS (Structured UCRS, SUCRS) u npuBogurcss mMeron, B
KOTOPOM HeHa,ZLé}KHBIe CTOPOHBI ITOBBLIIAIT MPOU3BOAUTECIBHOCTD IIaKeTHON BepI/ICbI/IKaHI/II/I
JIOKA3aTeabCTB. JTsl IPOU3BOJIbHBIX JTUCKPETHBIX (DYHKITHI T0KA3aTEJTbCTBO IPOTOKOA [13]
cocTapiisieT 256 6aiiT, Bce KOMIOHEHTHI KOTOPOr'o NMPHHAIJIEXKAT OJHON I'PyIIIIe.

Ycrpanenne yazpumoctu nporokosa zk-SNARK 3. Ben-Caccona,
A. Ksesbl, 9. Tpomepa, M. Bup3ssl

Ucrounuk |9] packpeiBaer omuOKy B ommcanun mporokosa zk-SNARK [3]. Ilo cpas-
HEHUIO ¢ UCXOmHOH Bepemeii mporokosa zk-SNARK «Pinocchios [2], cxema [3] BKIouaer
B CRS u36BITOYHBIE 97EMEHTBI, KOTOPBIE BaXKHO HE PACKPBIBATH. YSI3BHMOCTDH MO3BOJISET
IIPH HAJIMYUH KOPPEKTHOIO JOKA3ATEJbCTBA /s HEKOTOPOTO OTKPBITOTO BXOJA CO3/aBaTh
KOPPEKTHBIE JIOKA3ATEIbCTBA Jist JII000r0 OTKPHITOro Bxoja. B [9] mpencrasieHo Takxke
JOKa3aTesIbeTBO HaAéKuHocTH mporokosna zk-SNARK [3] mpn uckmouenun u3 CRS ganubix
9JeMeHTOB H yaoBaeTBopennn QAP ompeneéHHbIM areGpanIecKuM YCIOBHSIM.

Ucrounuk [10] onmuceiBaer otnnans nporokoaos zk-SNARK [2] u [3]. Tlokasana ysa3su-
MOCTD |3], B KOTODOIl HAPYIIUTEIb MPEACTABISCT JIOKHBIE OTKPBHITBIH BXOJ U JOKA3ATEb-
cTBO, npuHuMaemble Bepudukaropom. Cornacuo [10], yerpanenue ysaspumocreit [3] rpeGyer
M3JeP’KEeK W KOMITPOMHUCCOB Tpon3BoauTenbHoCTH. Ha ocHoBe pesyabrartos [10]| B mcnpas-
Jernoit Bepcun paborst [3| B Buze [19] araka O6biia ocnabiaena. Oanako B [9] mpencrasiena
Gostee cepbésnasi ysa3BUMOCTH mpoTokosa zk-SNARK [3] na ocHoBe H30BITOYHBIX JIeMEH-
ToB KJ04a dhopmupoBanus jokazaresbcrsa. [Iporokosst zk-SNARK |5, 20, 21| u peasn-
sanust |22 ocHoBanbl Ha [3], mosTOMY yHacAemOBaMH TPOOJIEMbI 3aITUINEHHOCTH. Pean3a-
st [23] He ncmoab3yeT n3OBITOYHBIE SJIEMEHTHI, TI09TOMY He ToABeprKeHa arake [9)].

Jl1s ommcamust ycTpaHeHust ya3BUMOCTH [9] mcmosib3yercs HOTAalus HPOTOKOJa zK-
SNARK [3], rme m —pasmep QAP; d—cremenb QAP; n—pasmep OTKPHITOTO BXOJa
z € F"; QAP mveer dopmy {{4;(X),B;(X),Ci(X) : i = 0,...,m},Z(X)}; crenenn
A;, B;, C; € F[X] ue soimie d; Z € F[X] u mveer crenens d; [x]; = ¢gF upu (¢;) = G;.

Taxmv o6pasom, B [3] snementor pkly; = [aapadi(T)]1 He ucnonbsyOTCA MOKA3HIBATO-
UM # BepuUKATOPOM, OJHAKO MO3BOJIAIOT JTOKA3BIBAIONIEMY 3aMEHATH OTKPHITHIE BXO/IbI
Ha OCHOBE KOPPEKTHOTO JOKA3ATEIHCTBA. DTO BO3MOKHO 38 CUET BBEICHUS MHOKHUTES JJIsT
KOMIIOHEHTBI JTOKA3aTeIbCTBA T4, ITO H3MEHSET 3HAYEHHE OTKPBITOTO BXOJA, CBSI3AHHOIO
C MCXOJHBIM JIOKA3ATeNbCTBOM, ¢ T = (T1,...,2,) € FN ma 2/ = (2,...,2/) € FN. Tlep-
Boe ypasHenue Bepudukanun [3] e(m'y, go) = e(ma, [aala ) AL KOMIIOHEHT JIOKASATEILCTEA

= [paAmia(T)]1, 7y = [0apaBmia(T)]1, Tae Apig = Z%A Zx A;, IpU3BaHO HEJIO-

=0 =0
IIYCTUTHL HeXKeJlaTeJbHOoe IMoBelcHue, Ho n30BITOYHBIE 3JeMEHThl TAKIKE INO3BOJILIOT 3JI0HA-

MEPEHHOMY JTOKA3BIBAIONIEMY T00ABUTH AHAJTOTHIHBII MHOKATEIL K 4. B pesynbrare ms
U3MEHEHHOI'O OTKPBITOrO BXOJa Bepuukalus cranoBurcs ycnenrnoii. [logpobuoctu ataku
npuBeeHs! B [9).

Yazsumocts nporokosa zk-SNARK [3] yerpansercsa uckimodenueM u3 Kioda J0Ka3a-
TeabeTBa Habopa pky ; = [aapaAi(T)]1 1 uconpzosarnem QAP ¢ MHEIHO He3aBUCHMBIMMI
nonmaoMamu {A; : i = 0,...,n} [10], Koropsie He mepecekaloTcst B uHjekcax i € {0,...,n}



3awmnwérnoe hopmuposaHme nybaudHbIX NapaMeTpoB apryMeHTOB C HyneBbiM pasrnatienuem 37

ni€{n+1,...,m}. B pesyabrare usmenenns nporokosa zk-SNARK [3] ¢ yuérom momu-
dbukanuii |9] npuHIMAIOT CIeTYIOTTHIT BIT:

AaroputMm popMupoBaHuUs KJIIOYei

1. BwiBoggrcs ciydaiiHble CEKPETHBIE 3HAYCHUS T, PA, PB, XA, AR, Ac, Y, 3 € F7.

2. Jna i €{0,...,d} seraucasiorcs 7.

3. Hnsti € {0,...,m} BBIYUCISIIOTCA KOMIOHEHTHI KJIIOUYA JOKA3ATEbCTRA:

paAi(1), ppBi(T), apppBi(T), pappCi(T),
acpapsCi(T), B(padi(T) + ppBi(T) + papCi(T)).

4. Qopmupyercst Habop (a4, ap, ac, Y, B, pappZ(T)) u jas i € {n+1,...,m} Borauc-
ATt aapaAi(T).

AgropurMm Bepudukammn
n

Borancisiercs Pl(z) = paAo(7)+ D xipaAi(T) 1 npoBepsieTcst BBIIOIHEHUE CJICIYIOMUX
i=1

YPpaBHEHUNA:

/ / /
Ty = QAT A, Tp = QBTR, To = QCTC,

v = By(Pl(x) + a4+ 75+ 7c), (Pz)+ ma)mp =7c +75Z(T)paps.

4. Ycrpauenune ys3pumoctu nporokosa zk-SNARK 1. Cpora

[Tporokon zk-SNARK [8] ocroBan Ha nporpaMmax KBaJpaTudHoii apudmeruku (Square
Arithmetic Program, SAP) u Guaunelinom cnapuanuu. B [8] mpuHSTH Mepbl 0 ycTpa-
HeHuIo mpobeM 3amuiénnoctu nporokosia zk-SNARK [6, 1], B koropom ypaBHeHue Be-
pudukanuu Jijis u3BeCTHOro0 noauHoMa f(P) u cekperHbix «, 3,9 umeer Buj e(A, B) =
= e(g®, h)e(g/ @), h)e(C, h%). B nannom ciydae IPOTHBHHK MOMKET H3MEHHTD TEKyIee JI0-
Ka3aTeJbCTBO B JPYroe J0Ka3aTeJIhCTBO TOTO YK€ COCTOAHust ¢. IIpm 3ToM OH mmeer aBa
crrocoba paHIOMHU3ANNE KOMIOHEHT joKasareabersa (A, B, C').

B nmepsoMm ciydyae OpOTUBHHUK I HEKOTOPOTO 7" IEepeHA3HAYAET KOMIOHEHTHI JOKA3a-
teabersa B Buge A' = A7, B = BY", C' = C. Araxa ycrpansercs 106aB/IeHIeM IPOBEPKHI
e(A,h) = e(g, B), a nag 3navenus r = —1 ypaBHeHne BepH(bDUKAIME KOPPEKTHPYETCS [Tk
ncronbzosanms e(Ag®®, Bh?) mvecto e(A, B). Bo BTOpom ciydae TPOTHBHUK BBHITIOTHSIET
nepenasHadenue suna A’ = A, B’ = Bh', C' = A"C. Jlng yerpanennd ataku B CRS BKII0-
qatored h°, g7 u h?%, a ¢° mckmouaerca. Ho ecin mpoTuBHEK ycranasiusaer B = Bh', 1o
eIMHCTBEHHLIM BO3MOXKHBIM 3HAYCHHEM, YAOBICTBOPIONIUM IPEICTABICHHOMY HUKE yPaB-
mennio sepuduramuu, 6yter A = Ag" Bmecro pocrynnoro A’ = A, KOTOpoe HPOTUBHHK
BHIYUCIATE He criocoben ey orcyrersus ¢° B CRS. 3mauenne r = &(7) coorsercTyeT
sHaueHuio nojaunoma ® B cekpernoii «aseiike» 7. Pesynbrupyomue ypasHenns sepudu-
KAIlMU IIPeJICTABICHB HUZKE B AITOPUTME BepU(UKAIMK JOKA3ATEIbLCTB.

B pabore [8] ucnonn3yercst gactubiii ciydait QAP mox nassanuem SAP, rie u;(x) = v;(x)
s Beex 1. PopmasibHoe onpeaenenne SAP umeer caegyronuit Bu;

R = (p,G1,Gs,Gr, el {u;(x), wi(x) : i =0,...,m},t(x)).

Busmneiinas rpyina onpejesiser Koneunoe noje Z, jis npocroro p > 22711 <1 < m,
wi(x),w;(x),t(x) € Zy[r] n u(z), w;(r) umeior crporo Gojaee HU3KYIO CTENEHDL, YeM N =
= deg(t(z)). Muoxkectso S = {u;(z) : i =0, ...,[} IuHEHAHO HE3ABUCUMO, BCAKHUIA MTOTHHOM
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u;(x) € S ymueitno He3aBucuM or MHOXkecTBa {u;(x) : j =1+1,...,m}. B pesynbrare mpn
sg = 1 mporpamma SAP onpegensier cieayromnee OHHAPDHOE OTHOIIEHUE:

= {(qﬁ,w) cp=1(81,...,81) EZ;,w: (S141y- -, Sm) EZ;"H,

m m 12
3h(z) € Zy[x] (deg(h) n—2& (3 siui(x))z = > s;w;(z) + h(m)t(a:)) } (12)
i=0 i=0

Aaroputm dhopMupoBaHus KIroUeil (Crse,, p) < Setup(1*,sap)

Ha ocuose orHomenust R (12) u mapamerpa samurbl A BeipabareiBatorcst CRS u p—
K109 npoBepku KoppektHoctu CRS. AnropurMm Setup BBHIIIOIHSIET CJIeIVIOIIME INATH:

1. BoBomarcsa caydaiinble 3aeMeHTHl 11 (GOPMUPOBAHUS KIH09a BePU(MDUKAINA T =

= (a,3,7,0,x) € L3, rakue, uro t(x) # 0.
2. Borauciasierca CRS

Y6t (z) '\/25t(w)2’g(oc+ﬁ)7(5t h h,@ h& hﬁé hv&f héz’

CrSsap = (ga,gvagxagaé»g 9
{ng’ R gv25t(x)fi 1i=0,...,n— 1}, {g?WTethu) gy — o1y, (13)
(AP i =11 )

3. Bwrumcisercs Kiaiod p 6e3 paCKpHITHs 3HAUEHHs O, IpeHA3HAYCHHBIH IS TPOBep-
ku Koppektnoctu CRS (13):

p=(g*h" g,k g%).

4. Ha BbIxos mogaéres Tpoiika (crs, T, p).

Crpoka CRS (13) cogepxur m + 2n + 5 snemenroB u3z Gy u n + 3 snemenron u3 Go.
Kpurngecku saxuo, uro6sl CRS He comeprkasa 3nauenuii Bua ¢, ¢°, B KOTOPBIX b aBJisteTcs
HEOOJIBINON BEJTMUNHOM, HAIPUMEP OUTOM, 3a CYET Yero HapyIIMTEh MOKET BOCCTAHOBHTH
JAHHYIO EPEMEHHYIO ¥ PEIUTh 33J1a4y JIUCKPETHOrO JOrapudMUPOBAHKS.

Anropurm nposepku CRS-crpyktypst 0/1 + UpdateVerify(1%, sap, crsqp, p)

1. Brimonnsercs npoBepka Habopa ypaBHEHUI

e(9*, h) = e(g*, 1%, e(g7°, n%) = e(g7, 17°),
e(g”, h) = e(g", h?), e(g"’, h‘s) e(g7, h®),
e(g"te) p10) = e(g7"®), h1%) = (g, h7°H), "
_ e(g'yé( (z)—to 76/w’ h'yém)e(g—tg'ytg’ h'y5>’ ( )
6(9 26t (z hé) _ e(g'yét(x), h’yét(:p))’ e(g(aJrﬁ)'yﬁt(x)’ hé) _
e(g7, h’) = e(g, h"), = e(g*°, hW°H®)e(g!®) pF?).
2. Bwimonngercst mpoBepka Habopa ypaBHEHU IS PA3/JIMUIHBIX WHIEKCOB 7:
0<i<n—2 : e(g" ™) =e(g,h"™""), e(g" h%7) = e(gn=™" h7°),
1 < i <n-— 1 - (972515(96):0 hwﬁ) _ e(g'y& h'yéz )
<i< Yow; (x +5(a+,3)u1 z) K0\ —
0<1<l e(g ), W) = (15)

— 6(9757 h’yéwi(x))e(goﬁ’ h'ydui(:c))e<g'y§ui(x)7 hﬁé),
l+1 < i < m o 6(9725wi(x)+wé(a+ﬁ)ui(x)’hé) _

— 6(975, h’yéwi(x))e(goﬁ’ h’y(5ui (ac))e<g'y§ul(z’) 7 hﬁé) )

3. Ecau Bce mposepku (14) u (15) BBIMOTHSIIOTCS, TO HA BBIXOJ HogaéTcst 1, naade 0.
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AnropurMm gokasbiBaroriero 7 <— Prove(info, ¢, w)

AropuTM  TOKa3BIBAIONIETO AHAJM3UDPYET MyOJUIHBIE ¢ W MPUBATHBIE W 3HAYCHUS
BXOJIOB-BBIXOJIOB JIOTHYIECKUX JT€MEHTOB cxXeMbl (1, a1, ..., a,,) u BcrpanBaer onenkn SAP-
IOJITHOMOB  @;1; (), TIOJyYeHHbIE B CAYYaifiHON CeKpeTHON TOYKe T, B OJMH 3JIEMEHT MPO-
Bepku B G u B ouH ssemenT npoBepku B Gy, Ha ux ocHOBe CTPOHTCH TPETHii 9JIEMEHT J10-
Ka3aTeIbCTBa, TTOKA3aTeIeM KOTOPOTO sSIBASIETCs TPON3BeIeHne ToKa3aTe el mepBhIX IBYX
9J1eMeHTOB; info = (bp7 sap, Crsep, €(g%, h“)). AjtropuT™ BBINOJIHSET CJAEAYIOIINE TITar:

1. BolOupaerca ciay4aiiHblil sj1eMeHT 1 € Z, ajid obecriedenus cpoiicTBa ZK.

2. Bpmosingercs BpiOOpKa IyOJIMYHBIX M IPUBATHBIX 3HAYEHHH BXOJI0B-BBIXOJIOB JIOI'U-
9eCKHX 37eMeHTOB cxeMbl (¢ || w): (aog, ay,. .., ay,) < Parse(1, ¢, w).

3. Berumcasgercs MHOTOYJIEH-/I€JINTETH

m 2 m
h(xz) = (;} aiui(x)> — ;)aiwi(:v) /().
4. Boraucsasores KOMIOHEHTH JJoKa3areabcrBa m = (A, B, C):

1=

A = gvé (rt(ﬂv)—i-g:oami(m))

)

B h’yé(rt(x)Jrii::()aiui(m)) (16)

)

75< S ai(ywi(@)+(atByui (@) +r(atB)t(@) +7t(@) (r2H(@) +h(z)+2r i aiui(x)>
C — g =0 .

i=l+1

5. Ha Bbixox nogaéres jgokazarenscrso m = (A, B, C).

Pasmep nokaszarenbcrsa (16) cocrasiser apa snementa u3 Gy u oqun siement u3 Go.

Aaropurm Bepudukaropa 0/1 « Verify(info, ¢, 7)

C ucnosib30BanneM OMINHEHHOTO ciapuBaHus BepudUKATOP IPOBEPSIET, YTO KOMIOHEH-
el A u B nokasarenbctBa 7 (16) umeror obiue mokasaresu creneneii. Takzke npoBepseTcs,
4TO MOKA3aTeIh CTernenn KoMmronenTa C' TOKa3aTeaheTBa T ABIACTCA MPOU3BEICHUEM MO~
KasaTeseil mepBbIX IByX KOMIIOHEHT. Asropurm Verify BoIIOIHSET CleAyIoIne IIary:

1. Bwimoaunsgercs BbI60pKa OTKPBITBIX 3HaYECHUN BXOJO0B JIOTUYCCKUX 3JIEMEHTOB CXe-
MBI ¢: (ag, aq, ..., a;) < Parse(1, ¢).
2. Boinosasiercs pasjiesienne KOMIOHEHT JoKa3areabeTsa (16):

(A, B,C) € Gy x Gy x Gy < Parse(m).

3. Brimosingercs npoBepKa ypaBHeHUI BepupUKAIMH

l
a; 0 (yw; (2)+(a+8)u;(z
(Ag™s, B = (g, W) (=" Yooy, gy

e(A,h) =e(g, B).

Kowmmonenta A ofano3Ha4dHO omnpejesser B depe3 Bropoe ypaprenne (17), a mna-
pa (A, B) ognosnauno onpejensier C' depe3 nepsoe ypasuenue (17).
4. Ecsu Bce npoBepku (17) BBIIOJHSAIOTCsI, TO BRIBOAUTCS 1, nHade 0.

Anropurm MozenupoBaHusg gokasareabcrBa 7 <— Sim(bp, sap, crsep, T, @)
3a c4éT «JIa3eiKu» T BO3MOXKHO BBIBECTH KOPPEKTHBIE JOKA3ATENbCTBA. /I 9TOro BbI-
HOJTHAIOTCS CJICAYIONHAE IarK:
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1. BoimosHsieTcst BHIOOPKA OTKPBHITHIX 3HAUEHUH BXOIOB JIOTHIECKHX 3IJEMEHTOB CXe-
Mbl ¢: (ag, aq, ..., a;) < Parse(1, ¢).

2. Bwibupaercs caydaitHoe 3HaUeHue [ € 7.

3. Bblunc/10Tes KOMIOHEHTH JjoKasatesibersa (A, B = gho h#d).

l
(B26+(atB)ud—76 3 ai(ywi(w)+(atB)ui(x)))
4. Breruucsasiercs kommnounenta C' = g i=0 .

5. Ha Beixon momaérest gokazarenscrso m = (A, B, C).

3akJJdyeHue

PacemoTpenst ciocoObl yeTpaHeHusl ysa3BuMocTel mpoTokoios zk-SNARK, ocHoBanHBIX
Ha Hapyienuu 3anumennoctu dhopmuposanust CRS |5, 7, 11-15|. IpencraBiennsie npoTo-
KOJIbI TIOCTpOeHns HAMEKHBIX CRS gaB/ISIOTCS CAMOCTOSITE/TLHBIME U TSI?KEJIOBECHBIMU KOH-
CTPYKIMSIMU, KOTOPBIMH BO3MOKHO pacimupsath mpotokosbl zk-SNARK, nampnwmep |2, 3, 6].
[IpoBepka koppekTHOCTH (hopmupyembix CRS, Hampumep |5, 7|, IpOKCXOAUT TOCTIE BBITOJ-
HEHWs BCEro MPOTOKOJA, 9TO B CJy4Yae BBIABJIEHHUS YACTBIX HAPYIIEHHN MOXKET OKa3aTh-
cd HEJIOCTATKOM WM TpeOyeT MOBTOPHOTO BBIMOJIHEHUs Bcero mporecca moctpoenuss CRS.
Omucanpr Gostee 3amuménnsie Bepcun n1pororokosos zk-SNARK [6, 3| B Buxe momepru-
supoBaHHBIX cxeM [8-10]. Ormeuaercs [24], uTo paccmorperHbie B paboTe TPOTOKOJBI 7k-
SNARK [2, 3, 6] umeror dpukcupoBaHHBIH pazMep J0KA3aTENbCTB U TIOCTOSHHOE KOJTHIECTBO
ypaBHeHU BepuDUKAIUU, ITO JOMOTHATEIHHO 0OOCHOBBIBAET MEIeCO00PA3HOCTh WX MPaK-
THYeCKOro mpuMeHeHus. 1IpoGaeMbl 3aIUIMERHOCTH IPYTUX TPOU3BOAUTETBHBIX TPOTOKO-
a0 zk-SNARK [24], nanpumep [19, 20, 25-29|, B mybauasHoM JOCTyIIEe HE HPEICTABICHbI,
MO9TOMY WX TAKZK€ MOYKHO PACCMaTPUBATh B KAYECTBE KAH/IHMIATOB HA MPAKTHIECKOE TPHU-
MeHEeHTe.
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