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Ðàññìàòðèâàþòñÿ èçâåñòíûå ìåòîäû óñòðàíåíèÿ óÿçâèìîñòåé êðàòêèõ íåèíòåð-
àêòèâíûõ àðãóìåíòîâ ñ íóëåâûì ðàçãëàøåíèåì íà îñíîâå êîððåêòèðîâêè óðàâíå-
íèé âåðèôèêàöèè äîêàçàòåëüñòâ, çíà÷åíèé ïóáëè÷íûõ ïàðàìåòðîâ â âèäå ãëàâíûõ
ññûëî÷íûõ ñòðîê è êëþ÷åé ôîðìèðîâàíèÿ äîêàçàòåëüñòâ. Îïèñàíû ñïîñîáû çàùè-
ù¼ííîãî ôîðìèðîâàíèÿ ãëàâíûõ ññûëî÷íûõ ñòðîê ñ èñïîëüçîâàíèåì äîâåðåííîé
òðåòüåé ñòîðîíû è ìíîãîñòîðîííåãî âçàèìîäåéñòâèÿ.
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The methods of eliminating vulnerabilities of zero-knowledge succinct non-interactive
arguments of knowlede are considered. The methods are based on the security of
public parameters formation in the form of common reference strings using a trusted
third party and multilateral interaction. The multilateral formation of the common
reference strings uses the only honest party with a fixed and unlimited set of partici-
pants, as well as verification of the reliability of the results. Examples of increasing the
level of security of zero-knowledge succinct non-interactive arguments of knowledge
based on the correction of proof verification equations and the values of the common
reference strings, eliminating redundant elements from the common reference strings
and the keys of proof formation are given. The protocols that develop the construction
of the common reference strings from static to updatable and universal versions are
mentioned.
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Ââåäåíèå
Îïèñàíû ñïîñîáû óñòðàíåíèÿ óÿçâèìîñòåé ïðîòîêîëîâ zk-SNARK [1], îñíîâàííûõ

íà çàùèù¼ííîì ôîðìèðîâàíèè ïóáëè÷íûõ ïàðàìåòðîâ â âèäå ãëàâíûõ ññûëî÷íûõ
ñòðîê (Common Reference String, CRS) ñ èñïîëüçîâàíèåì äîâåðåííîé òðåòüåé ñòîðî-
íû è ìíîãîñòîðîííåãî âçàèìîäåéñòâèÿ. Äëÿ ïðîòîêîëîâ zk-SNARK [2, 3], èñïîëüçóå-
ìûõ â êðèïòîâàëþòå Zcash [4], ðàññìàòðèâàåòñÿ ìíîãîñòîðîííåå ôîðìèðîâàíèå CRS [5]
ñ åäèíñòâåííîé ÷åñòíîé ñòîðîíîé. Äëÿ ïðîòîêîëà zk-SNARK [6] íà ïðèìåðå [7] ðàñ-
ñìîòðåíî áîëåå çàùèù¼ííîå ôîðìèðîâàíèå CRS ñ íåîãðàíè÷åííûì íàáîðîì ñòîðîí
â ðàñøèðÿåìîì îíëàéí-ðåæèìå, âåðèôèêàöèåé ðåçóëüòàòîâ è åäèíñòâåííîé ÷åñòíîé
ñòîðîíîé. Ïîâûøåíèå óðîâíÿ çàùèù¼ííîñòè ïðîòîêîëà zk-SNARK [6] òàêæå ïðåä-
ñòàâëåíî ïåðåðàáîòàííîé âåðñèåé [8], â êîòîðîé âûïîëíåíà êîððåêòèðîâêà óðàâíåíèé
âåðèôèêàöèè è çíà÷åíèé, âêëþ÷àåìûõ â CRS. Ñîãëàñíî èñòî÷íèêàì [9, 10], óêàçûâà-
åòñÿ îøèáêà îïèñàíèÿ ïðîòîêîëà zk-SNARK [3], îñíîâàííîãî íà ïðîòîêîëå zk-SNARK
¾Pinocchio¿ [2]. Óÿçâèìîñòü [9, 10] îïèðàåòñÿ íà èçáûòî÷íûå ýëåìåíòû, âêëþ÷àåìûå
â CRS è êëþ÷ ôîðìèðîâàíèÿ äîêàçàòåëüñòâ, êîòîðûå ïîçâîëÿþò ñòðîèòü äîêàçàòåëü-
ñòâà äëÿ ïðîèçâîëüíûõ îòêðûòûõ âõîäîâ. Ïðèâîäèòñÿ ìåòîä [9] óñòðàíåíèÿ óêàçàííîé
óÿçâèìîñòè.

Â êà÷åñòâå óïîìèíàíèÿ ïðèâîäèòñÿ íàáîð ïðîòîêîëîâ [11�13], ðàçâèâàþùèé ôîð-
ìèðîâàíèå CRS [7] îò ñòàòè÷åñêîé äî îáíîâëÿåìîé è óíèâåðñàëüíîé âåðñèé, â òîì
÷èñëå äëÿ ïðîòîêîëà zk-SNARK [6] è êðèïòîâàëþòû Zcash [4]. Ñîãëàñíî èñòî÷íè-
êàì [14, 15], êðàòêî îòìå÷åíà âîçìîæíîñòü ïîâûøåíèÿ óðîâíÿ çàùèù¼ííîñòè ïðîòî-
êîëà zk-SNARK [2] äëÿ ñëó÷àÿ ñãîâîðà âñåõ ñòîðîí ôîðìèðîâàíèÿ CRS ïðè óñëîâèè
ïðåäâàðèòåëüíîé ïðîâåðêè äîêàçàòåëüñòâ.

1. Ïðîòîêîë íàä¼æíîãî ôîðìèðîâàíèÿ CRS
ñ ôèêñèðîâàííûì íàáîðîì ñòîðîí

Â [14] ïðåäñòàâëåí ìåòîä ôîðìèðîâàíèÿ CRS äëÿ ñëó÷àÿ ñãîâîðà âñåõ çàäåéñòâî-
âàííûõ ñòîðîí, ïðè êîòîðîì íàðóøèòåëè ñïîñîáíû ðåêîíñòðóèðîâàòü ¾ëàçåéêó¿ τ
è ïîääåëûâàòü äîêàçàòåëüñòâà π. Â ðàáîòå [5] óñòðàíÿþòñÿ ïðîáëåìû çàùèù¼ííî-
ñòè [14] è ïðèâåä¼í ìíîãîñòîðîííèé ïðîòîêîë ôîðìèðîâàíèÿ CRS äëÿ ïðîòîêîëîâ
zk-SNARK [2, 3], èñïîëüçóåìûõ â êðèïòîâàëþòå Zcash [4]. Åñëè õîòÿ áû îäíà ñòîðî-
íà ÿâëÿåòñÿ ÷åñòíîé, òî êîíñòðóèðîâàíèå ìîøåííè÷åñêèõ äîêàçàòåëüñòâ ñòàíîâèòñÿ
íåâîçìîæíûì. Äîïîëíèòåëüíî îáåñïå÷èâàåòñÿ ñâîéñòâî íóëåâîãî ðàçãëàøåíèÿ (Zero-
Knowledge, ZK), äàæå åñëè âñå ñòîðîíû ÿâëÿþòñÿ íàðóøèòåëÿìè.

Â ïðîòîêîëå ôîðìèðîâàíèÿ CRS [5] ïðèíèìàþò ó÷àñòèå n ñòîðîí, êîîðäèíàòîð
è âåðèôèêàòîð. Ðîëü ïîñëåäíèõ ìîæåò âûïîëíÿòüñÿ îäíèì ñåðâåðîì. Ïðîâåðêà êîð-
ðåêòíîñòè ðåçóëüòàòîâ ïðîòîêîëà ïðîèñõîäèò ïîñëå åãî ïîëíîãî âûïîëíåíèÿ, ÷òî ìî-
æåò îêàçàòüñÿ íåäîñòàòêîì è ïîòðåáóåò ïåðåâûïîëíåíèÿ âñåãî òÿæåëîâåñíîãî ïðîöåññà
ôîðìèðîâàíèÿ CRS. Ïðîòîêîë ñîñòîèò èç ÷åòûð¼õ ðàóíäîâ, ãäå êàæäàÿ ñòîðîíà Pi,
i = 1, . . . , n, ìîæåò îòïðàâèòü ñâî¼ ñîîáùåíèå ïîñëå ïîëó÷åíèÿ ñîîáùåíèÿ îò Pi−1, à P1

íà÷èíàåò ðàáîòó ïîñëå ïðè¼ìà ñîîáùåíèÿ èíèöèàëèçàöèè. Â ïðåäåëàõ êàæäîãî ðàóíäà
ñòîðîíû ìîãóò îòïðàâëÿòü ñîîáùåíèÿ äëÿ êîîðäèíàòîðà ïàðàëëåëüíî. Òàêèì îáðàçîì,
ïðîòîêîë ôîðìèðîâàíèÿ CRS [5] èìååò âèä:
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Ðàóíä � 1. Äëÿ i = 1, . . . , n ñòîðîíû Pi âûïîëíÿþò ñëåäóþùèå øàãè:

1. Âûâîäÿòñÿ íàáîðû ñëó÷àéíûõ ýëåìåíòîâ èç F∗
r (äëÿ íàãëÿäíîñòè çäåñü è äàëåå

i-èíäåêñû âèäà ρB,i íå ïðèâîäÿòñÿ, à ïîäðàçóìåâàþòñÿ ïî óìîë÷àíèþ):

secretsi = {τ, ρA, ρB, αA, αB, αC , β, γ},
elementsi = {τ, ρA, ρB, αA, αB, αC , β, γ, ρAαA, ρBαB, ρAρB, ρAρBαC , βγ}i.

(1)

2. Íà îñíîâå (1) âû÷èñëÿåòñÿ íàáîð ýëåìåíòîâ, äëÿ ÷åãî Pi âûáèðàåò ñëó÷àéíûå
f1, f2, f3 ∈ G2 \ {0}, f4, f5, f6, f7, f8 ∈ G1 \ {0}, à çàòåì ñîõðàíÿåò íàáîðû ýëåìåí-
òîâ G2 è G1 ñîîòâåòñòâåííî:

e
(2)
i = {f1, f1ρA, f1ρAαA, f1ρAρBαC , f1ρAρB, f1ρAρBαB, f2, f2β, f2βγ, f3, f3τ},

e
(1)
i = {f4, f4αA, f5, f5αC , f6, f6ρB, f7, f7ρA, f8, f8γ}.

3. Âû÷èñëÿåòñÿ ðåçóëüòèðóþùèé âåêòîð ei =
(
e
(1)
i ∥ e

(2)
i

)
.

4. Ñòîðîíû Pi øèðîêîâåùàòåëüíî ïåðåäàþò hi = COMMIT(ei), ñîîòâåòñòâóþùåå
âû÷èñëåíèþ õåø-ôóíêöèè (â ðàáîòå [5] èñïîëüçóåòñÿ BLAKE-2).

Îòíîñèòåëüíî ei òðåáóåòñÿ, ÷òîáû äëÿ êàæäîãî s ∈ secretsi (1) ïðè s ∈ F∗
r âñåãäà

ïðèñóòñòâîâàëà íåîáõîäèìàÿ s-ïàðà (p, q), ãäå s · p = q. Äëÿ êîíêðåòíîé ãðóïïû èñ-
ïîëüçóåòñÿ òåðìèí G-s-ïàðà. Íàïðèìåð, ïî f1, f1ρA, f1ρAρB ñòðîÿòñÿ ρA-ïàðà (f1, f1ρA),
ρB-ïàðà (f1ρA, f1ρAρB) è ρAρB-ïàðà (f1, f1ρAρB).

Ðàóíä � 2.
× à ñ ò ü 1 . Âûïîëíÿåòñÿ ðàñêðûòèå îáÿçàòåëüñòâ, ïðè êîòîðîì ñòîðîíû Pi øèðî-

êîâåùàòåëüíî ïåðåäàþò ei, à âåðèôèêàòîð ïðîâåðÿåò ñîîòâåòñòâèå hi = COMMIT(ei).
Äàëåå elementsi (1) ïðèíèìàþò íàèìåíîâàíèå çàôèêñèðîâàííûõ ýëåìåíòîâ, òàê êàê
ê òåêóùåìó ìîìåíòó âûïîëíåíèÿ ïðîòîêîëà äëÿ êàæäîãî s ∈ elementsi ñòîðîíû îò-
ïðàâèëè s-ïàðû äëÿ G1 è G2 â âèäå rp1s è rp2s. Äëÿ ïðåäñòàâëåííûõ íèæå çíà÷åíèé
ïåðåäàííûå ñòîðîíàìè Pi ýëåìåíòû è s-ïàðû èìåþò ñëåäóþùèé âèä:

τ : (rp1τ , rp
2
τ ) = (g, τg), γ : (rp1γ, rp

2
γ) = (g, γg),

ρA : (rp1ρA , rp
2
ρA
) = (g, ρAg), ρAαA : (rp1ρAαA

, rp2ρAαA
) = (g, ρAαAg),

ρB : (rp1ρB , rp
2
ρB
) = (g, ρBg), ρBαB : (rp1ρBαB

, rp2ρBαB
) = (ρAg, ρAρBαBg),

αA : (rp1αA
, rp2αA

) = (ρAg, ρAαAg), ρAρB : (rp1ρAρB , rp
2
ρAρB

) = (g, ρAρBg),

αB : (rp1αB
, rp2αB

) = (ρAρBg, ρAρBαBg), ρAρBαC : (rp1ρAρBαC
, rp2ρAρBαC

) = (g, ρAρBαCg),

αC : (rp1αC
, rp2αC

) = (ρAρBg, ρAρBαCg), βγ : (rp1βγ, rp
2
βγ) = (g, βγg).

β : (rp1β, rp
2
β) = (γg, βγg),

(2)

× à ñ ò ü 2 . Ïðîâåðÿåòñÿ ôàêò ôèêñàöèè ñòîðîíàìè Pi ïàð ýëåìåíòîâ èç G1 è G2,
âõîäÿùèõ â rp1s è rp2s, ñîîòâåòñòâóþùèõ s-ïàðàì îäèíàêîâûõ ýëåìåíòîâ s ∈ F∗

r. Äëÿ i ∈
∈ {1, . . . , n}, s ∈ elementsi âåðèôèêàòîð çàïóñêàåò ïðîâåðêó

SameRatio(rp1s, rp
2
s) = SameRatio((p, q), (f,H)). (3)

Ïðîâåðêà (3) óñïåøíà, åñëè ïðè p, q ∈ G1 è f,H ∈ G2 âñå ÷åòûðå ýëåìåíòà íå ðàâíû 0
è e(p,H) = e(q, f) äëÿ áèëèíåéíîãî ñïàðèâàíèÿ e(ag1, bg2) = gabT .

× à ñ ò ü 3 . Âûïîëíÿåòñÿ äîêàçàòåëüñòâî è ïðîâåðêà çíàíèé äèñêðåòíûõ ëîãàðèô-
ìîâ. Ñòîðîíà P1 âû÷èñëÿåò äàéäæåñò ñîîáùåíèé ðàóíäà � 1 h = COMMIT(h1 ∥ . . . ∥
∥ hn) è øèðîêîâåùàòåëüíî åãî ïåðåäà¼ò. Çàòåì äëÿ i = 1, . . . , n âûïîëíÿþòñÿ ñëåäóþ-
ùèå øàãè:
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1. Äëÿ s ∈ secretsi (1) ôèêñèðóåòñÿ hi,s = (h ∥ rp1s). Âñå ñòîðîíû Pi è âåðèôèêàòîð
èìåþò ýëåìåíòû äëÿ âû÷èñëåíèÿ òåêóùåãî øàãà.

2. Äëÿ êàæäîãî s ∈ secretsi ñòîðîíàìè Pi øèðîêîâåùàòåëüíî ïåðåäàþòñÿ äîêàçà-
òåëüñòâà πi,s:

πi,s = NIZK(rp1s, hi,s). (4)

Ôóíêöèÿ NIZK (4) îñíîâàíà íà ïðîòîêîëå Øíîððà [16, 17], êîòîðàÿ ïî s-ïàðå
rps = (f,H = sf) è ñòðîêå h âûâîäèò ðàíäîìèçèðîâàííóþ ñòðîêó� äîêàçà-
òåëüñòâî çíàíèÿ ñòðîêè s. Äëÿ ôóíêöèè (4) âûáèðàåòñÿ ñëó÷àéíîå a è R = af .
Âû÷èñëÿåòñÿ c = COMMIT(R ∥ h), êîòîðîå èíòåðïðåòèðóåòñÿ êàê ýëåìåíò Fr,
íàïðèìåð âçÿòèåì ïåðâûõ log r áèò, à òàêæå u = a + cs. Ðåçóëüòàòîì ÿâëÿåòñÿ
ïàðà (R, u).

3. Äëÿ êàæäîãî s ∈ secretsi âåðèôèêàòîðîì ïðîâîäèòñÿ ïðîâåðêà

1/0 = VERIFY − NIZK(rp1s, πi,s, hi,s). (5)

Ôóíêöèÿ (5) ïðîâåðÿåò, äåéñòâèòåëüíî ëè äîêàçàòåëüñòâî ñîîòâåòñòâóåò çàäàí-
íîìó h. Äëÿ ýòîãî âû÷èñëÿåòñÿ c = COMMIT(R ∥ h) è äîêàçàòåëüñòâî ïðèíèìà-
åòñÿ, åñëè uf = R + cH.

× à ñ ò ü 4 . Äëÿ τ = τ1, . . . , τn (2) âû÷èñëÿåòñÿ âåêòîð

POWERSr = ((1, τ, τ 2, . . . , τ d)g1, (1, τ, τ
2, . . . , τ d)g2).

1. Ñòîðîíîé P1 âûïîëíÿåòñÿ øèðîêîâåùàòåëüíàÿ ïåðåäà÷à V1 = (1, τ, τ 2, . . . , τ d)g1
è V ′

1 = (1, τ, τ 2, . . . , τ d)g2, à äëÿ i = 2, . . . , n�øèðîêîâåùàòåëüíàÿ ïåðåäà÷à ñòî-
ðîíàìè Pi çíà÷åíèé Vi = powerMult(Vi−1, τi) è V

′
i = powerMult(V ′

i−1, τi−1). Íàïðè-
ìåð, äëÿ âåêòîðà V ∈ Gd+1 è a ∈ Fr ôóíêöèÿ powerMult(V, a)i∈{0,...,d} = {aiV :
i = 0, . . . , d} ∈ Gd+1.

2. Äëÿ i ∈ {2, . . . , n} âåðèôèêàòîð ïîäòâåðæäàåò êîððåêòíîñòü ðàíåå ïåðåäàííûõ
âåêòîðîâ. Âûïîëíÿþòñÿ ïðîâåðêè

SameRatioSeq(V1, rp
(2)
τ1
), SameRatioSeq(V ′

1 , (V1,0, V1,1)),

SameRatioSeq(Vi, (V
′
i,0, V

′
i,1)), SameRatioSeq(V ′

i , (Vi,0, Vi,1)),

SameRatio((Vi−1,1, Vi,1), rp
(2)
τi
).

(6)

Åñëè ïðîâåðêè (6) âûïîëíÿþòñÿ, òî íà âûõîä ïîäàþòñÿ êîìïîíåíòû êëþ÷à äî-
êàçàòåëüñòâà (PKH = Vn, PK

′
H = V ′

n). Ôóíêöèÿ ïîäòâåðæäåíèÿ ñîîòâåòñòâèÿ
äâóõ ïàð ýëåìåíòîâ s-ïàðàì SameRatio() îïèñàíà â (3). Ôóíêöèÿ SameRatioSeq()
äëÿ V ∈ Gd

1 è rps ∈ G2
2 ïðîâåðÿåò, ÷òî êàæäûå äâà ïîñëåäîâàòåëüíûõ ýëå-

ìåíòà V ÿâëÿþòñÿ s-ïàðîé. Îíà ñîîòâåòñòâóåò âûçîâó SameRatio(V ′, rps) äëÿ
V ′ = ((V0, V1), (V1, V2), . . . , (Vd−1, Vd)).

3. Âûïîëíÿåòñÿ ïðîâåðêà êîðíåé Z(x). Äëÿ îáåñïå÷åíèÿ íóëåâîãî ðàçãëàøåíèÿ
òðåáóåòñÿ, ÷òîáû τ ÿâëÿëîñü êîðíåì Z(x) = xd − 1. Äëÿ ýòîãî âåðèôèêàòîð è
âñå Pi ïðîâåðÿþò ðàâåíñòâî Z(τ)g1 = (τ d−1)g1 = Vn,d−Vn,0 ̸= 1, èíà÷å ïðîòîêîë
ïåðåçàïóñêàåòñÿ.

4. Èñïîëüçóåòñÿ íàáîð âåêòîðîâ êâàäðàòè÷íîé àðèôìåòè÷åñêîé ïðîãðàììû (Quad-
ratic Arithmetic Program, QAP). Êîîðäèíàòîð âû÷èñëÿåò QAP-âåêòîðû äîêàçà-
òåëüñòâà A,B,B2,C â òî÷êå τ , ãäå, â îòëè÷èå îò [3], Am+1 = Bm+1 = Cm+1 =
= Z[τ ]g1 = (τ d − 1)g1:

A = g1{Ai(τ) : i = 0, . . . ,m+ 1}, B = g1{Bi(τ) : i = 0, . . . ,m+ 1},
B2 = g2{Bi(τ) : i = 0, . . . ,m+ 1}, C = g1{Ci(τ) : i = 0, . . . ,m+ 1}.

(7)
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Ðàóíä � 3.
× à ñ ò ü 1 . Êîîðäèíàòîð øèðîêîâåùàòåëüíî ïåðåäàåò âåêòîðû A,B,B2,C (7).
× à ñ ò ü 2 . Äëÿ ïîëó÷åíèÿ ðàçëè÷íûõ ýëåìåíòîâ êëþ÷åé âûïîëíÿåòñÿ ïîäïðîòî-

êîë âûðàáîòêè ñëó÷àéíûõ êîýôôèöèåíòîâ RCPC. Äëÿ ýëåìåíòîâ α = (α1, . . . , αn) ∈
∈ elementsi (1) âû÷èñëÿþòñÿ ýëåìåíòû êëþ÷åé

PKA = RCPC(A, ρA), PKB = RCPC(B2, ρB), PKC = RCPC(C, ρAρB),

PK ′
A = RCPC(A, ρAαA), PK ′

B = RCPC(B, ρBαB), PK ′
C = RCPC(C, ρAρBαC),

tempB = RCPC(B, ρB), V KZ = RCPC(g2Z(τ) = g2(τ
d − 1), ρAρB),

V KA = RCPC(g2, αA), V KB = RCPC(g1, αB), V KC = RCPC(g2, αC).

(8)

Äëÿ ðàñ÷¼òîâ (8) íå òðåáóåòñÿ s-ïàðà äëÿ êàæäîãî s ∈ secretsi êàæäîé ãðóïïû. Íà-
ïðèìåð, òðåáóåòñÿ òîëüêî G2-ρA-ïàðà, êîòîðàÿ èñïîëüçóåòñÿ äëÿ âû÷èñëåíèÿ PKA, à
G1-ρA-ïàðà íå èñïîëüçóåòñÿ.

Ïîäïðîòîêîë RCPC (8) ïîêîîðäèíàòíî óìíîæàåò âåêòîð ýëåìåíòîâ èç G1 íà ñêàëÿð
α ∈ F∗

r. Ïåðåä âûçîâîì ïîäïðîòîêîëà äëÿ êàæäîãî i ∈ {1, . . . , n} ñòîðîíû Pi ïåðåäà-
ëè G2-αi-ïàðû rpαi

, äîñòóïíûå âåðèôèêàòîðó. Òàêèì îáðàçîì, RCPC(V, α) ïðèíèìàåò
V ∈ Gd

1 è αi ∈ F∗
r äëÿ i ∈ {1, . . . , n}. Ñòîðîíà P1 âû÷èñëÿåò V1 = α1V , à äëÿ

i = 2, . . . , n ñòîðîíû Pi øèðîêîâåøàòåëüíî ïåðåäàþò Vi = αiVi−1. Â èòîãå ñòîðîíû
âûâîäÿò Vn = αV .

Ðàóíä � 4. Âû÷èñëÿþòñÿ êîìïîíåíòû êëþ÷åé, ñîäåðæàùèå ýëåìåíò β, äëÿ ÷åãî
ñòîðîíû Pi èëè òîëüêî êîîðäèíàòîð ðàññ÷èòûâàþò V = PKA + tempB + PKC . Çàòåì
ñòîðîíû âû÷èñëÿþò

PKK = RCPC(V, β), V Kγ = RCPC(g2, γ),

V K
(1)
βγ = RCPC(g1, βγ), V K

(2)
βγ = RCPC(g2, βγ).

Â çàêëþ÷åíèå âåðèôèêàòîð çàïóñêàåò ôóíêöèþ verifyRCPC() íà âõîäíûõ ïàðàìåòðàõ
â âèäå ðåçóëüòàòîâ ðàáîòû ðàóíäîâ � 3, 4. Âåðèôèêàöèÿ óñïåøíà, åñëè âñå âûçîâû
ïîäòâåðæäåíû.

Äëÿ âåêòîðîâ S, T ∈ Gd
1 è G2-α-ïàðû rpα ôóíêöèÿ sameRatio((S, T ), rpα) (3) âîç-

âðàùàåò sameRatio(V, rpα), ãäå Vi = (Si, Ti). Ôóíêöèÿ verifyRCPC(V, α) ïðèíèìàåò V ,
à òàêæå V1, . . . , Vn ∈ Gd

1 è G2-αi-ïàðû rpαi
äëÿ i ∈ {1, . . . , n}. Çàòåì çàïóñêàåòñÿ

sameRatio((V, V1), rpα1
), à äëÿ i = 2, . . . , n çàïóñêàåòñÿ sameRatio((Vi−1, Vi), rpαi

). Åñëè
âñå èòåðàöèè óñïåøíû, âåðèôèêàöèÿ ïîäòâåðæäàåòñÿ.

Â ðàáîòå [15] îòìå÷àåòñÿ, ÷òî çëîíàìåðåííûé âûáîð ñåêðåòíûõ ïàðàìåòðîâ, çàâè-
ñÿùèõ îò τ, ρA, ρB, αA, αC , γ, β ∈ F∗

r, ìîæåò íàðóøèòü ñâîéñòâî íóëåâîãî ðàçãëàøåíèÿ
ïðîòîêîëà [2]. Äàæå ïðè îòñóòñòâèè ÷åñòíûõ ñòîðîí Pi ôîðìèðîâàíèå CRS ñïîñîáîì [5]
óñòðàíÿåò äàííóþ óÿçâèìîñòü ïðîòîêîëà [2] ïðè óñëîâèè ïðîâåðêè äîêàçàòåëüñòâà ïå-
ðåä åãî îòïðàâêîé.

2. Ïðîòîêîë íàä¼æíîãî ôîðìèðîâàíèÿ CRS ñ íåîãðàíè÷åííûì
è ðàñøèðÿåìûì íàáîðîì ñòîðîí

Ïî ñðàâíåíèþ ñ ðàáîòîé [5], â [7] ðàññìîòðåíî áîëåå çàùèù¼ííîå ôîðìèðîâàíèå
CRS ïðîòîêîëà zk-SNARK [6]. Àëãîðèòìû ôîðìèðîâàíèÿ äîêàçàòåëüñòâà è âåðèôèêà-
öèè ñîîòâåòñòâóþò ïðîòîêîëó zk-SNARK [6]. Ïðîòîêîë [7] ðàáîòàåò ñ íåîãðàíè÷åííûì
íàáîðîì ñòîðîí â ðàñøèðÿåìîì îíëàéí-ðåæèìå áåç èõ ïðåäâàðèòåëüíîãî âûáîðà, íå
òðåáóåò õðàíåíèÿ êîíôèäåíöèàëüíûõ çíà÷åíèé â òå÷åíèå äëèòåëüíîãî âðåìåíè è ïðåä-
âàðèòåëüíîé ôèêñàöèè ñëó÷àéíûõ çíà÷åíèé. Äîêàçàòåëüñòâà áóäóò äîñòîâåðíû, åñëè
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õîòÿ áû îäíà èç N ñòîðîí ÿâëÿåòñÿ ÷åñòíîé. Äîïîëíèòåëüíóþ ðîëü èãðàåò íåíàä¼æíûé
êîîðäèíàòîð� äåòåðìèíèðîâàííàÿ ôóíêöèÿ, ïðè÷¼ì ëþáàÿ ñòîðîíà ñïîñîáíà ïðîâå-
ðèòü êîððåêòíîñòü åãî ñîîáùåíèé. Â ÷àñòíîñòè, âåðèôèêàòîð ôîðìèðîâàíèÿ CRS [7]
íåçàâèñèìî âû÷èñëÿåò ñîîáùåíèÿ êîîðäèíàòîðà è ïðîâåðÿåò èõ äîñòîâåðíîñòü. Â ðîëè
âåðèôèêàòîðà ìîæåò âûñòóïàòü êàê êîîðäèíàòîð, òàê è ëþáàÿ ñòîðîíà ïðîòîêîëà.

Â [7] àðèôìåòè÷åñêàÿ ñõåìà C íàä Fp ðàññìàòðèâàåòñÿ êàê ÷åðåäóþùèåñÿ ñëîè
óìíîæåíèÿ/äåëåíèÿ C1, . . . ,Cd è èõ ëèíåéíûå êîìáèíàöèè L1, . . . ,Ld. Âõîä ñõåìû x
ðàçäåëÿåòñÿ íà íåïåðåñåêàþùèåñÿ íàáîðû x1, . . . ,xd, ñîîòâåòñòâóþùèå ñëîÿì. Öåëüþ
âû÷èñëåíèé ÿâëÿåòñÿ âûâîä C(x)g äëÿ ïðîèçâîëüíîãî âõîäà x. Äåòàëüíåå, ðàññìàòðè-
âàåòñÿ ïðîèçâåäåíèå x = (x1 · . . . ·xN ·x′), ãäå xi ∈ (F∗

p)
t � âõîä ñòîðîíû Pi, à x

′ � âûõîä
ôóíêöèè ðàíäîìèçàöèè RB. Óðîâíè ñõåìû îáîçíà÷àþòñÿ êàê C1,L1, . . . ,Cd,Ld, è ïðî-
òîêîë âûïîëíÿåò d ðàáî÷èõ ôàç. Äëÿ âûïîëíåíèÿ îäíîé ôàçû ôèêñèðóåòñÿ óðîâåíü
l ∈ {1, . . . , d}, C = Cl è L = Ll. Ïðåäïîëàãàåòñÿ, ÷òî äëÿ âñåõ âåíòèëåé g ïðåäûäóùèõ
óðîâíåé C1,L1, . . . ,Cl−1,Ll−1 óæå âû÷èñëåí íàáîð çíà÷åíèé [g] ∈ G = G1 ×G2.

Ïî ñðàâíåíèþ ñ ïðîòîêîëîì zk-SNARK [6] â CRS [7] äîáàâëåíû ýëåìåíòû

{xi : i = n, . . . , 2n− 2}, {αxi : i = 1, . . . , n− 1}, {βxi : i = 1, . . . , n− 1} (9)

è óáðàíû ýëåìåíòû {(βui(x) + αvi(x) + wi(x))/γ : i = 0, . . . , l}, γ, êîòîðûå ÿâëÿþòñÿ
ëèíåéíîé êîìáèíàöèåé êîìïîíåíòîâ CRS è äîáàâëåííûõ ýëåìåíòîâ (9). Â [7] ïðîòîêîë
zk-SNARK [6] âû÷èñëÿåòñÿ ñ ïîìîùüþ ñõåìû ñ äâóìÿ ñëîÿìè. Ïðè ýòîì ñëîé C1 èìååò
âõîä x1 = {x, α, β} è âû÷èñëÿåò (9). Ñëîé L1 âû÷èñëÿåò {xit(x) : i = 0, . . . , n − 2} êàê
ëèíåéíûå êîìáèíàöèè xi, i ∈ {0, . . . , 2n − 2}, ãäå deg(t(x)) = n, à òàêæå {(βui(x) +
+ αvi(x) + wi(x)) : i = 0, . . . ,m} êàê ëèíåéíûå êîìáèíàöèè ðåçóëüòàòîâ C1. Ñëîé C2

èìååò âõîä x2 = {δ} è âû÷èñëÿåò δ, {(βui(x) + αvi(x) + wi(x))/δ : i = l + 1, . . . ,m},
{xit(x)/δ : i = 0, . . . , n− 2}.

Äëÿ óïðîùåíèÿ íàä¼æíîå ôîðìèðîâàíèå CRS [7] äëÿ ïðîòîêîëà zk-SNARK [6]
ïðåäñòàâëåíî äëÿ îäíîé ãðóïïû è àíàëîãè÷íî äëÿ äðóãèõ ãðóïï. Èñïîëüçóþòñÿ ñëå-
äóþùèå çíà÷åíèÿ: n� ñòåïåíü ïîëèíîìîâ QAP [6]; [x]�íàáîð çíà÷åíèé âñåõ îòêðû-
òûõ âõîäîâ; {1, . . . , l}�èíäåêñû îòêðûòûõ âõîäîâ; {l+1, . . . ,m}�èíäåêñû ñåêðåòíûõ
âõîäîâ. Çíà÷åíèå M ÿâëÿåòñÿ âû÷èñëÿåìûì âûõîäîì â G1, G2 èëè G = G1 × G2;
Pj � ñòîðîíû ïðîòîêîëà ïðè j ∈ {1, . . . , N}; [M ]j � çíà÷åíèå M ïîñëå âíåñåíèÿ ñòî-
ðîíàìè P1, . . . , Pj äîëåé ðàñïðåäåë¼ííûõ âû÷èñëåíèé; [M ]0 �íà÷àëüíîå çíà÷åíèå; g =
= (g1, g2)�ïîðîæäàþùèå ýëåìåíòû ãðóïï G1,G2. Âûïîëíÿþòñÿ äâà ðàóíäà ïðîòîêî-
ëà [7].

Ðàóíä � 1. Èñïîëüçóþòñÿ ñëåäóþùèå âñïîìîãàòåëüíûå ôóíêöèè. Ôîðìèðîâàíèå
äîêàçàòåëüñòâà çíàíèÿ α ∈ F∗

p âûïîëíÿåòñÿ ôóíêöèåé POK(α,v), êîòîðàÿ ñòðîèò r =
= R([α]1,v) ∈ G∗

2 è íà âûõîä ïîäàåò ([α]1, αr), ãäå R� õåø-ôóíêöèÿ; [α]1 = αg1 ïðè
⟨g1⟩ = G1. Âåðèôèêàöèÿ äîêàçàòåëüñòâà çíàíèÿ α ∈ F∗

p âûïîëíÿåòñÿ çà ñ÷¼ò ôóíêöèè
CheckPOK(a,v, b) ïðè a ∈ G∗

1, b ∈ G∗
2, êîòîðàÿ ñòðîèò r = R(a,v) ∈ G∗

2 è íà âûõîä
ïîäà¼ò SameRatio((g1, a), (r, b)). Ôóíêöèÿ SameRatio (3) ñîîòâåòñòâóåò [5].

Ôóíêöèÿ Consistent(A,B,C) [7] èñïîëüçóåò (A,B) ∈ G2
1 èëè (A,B) ∈ G1 × G2 =

= G2, à òàêæå C ∈ G∗
2 èëè C ∈ (G∗

2)
2. Åñëè C ∈ (G∗

2)
2, òî âû÷èñëÿåòñÿ r =

= SameRatio((A1, B1), (C1, C2)), èíà÷å r = SameRatio((A1, B1), (g2, C)). Åñëè (A,B) ∈
∈ G2

1, òî íà âûõîä ïîäà¼òñÿ r, èíà÷å âûâîäèòñÿ r è SameRatio((A1, B1), (A2, B2)). Âåðè-
ôèêàòîð ïðîòîêîëà äëÿ j ∈ {1, . . . , N} âû÷èñëÿåò rα,j = R([αj]1, transcript1,j−1), rβ,j =
= R([βj]1, transcript1,j−1), rx,j = R([xj]1, transcript1,j−1). Ôóíêöèÿ transcript1,j−1 âûâîäèò
ñîîáùåíèÿ ïðîòîêîëà äî ìîìåíòà îòïðàâêè ñòîðîíîé Pj íîâîãî ñîîáùåíèÿ.
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Ôóíêöèÿ RB ïðèíèìàåò âðåìåííîé ñëîò J , öåëîå ÷èñëî k è âîçâðàùàåò ñëó÷àéíîå
a ∈ F∗

p. Ïóñòü (J − 1)� âðåìåííîé èíòåðâàë, â êîòîðûé PN îòïðàâëÿåò ñîîáùåíèå.
Âûïîëíÿþòñÿ ñëåäóþùèå øàãè:

1. Äëÿ êàæäîãî âõîäà x ñõåìû C âûïîëíÿåòñÿ èíèöèàëèçàöèÿ çíà÷åíèé

{[xi]0 = g : i = 1, . . . , n− 1}, {[xi]0 = g1 : i = n, . . . , 2n− 2},
{[αxi]0 = g1 : i = 0, . . . , n− 1}, [β]0 = g, {[βxi]0 = g1 : i = 1, . . . , n− 1}.

2. Äëÿ j ∈ {1, . . . , N} ñòîðîíû ïðîòîêîëà Pj âû÷èñëÿþò íàáîð çíà÷åíèé

[αj]1, [βj]1, [xj]1,

yα,j = POK(αj, transcript1,j−1), yβ,j = POK(βj, transcript1,j−1),

yx,j = POK(xj, transcript1,j−1),

{[xi]j = xij[x
i]j−1 : i = 1, . . . , 2n− 2}, {[αxi]j = αjx

i
j[αx

i]j−1 : i = 0, . . . , n− 1},
{[βxi]j = βjx

i
j[βx

i]j−1 : i = 0, . . . , n− 1}.

3. Êîîðäèíàòîð âûâîäèò (x′, α′, β′) = RB(J, 3), îïðåäåëÿþòñÿ çíà÷åíèÿ

{[xi] = x′i[xi]N : i = 1, . . . , 2n− 2}, {[αxi] = α′x′i[αxi]N : i = 0, . . . , n− 1},
{[βxi] = β′x′i[βxi]N : i = 0, . . . , n− 1}.

4. Äîñòîâåðíîñòü ïîëó÷åííûõ çíà÷åíèé âûïîëíÿåòñÿ ïðîâåðêàìè

CheckPOK([αj]1, transcript1,j−1, yα,j), CheckPOK([βj]1, transcript1,j−1, yβ,j),

CheckPOK([xj]1, transcript1,j−1, yx,j),

consistent([α]j−1 − [α]j, (rα,j, yα,j)), consistent([β]j−1 − [β]j, (rβ,j, yβ,j)),

consistent([x]j−1 − [x]j, (rx,j, yx,j)),

{consistent([xi−1]j − [xi]j, [x]j) : i = 1, . . . , 2n− 2},
{consistent([xi]j1 − [αxi]j, [α]j) : i = 1, . . . , n− 1},
{consistent([xi]j1 − [βxi]j, [β]j) : i = 1, . . . , n− 1}.

5. Íà âûõîä ðàóíäà � 1 ïîäà¼òñÿ íàáîð çíà÷åíèé

M1 =
{
{[xi] : i = 0, . . . , n− 1}, {[xi]1 : i = n, . . . , 2n− 2},

{[αxi]1 : i = 0, . . . , n− 1}, [β], [δ], {[βxi]1 : i = 1, . . . , n− 1}
}
.

(10)

Ðàóíä � 2. Âûïîëíÿþòñÿ ñëåäóþùèå øàãè:

1. Äëÿ êàæäîãî âõîäà x ñõåìû C âû÷èñëÿþòñÿ

Ki = {βui(x) + αvi(x) + wi(x))/δ : i = l + 1, . . . ,m},
Hi = {t(x)xi/δ : i = 0, . . . , n− 2}.

2. Âûïîëíÿåòñÿ èíèöèàëèçàöèÿ íåîáõîäèìûõ äëÿ ðàóíäà � 2 çíà÷åíèé:

{[Ki]
0 = K ′

i : i = l + 1, . . . ,m}, {[Hi]
0 = H ′

i : i = l + 1, . . . ,m}, [δ]0 = g.
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3. Äëÿ j ∈ {1, . . . , N} ñòîðîíû ïðîòîêîëà Pj âû÷èñëÿþò íàáîð çíà÷åíèé

[δj]1, yδ,j = POK(δj, transcript2,j−1), [δ]j = [δ]j−1/δj,

{[Ki]
j = ([Ki]

j−1)/δj : i = l + 1, . . . ,m}, {[Hi]
j = ([Hi]

j−1)/δj : i = 0, . . . , n− 2}.

4. Àíàëîãè÷íî ðàóíäó � 1, ïóñòü (J − 1)� âðåìåííîé èíòåðâàë, â êîòîðûé PN
îòïðàâëÿåò ñîîáùåíèå. Âûâîäèòñÿ δ′ = RB(J, 1) è îïðåäåëÿþòñÿ çíà÷åíèÿ

[δ] = [δ]N/δ′, [Ki]1 = [Ki]
N/δ′, [Hi]1 = [Hi]

N/δ′.

5. Âåðèôèêàòîð äëÿ j ∈ {1, . . . , N} âû÷èñëÿåò rδ,j = R([δj]1, transcript2,j−1). Äîñòî-
âåðíîñòü ïîëó÷åííûõ çíà÷åíèé âûïîëíÿåòñÿ ïðîâåðêàìè

CheckPOK([δj]1, transcript2,j−1, yδ,j), consistent([δ]j−1 − [δ]j, (rδ,j, yδ,j)),

{consistent([Ki]
j − [Ki]

j−1, [δj]) : i = l + 1, . . . ,m},
{consistent([Hi]

j − [Hi]
j−1, [δj]) : i = 0, . . . , n− 2}.

6. Íà âûõîä ðàóíäà � 2 ïîäà¼òñÿ ñëåäóþùèé íàáîð çíà÷åíèé:

M2 =
{
[δ], {[Ki]1 : i = l + 1, . . . ,m}, {[Hi]1 : i = 0, . . . , n− 2}

}
. (11)

Ðåçóëüòèðóþùàÿ CRS [7] îñíîâàíà íà M1 (10) è M2 (11) è ïðèíèìàåò âèä

{[xi] : i = 0, . . . , n− 1}, {[xi]1 : i = n, . . . , 2n− 2}, {[αxi]1 : i = 0, . . . , n− 1},
[β], {[βxi]1 : i = 1, . . . , n− 1}, {[xit(x)/δ]1 : i = 0, . . . , n− 2},

{[(βui(x) + αvi(x) + wi(x))/δ]1 : i = l + 1, . . . ,m}.

Ïî ñðàâíåíèþ ñ ðàáîòîé [7], â [11] ïðåäñòàâëåíî àëüòåðíàòèâíîå äîêàçàòåëüñòâî çà-
ùèù¼ííîñòè èíôîðìàöèè, ñîäåðæàùåéñÿ â CRS ïðîòîêîëà zk-SNARK [6]. Äëÿ ýòîãî
èñïîëüçóåòñÿ 2-ðàóíäîâàÿ ïðîöåäóðà ôîðìèðîâàíèÿ è ïðîâåðêè êîððåêòíîñòè ïóáëè÷-
íûõ çíà÷åíèé. Ïðîòîêîë [11] ôîðìèðóåò íàä¼æíóþ CRS è ñîõðàíÿåò êîíôèäåíöèàëü-
íîñòü ñåêðåòíîãî âõîäà äëÿ ñëó÷àÿ ñ åäèíñòâåííîé ÷åñòíîé ñòîðîíîé. Çàùèù¼ííîñòü
ñîõðàíÿåòñÿ äàæå ïðè äîñòóïå çëîóìûøëåííèêîâ êî âñåì ýòàïàì ðåðàíäîìèçàöèè CRS,
êðîìå îäíîãî. Â ðåçóëüòàòå ïðîòîêîë [11] ôîðìèðóåò íîâûå îáíîâëÿåìûå ïóáëè÷íûå
ïàðàìåòðû CRS äëÿ Zcash [4] è ïðîâîäèò èõ âåðèôèêàöèþ, ðàçâèâàÿ èäåè [7] íà îñíîâå
ïðîòîêîëà zk-SNARK [6]. Ñâîéñòâî îáíîâëÿåìîñòè CRS ïîçâîëÿåò äèíàìè÷íîìó íàáî-
ðó ñòîðîí âíîñèòü â ïóáëè÷íûå ïàðàìåòðû ñåêðåòíóþ ñëó÷àéíîñòü íåîãðàíè÷åííîå
êîëè÷åñòâî ðàç.

Íà êàæäîì ýòàïå ïðîòîêîëà [7] òðåáóåòñÿ íàëè÷èå õîòÿ áû îäíîé ÷åñòíîé ñòîðîíû.
Ïðè ýòîì âòîðîé ýòàï [7] çàâèñèò îò ïåðâîãî, ïîýòîìó ôîðìèðóåìàÿ CRS íå ìîæåò
îáíîâëÿòüñÿ. Â ïðîòîêîëå [12] ëþáàÿ ñòîðîíà â ëþáîå âðåìÿ ñïîñîáíà îáíîâèòü è ïîä-
òâåðäèòü êîððåêòíîñòü îáíîâë¼ííîé CRS. Ýòî âåðíî, åñëè îäíà èç ñòàðûõ CRS äîñòî-
âåðíà è/èëè îäíà èç ñòîðîí îáíîâëåíèÿ ÿâëÿåòñÿ ÷åñòíîé. Òàêèì îáðàçîì, CRS [12]
ìîæåò íåïðåðûâíî ðåðàíäîìèçèðîâàòüñÿ ñ ñîõðàíåíèåì ðåçóëüòàòîâ âñåõ ïðåäûäóùèõ
îáíîâëåíèé, óäîâëåòâîðÿÿ äîâåðèþ âñåõ ñòîðîí, çàèíòåðåñîâàííûõ â íàä¼æíîñòè ôîð-
ìèðóåìûõ ïóáëè÷íûõ çíà÷åíèé. Êðîìå òîãî, CRS [12] íå ïðèâÿçûâàåòñÿ ê êîíêðåòíîé
äèñêðåòíîé ôóíêöèè, ïîýòîìó ÿâëÿåòñÿ óíèâåðñàëüíîé CRS (Universal CRS, UCRS) è
ïîäõîäèò äëÿ ðàçëè÷íûõ äèñêðåòíûõ ôóíêöèé. Â îïðåäåë¼ííîì ñìûñëå ïðîòîêîë ôîð-
ìèðîâàíèÿ CRS [12] âñ¼ åù¼ èñïîëüçóåò äîâåðåííóþ òðåòüþ ñòîðîíó, îäíàêî óâåðåí-
íîñòü â çàùèù¼ííîñòè CRS ïîâûøàåòñÿ, ïîòîìó ÷òî òîëüêî îäíà ïðåäûäóùàÿ ñòîðîíà
äîëæíà óíè÷òîæàòü ââåä¼ííóþ ñåêðåòíóþ ñëó÷àéíîñòü.
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Íàïðèìåð, ñîãëàñíî [12], CRS ïðîòîêîëà zk-SNARK [18] ìîæåò áûòü îáíîâëåíà,
â òî âðåìÿ êàê CRS ïðîòîêîëà zk-SNARK ¾Pinocchio¿ [2] íå ÿâëÿåòñÿ îáíîâëÿåìîé
è òðåáóåò âìåøàòåëüñòâà äîâåðåííîé òðåòüåé ñòîðîíû. Èñòî÷íèê [12] òàêæå äåìîí-
ñòðèðóåò ñïîñîá íàðóøåíèÿ çàùèù¼ííîñòè èñòîðè÷åñêè áàçîâîãî ïðîòîêîëà zk-SNARK
¾Pinocchio¿ [2].

Ðàáîòà [13] ïðîäîëæàåò ðàçâèòèå èäåé [12], ãäå èñïîëüçóþòñÿ îáíîâëÿåìûå óíèâåð-
ñàëüíûå ñòðóêòóðèðîâàííûå CRS (Structured UCRS, SUCRS) è ïðèâîäèòñÿ ìåòîä, â
êîòîðîì íåíàä¼æíûå ñòîðîíû ïîâûøàþò ïðîèçâîäèòåëüíîñòü ïàêåòíîé âåðèôèêàöèè
äîêàçàòåëüñòâ. Äëÿ ïðîèçâîëüíûõ äèñêðåòíûõ ôóíêöèé äîêàçàòåëüñòâî ïðîòîêîëà [13]
ñîñòàâëÿåò 256 áàéò, âñå êîìïîíåíòû êîòîðîãî ïðèíàäëåæàò îäíîé ãðóïïå.

3. Óñòðàíåíèå óÿçâèìîñòè ïðîòîêîëà zk-SNARK Ý. Áåí-Ñàññîíà,
À. Êüåçû, Ý. Òðîìåðà, Ì. Âèðçû

Èñòî÷íèê [9] ðàñêðûâàåò îøèáêó â îïèñàíèè ïðîòîêîëà zk-SNARK [3]. Ïî ñðàâ-
íåíèþ ñ èñõîäíîé âåðñèåé ïðîòîêîëà zk-SNARK ¾Pinocchio¿ [2], ñõåìà [3] âêëþ÷àåò
â CRS èçáûòî÷íûå ýëåìåíòû, êîòîðûå âàæíî íå ðàñêðûâàòü. Óÿçâèìîñòü ïîçâîëÿåò
ïðè íàëè÷èè êîððåêòíîãî äîêàçàòåëüñòâà äëÿ íåêîòîðîãî îòêðûòîãî âõîäà ñîçäàâàòü
êîððåêòíûå äîêàçàòåëüñòâà äëÿ ëþáîãî îòêðûòîãî âõîäà. Â [9] ïðåäñòàâëåíî òàêæå
äîêàçàòåëüñòâî íàä¼æíîñòè ïðîòîêîëà zk-SNARK [3] ïðè èñêëþ÷åíèè èç CRS äàííûõ
ýëåìåíòîâ è óäîâëåòâîðåíèè QAP îïðåäåë¼ííûì àëãåáðàè÷åñêèì óñëîâèÿì.

Èñòî÷íèê [10] îïèñûâàåò îòëè÷èÿ ïðîòîêîëîâ zk-SNARK [2] è [3]. Ïîêàçàíà óÿçâè-
ìîñòü [3], â êîòîðîé íàðóøèòåëü ïðåäñòàâëÿåò ëîæíûå îòêðûòûé âõîä è äîêàçàòåëü-
ñòâî, ïðèíèìàåìûå âåðèôèêàòîðîì. Ñîãëàñíî [10], óñòðàíåíèå óÿçâèìîñòåé [3] òðåáóåò
èçäåðæåê è êîìïðîìèññîâ ïðîèçâîäèòåëüíîñòè. Íà îñíîâå ðåçóëüòàòîâ [10] â èñïðàâ-
ëåííîé âåðñèè ðàáîòû [3] â âèäå [19] àòàêà áûëà îñëàáëåíà. Îäíàêî â [9] ïðåäñòàâëåíà
áîëåå ñåðü¼çíàÿ óÿçâèìîñòü ïðîòîêîëà zk-SNARK [3] íà îñíîâå èçáûòî÷íûõ ýëåìåí-
òîâ êëþ÷à ôîðìèðîâàíèÿ äîêàçàòåëüñòâà. Ïðîòîêîëû zk-SNARK [5, 20, 21] è ðåàëè-
çàöèÿ [22] îñíîâàíû íà [3], ïîýòîìó óíàñëåäîâàëè ïðîáëåìû çàùèù¼ííîñòè. Ðåàëèçà-
öèÿ [23] íå èñïîëüçóåò èçáûòî÷íûå ýëåìåíòû, ïîýòîìó íå ïîäâåðæåíà àòàêå [9].

Äëÿ îïèñàíèÿ óñòðàíåíèÿ óÿçâèìîñòè [9] èñïîëüçóåòñÿ íîòàöèÿ ïðîòîêîëà zk-
SNARK [3], ãäå m�ðàçìåð QAP; d� ñòåïåíü QAP; n�ðàçìåð îòêðûòîãî âõîäà
x ∈ Fn; QAP èìååò ôîðìó

{
{Ai(X), Bi(X), Ci(X) : i = 0, . . . ,m}, Z(X)

}
; ñòåïåíè

Ai, Bi, Ci ∈ F[X] íå âûøå d; Z ∈ F[X] è èìååò ñòåïåíü d; [x]i = gxi ïðè ⟨gi⟩ = Gi.
Òàêèì îáðàçîì, â [3] ýëåìåíòû pk′A,i = [αAρAAi(τ)]1 íå èñïîëüçóþòñÿ äîêàçûâàþ-

ùèì è âåðèôèêàòîðîì, îäíàêî ïîçâîëÿþò äîêàçûâàþùåìó çàìåíÿòü îòêðûòûå âõîäû
íà îñíîâå êîððåêòíîãî äîêàçàòåëüñòâà. Ýòî âîçìîæíî çà ñ÷¼ò ââåäåíèÿ ìíîæèòåëÿ äëÿ
êîìïîíåíòû äîêàçàòåëüñòâà πA, ÷òî èçìåíÿåò çíà÷åíèå îòêðûòîãî âõîäà, ñâÿçàííîãî
ñ èñõîäíûì äîêàçàòåëüñòâîì, ñ x = (x1, . . . , xn) ∈ FN íà x′ = (x′1, . . . , x

′
n) ∈ FN . Ïåð-

âîå óðàâíåíèå âåðèôèêàöèè [3] e(π′
A, g2) = e(πA, [αA]2) äëÿ êîìïîíåíò äîêàçàòåëüñòâà

πA = [ρAAmid(τ)]1, π
′
A = [αAρAAmid(τ)]1, ãäå Amid =

m∑
i=0

xiAi −
n∑
i=0

xiAi, ïðèçâàíî íåäî-

ïóñòèòü íåæåëàòåëüíîå ïîâåäåíèå, íî èçáûòî÷íûå ýëåìåíòû òàêæå ïîçâîëÿþò çëîíà-
ìåðåííîìó äîêàçûâàþùåìó äîáàâèòü àíàëîãè÷íûé ìíîæèòåëü ê π′

A. Â ðåçóëüòàòå äëÿ
èçìåí¼ííîãî îòêðûòîãî âõîäà âåðèôèêàöèÿ ñòàíîâèòñÿ óñïåøíîé. Ïîäðîáíîñòè àòàêè
ïðèâåäåíû â [9].

Óÿçâèìîñòü ïðîòîêîëà zk-SNARK [3] óñòðàíÿåòñÿ èñêëþ÷åíèåì èç êëþ÷à äîêàçà-
òåëüñòâà íàáîðà pk′A,i = [αAρAAi(τ)]1 è èñïîëüçîâàíèåì QAP ñ ëèíåéíî íåçàâèñèìûìè
ïîëèíîìàìè {Ai : i = 0, . . . , n} [10], êîòîðûå íå ïåðåñåêàþòñÿ â èíäåêñàõ i ∈ {0, . . . , n}
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è i ∈ {n+ 1, . . . ,m}. Â ðåçóëüòàòå èçìåíåíèÿ ïðîòîêîëà zk-SNARK [3] ñ ó÷¼òîì ìîäè-
ôèêàöèé [9] ïðèíèìàþò ñëåäóþùèé âèä:

Àëãîðèòì ôîðìèðîâàíèÿ êëþ÷åé

1. Âûâîäÿòñÿ ñëó÷àéíûå ñåêðåòíûå çíà÷åíèÿ τ, ρA, ρB, αA, αB, αC , γ, β ∈ F∗
p.

2. Äëÿ i ∈ {0, . . . , d} âû÷èñëÿþòñÿ τ i.
3. Äëÿ i ∈ {0, . . . ,m} âû÷èñëÿþòñÿ êîìïîíåíòû êëþ÷à äîêàçàòåëüñòâà:

ρAAi(τ), ρBBi(τ), αBρBBi(τ), ρAρBCi(τ),

αCρAρBCi(τ), β(ρAAi(τ) + ρBBi(τ) + ρAρBCi(τ)).

4. Ôîðìèðóåòñÿ íàáîð (αA, αB, αC , γ, βγ, ρAρBZ(τ)) è äëÿ i ∈ {n+1, . . . ,m} âû÷èñ-
ëÿþòñÿ αAρAAi(τ).

Àëãîðèòì âåðèôèêàöèè

Âû÷èñëÿåòñÿ PI(x) = ρAA0(τ)+
n∑
i=1

xiρAAi(τ) è ïðîâåðÿåòñÿ âûïîëíåíèå ñëåäóþùèõ

óðàâíåíèé:

π′
A = αAπA, π′

B = αBπB, π′
C = αCπC ,

γπK = βγ(PI(x) + πA + πB + πC), (PI(x) + πA)πB = πC + πHZ(τ)ρAρB.

4. Óñòðàíåíèå óÿçâèìîñòè ïðîòîêîëà zk-SNARK É. Ãðîòà
Ïðîòîêîë zk-SNARK [8] îñíîâàí íà ïðîãðàììàõ êâàäðàòè÷íîé àðèôìåòèêè (Square

Arithmetic Program, SAP) è áèëèíåéíîì ñïàðèâàíèè. Â [8] ïðèíÿòû ìåðû ïî óñòðà-
íåíèþ ïðîáëåì çàùèù¼ííîñòè ïðîòîêîëà zk-SNARK [6, 1], â êîòîðîì óðàâíåíèå âå-
ðèôèêàöèè äëÿ èçâåñòíîãî ïîëèíîìà f(ϕ) è ñåêðåòíûõ α, β, δ èìååò âèä e(A,B) =
= e(gα, hβ)e(gf(ϕ), h)e(C, hδ). Â äàííîì ñëó÷àå ïðîòèâíèê ìîæåò èçìåíèòü òåêóùåå äî-
êàçàòåëüñòâî â äðóãîå äîêàçàòåëüñòâî òîãî æå ñîñòîÿíèÿ ϕ. Ïðè ýòîì îí èìååò äâà
ñïîñîáà ðàíäîìèçàöèè êîìïîíåíò äîêàçàòåëüñòâà (A,B,C).

Â ïåðâîì ñëó÷àå ïðîòèâíèê äëÿ íåêîòîðîãî r ïåðåíàçíà÷àåò êîìïîíåíòû äîêàçà-
òåëüñòâà â âèäå A′ = Ar, B′ = B1/r, C ′ = C. Àòàêà óñòðàíÿåòñÿ äîáàâëåíèåì ïðîâåðêè
e(A, h) = e(g,B), à äëÿ çíà÷åíèÿ r = −1 óðàâíåíèå âåðèôèêàöèè êîððåêòèðóåòñÿ äëÿ
èñïîëüçîâàíèÿ e(Agαδ, Bhβδ) âìåñòî e(A,B). Âî âòîðîì ñëó÷àå ïðîòèâíèê âûïîëíÿåò
ïåðåíàçíà÷åíèå âèäà A′ = A, B′ = Bhrδ, C ′ = ArC. Äëÿ óñòðàíåíèÿ àòàêè â CRS âêëþ-
÷àþòñÿ hδ, gγδ è hγδ, à gδ èñêëþ÷àåòñÿ. Íî åñëè ïðîòèâíèê óñòàíàâëèâàåò B′ = Bhrδ, òî
åäèíñòâåííûì âîçìîæíûì çíà÷åíèåì, óäîâëåòâîðÿþùèì ïðåäñòàâëåííîìó íèæå óðàâ-
íåíèþ âåðèôèêàöèè, áóäåò A′ = Agrδ âìåñòî äîñòóïíîãî A′ = A, êîòîðîå ïðîòèâíèê
âû÷èñëèòü íå ñïîñîáåí ââèäó îòñóòñòâèÿ gδ â CRS. Çíà÷åíèå r = Φ(τ) ñîîòâåòñòâóåò
çíà÷åíèþ ïîëèíîìà Φ â ñåêðåòíîé ¾ëàçåéêå¿ τ . Ðåçóëüòèðóþùèå óðàâíåíèÿ âåðèôè-
êàöèè ïðåäñòàâëåíû íèæå â àëãîðèòìå âåðèôèêàöèè äîêàçàòåëüñòâ.

Â ðàáîòå [8] èñïîëüçóåòñÿ ÷àñòíûé ñëó÷àé QAP ïîä íàçâàíèåì SAP, ãäå ui(x) = vi(x)
äëÿ âñåõ i. Ôîðìàëüíîå îïðåäåëåíèå SAP èìååò ñëåäóþùèé âèä:

R =
(
p,G1,G2,GT , e, l, {ui(x), wi(x) : i = 0, . . . ,m}, t(x)

)
.

Áèëèíåéíàÿ ãðóïïà îïðåäåëÿåò êîíå÷íîå ïîëå Zp äëÿ ïðîñòîãî p > 2λ−1, 1 ⩽ l ⩽ m,
ui(x), wi(x), t(x) ∈ Zp[x] è ui(x), wi(x) èìåþò ñòðîãî áîëåå íèçêóþ ñòåïåíü, ÷åì n =
= deg(t(x)). Ìíîæåñòâî S = {ui(x) : i = 0, . . . , l} ëèíåéíî íåçàâèñèìî, âñÿêèé ïîëèíîì
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ui(x) ∈ S ëèíåéíî íåçàâèñèì îò ìíîæåñòâà {uj(x) : j = l+1, . . . ,m}. Â ðåçóëüòàòå ïðè
s0 = 1 ïðîãðàììà SAP îïðåäåëÿåò ñëåäóþùåå áèíàðíîå îòíîøåíèå:

R =
{
(ϕ,w) : ϕ = (s1, . . . , sl) ∈ Zlp, w = (sl+1, . . . , sm) ∈ Zm−l

p ,

∃h(x) ∈ Zp[x]
(
deg(h) ⩽ n− 2 &

( m∑
i=0

siui(x)
)2

=
m∑
i=0

siwi(x) + h(x)t(x)
)}
.

(12)

Àëãîðèòì ôîðìèðîâàíèÿ êëþ÷åé (crssap, ρ)← Setup(1λ, sap)
Íà îñíîâå îòíîøåíèÿ R (12) è ïàðàìåòðà çàùèòû λ âûðàáàòûâàþòñÿ CRS è ρ�

êëþ÷ ïðîâåðêè êîððåêòíîñòè CRS. Àëãîðèòì Setup âûïîëíÿåò ñëåäóþùèå øàãè:

1. Âûâîäÿòñÿ ñëó÷àéíûå ýëåìåíòû äëÿ ôîðìèðîâàíèÿ êëþ÷à âåðèôèêàöèè τ =
= (α, β, γ, δ, x) ∈ Z5

p, òàêèå, ÷òî t(x) ̸= 0.
2. Âû÷èñëÿåòñÿ CRS

crssap =
(
gα, gγ, gx, gαδ, gγδt(x), gγ

2δt(x)2 , g(α+β)γδt(x), h, hβ, hδ, hβδ, hγδt(x), hδ
2

,

{gγδxi , hγδxi , gγ2δt(x)xi : i = 0, . . . , n− 1}, {gγδwi(x)+δ(α+β)ui(x) : i = 0, . . . , l},
{gγ2δwi(x)+γδ(α+β)ui(x) : i = l + 1, . . . ,m}

)
.

(13)

3. Âû÷èñëÿåòñÿ êëþ÷ ρ áåç ðàñêðûòèÿ çíà÷åíèÿ gδ, ïðåäíàçíà÷åííûé äëÿ ïðîâåð-
êè êîððåêòíîñòè CRS (13):

ρ = (gα, hβ, gγ, hδ, gx).

4. Íà âûõîä ïîäà¼òñÿ òðîéêà (crs, τ, ρ).

Ñòðîêà CRS (13) ñîäåðæèò m + 2n + 5 ýëåìåíòîâ èç G1 è n + 3 ýëåìåíòîâ èç G2.
Êðèòè÷åñêè âàæíî, ÷òîáû CRS íå ñîäåðæàëà çíà÷åíèé âèäà g, gb, â êîòîðûõ b ÿâëÿåòñÿ
íåáîëüøîé âåëè÷èíîé, íàïðèìåð áèòîì, çà ñ÷¼ò ÷åãî íàðóøèòåëü ìîæåò âîññòàíîâèòü
äàííóþ ïåðåìåííóþ è ðåøèòü çàäà÷ó äèñêðåòíîãî ëîãàðèôìèðîâàíèÿ.

Àëãîðèòì ïðîâåðêè CRS-ñòðóêòóðû 0/1← UpdateVerify(1λ, sap, crssap, ρ)

1. Âûïîëíÿåòñÿ ïðîâåðêà íàáîðà óðàâíåíèé

e(gαδ, h) = e(gα, hδ), e(gγδ, hβ) = e(gγ, hβδ),

e(gγδ, h) = e(gγ, hδ), e(gγδ, hδ) = e(gγ, hδ
2
),

e(gγδt(x), hγδ) = e(gγδt(x), hγδ) = e(gγδ, hγδt(x)),
= e(gγδ(t(x)−t0)γδ/x, hγδx)e(g−t0γδ, hγδ),

e(gγ
2δt(x)2 , hδ) = e(gγδt(x), hγδt(x)), e(g(α+β)γδt(x), hδ) =

e(gγ, hδ) = e(g, hγδ), = e(gαδ, hγδt(x))e(gγδt(x), hβδ).

(14)

2. Âûïîëíÿåòñÿ ïðîâåðêà íàáîðà óðàâíåíèé äëÿ ðàçëè÷íûõ èíäåêñîâ i:

0 ⩽ i ⩽ n− 2 : e(gx, hγx
i
) = e(g, hγx

i+1
), e(gγδx

i
, hγδx) = e(gγδx

i+1
, hγδ),

1 ⩽ i ⩽ n− 1 : e(gγ
2δt(x)xi , hγδ) = e(gγδt(x), hγδx

i
),

0 ⩽ i ⩽ l : e(gγδwi(x)+δ(α+β)ui(x), hγδ) =
= e(gγδ, hγδwi(x))e(gαδ, hγδui(x))e(gγδui(x), hβδ),

l + 1 ⩽ i ⩽ m : e(gγ
2δwi(x)+γδ(α+β)ui(x), hδ) =

= e(gγδ, hγδwi(x))e(gαδ, hγδui(x))e(gγδui(x), hβδ).

(15)

3. Åñëè âñå ïðîâåðêè (14) è (15) âûïîëíÿþòñÿ, òî íà âûõîä ïîäà¼òñÿ 1, èíà÷å 0.
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Àëãîðèòì äîêàçûâàþùåãî π ← Prove(info, ϕ, w)
Àëãîðèòì äîêàçûâàþùåãî àíàëèçèðóåò ïóáëè÷íûå ϕ è ïðèâàòíûå w çíà÷åíèÿ

âõîäîâ-âûõîäîâ ëîãè÷åñêèõ ýëåìåíòîâ ñõåìû (1, a1, . . . , am) è âñòðàèâàåò îöåíêè SAP-
ïîëèíîìîâ aiui(x), ïîëó÷åííûå â ñëó÷àéíîé ñåêðåòíîé òî÷êå x, â îäèí ýëåìåíò ïðî-
âåðêè â G1 è â îäèí ýëåìåíò ïðîâåðêè â G2. Íà èõ îñíîâå ñòðîèòñÿ òðåòèé ýëåìåíò äî-
êàçàòåëüñòâà, ïîêàçàòåëåì êîòîðîãî ÿâëÿåòñÿ ïðîèçâåäåíèå ïîêàçàòåëåé ïåðâûõ äâóõ
ýëåìåíòîâ; info =

(
bp, sap, crssap, e(g

αδ, hβδ)
)
. Àëãîðèòì âûïîëíÿåò ñëåäóþùèå øàãè:

1. Âûáèðàåòñÿ ñëó÷àéíûé ýëåìåíò r ∈ Zp äëÿ îáåñïå÷åíèÿ ñâîéñòâà ZK.
2. Âûïîëíÿåòñÿ âûáîðêà ïóáëè÷íûõ è ïðèâàòíûõ çíà÷åíèé âõîäîâ-âûõîäîâ ëîãè-

÷åñêèõ ýëåìåíòîâ ñõåìû (ϕ ∥ w): (a0, a1, . . . , am)← Parse(1, ϕ, w).
3. Âû÷èñëÿåòñÿ ìíîãî÷ëåí-äåëèòåëü

h(x) =

((
m∑
i=0

aiui(x)

)2

−
m∑
i=0

aiwi(x)

)/
t(x).

4. Âû÷èñëÿþòñÿ êîìïîíåíòû äîêàçàòåëüñòâà π = (A,B,C):

A = g
γδ

(
rt(x)+

m∑
i=0

aiui(x)

)
,

B = h
γδ

(
rt(x)+

m∑
i=0

aiui(x)

)
,

C = g
γδ

(
m∑

i=l+1

ai(γwi(x)+(α+β)ui(x))+r(α+β)t(x)+γt(x)(r
2t(x)+h(x)+2r

m∑
i=0

aiui(x)

)
.

(16)

5. Íà âûõîä ïîäà¼òñÿ äîêàçàòåëüñòâî π = (A,B,C).

Ðàçìåð äîêàçàòåëüñòâà (16) ñîñòàâëÿåò äâà ýëåìåíòà èç G1 è îäèí ýëåìåíò èç G2.
Àëãîðèòì âåðèôèêàòîðà 0/1← Verify(info, ϕ, π)
Ñ èñïîëüçîâàíèåì áèëèíåéíîãî ñïàðèâàíèÿ âåðèôèêàòîð ïðîâåðÿåò, ÷òî êîìïîíåí-

òû A è B äîêàçàòåëüñòâà π (16) èìåþò îáùèå ïîêàçàòåëè ñòåïåíåé. Òàêæå ïðîâåðÿåòñÿ,
÷òî ïîêàçàòåëü ñòåïåíè êîìïîíåíòà C äîêàçàòåëüñòâà π ÿâëÿåòñÿ ïðîèçâåäåíèåì ïî-
êàçàòåëåé ïåðâûõ äâóõ êîìïîíåíò. Àëãîðèòì Verify âûïîëíÿåò ñëåäóþùèå øàãè:

1. Âûïîëíÿåòñÿ âûáîðêà îòêðûòûõ çíà÷åíèé âõîäîâ ëîãè÷åñêèõ ýëåìåíòîâ ñõå-
ìû ϕ: (a0, a1, . . . , al)← Parse(1, ϕ).

2. Âûïîëíÿåòñÿ ðàçäåëåíèå êîìïîíåíò äîêàçàòåëüñòâà (16):

(A,B,C) ∈ G1 ×G2 ×G1 ← Parse(π).

3. Âûïîëíÿåòñÿ ïðîâåðêà óðàâíåíèé âåðèôèêàöèè

e(Agαδ, Bhβδ) = e(gαδ, hβδ)e
(
g

l∑
i=0

aiδ(γwi(x)+(α+β)ui(x))
, hγδ

)
e(C, hδ),

e(A, h) = e(g,B).

(17)

Êîìïîíåíòà A îäíîçíà÷íî îïðåäåëÿåò B ÷åðåç âòîðîå óðàâíåíèå (17), à ïà-
ðà (A,B) îäíîçíà÷íî îïðåäåëÿåò C ÷åðåç ïåðâîå óðàâíåíèå (17).

4. Åñëè âñå ïðîâåðêè (17) âûïîëíÿþòñÿ, òî âûâîäèòñÿ 1, èíà÷å 0.

Àëãîðèòì ìîäåëèðîâàíèÿ äîêàçàòåëüñòâà π ← Sim(bp, sap, crssap, τ, ϕ)
Çà ñ÷¼ò ¾ëàçåéêè¿ τ âîçìîæíî âûâåñòè êîððåêòíûå äîêàçàòåëüñòâà. Äëÿ ýòîãî âû-

ïîëíÿþòñÿ ñëåäóþùèå øàãè:
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1. Âûïîëíÿåòñÿ âûáîðêà îòêðûòûõ çíà÷åíèé âõîäîâ ëîãè÷åñêèõ ýëåìåíòîâ ñõå-
ìû ϕ: (a0, a1, . . . , al)← Parse(1, ϕ).

2. Âûáèðàåòñÿ ñëó÷àéíîå çíà÷åíèå µ ∈ Zp.
3. Âû÷èñëÿþòñÿ êîìïîíåíòû äîêàçàòåëüñòâà (A,B = gµδ, hµδ).

4. Âû÷èñëÿåòñÿ êîìïîíåíòà C = g
(µ2δ+(α+β)µδ−γδ

l∑
i=0

ai(γwi(x)+(α+β)ui(x)))
.

5. Íà âûõîä ïîäà¼òñÿ äîêàçàòåëüñòâî π = (A,B,C).

Çàêëþ÷åíèå
Ðàññìîòðåíû ñïîñîáû óñòðàíåíèÿ óÿçâèìîñòåé ïðîòîêîëîâ zk-SNARK, îñíîâàííûõ

íà íàðóøåíèè çàùèù¼ííîñòè ôîðìèðîâàíèÿ CRS [5, 7, 11�15]. Ïðåäñòàâëåííûå ïðîòî-
êîëû ïîñòðîåíèÿ íàä¼æíûõ CRS ÿâëÿþòñÿ ñàìîñòîÿòåëüíûìè è òÿæåëîâåñíûìè êîí-
ñòðóêöèÿìè, êîòîðûìè âîçìîæíî ðàñøèðÿòü ïðîòîêîëû zk-SNARK, íàïðèìåð [2, 3, 6].
Ïðîâåðêà êîððåêòíîñòè ôîðìèðóåìûõ CRS, íàïðèìåð [5, 7], ïðîèñõîäèò ïîñëå âûïîë-
íåíèÿ âñåãî ïðîòîêîëà, ÷òî â ñëó÷àå âûÿâëåíèÿ ÷àñòûõ íàðóøåíèé ìîæåò îêàçàòü-
ñÿ íåäîñòàòêîì è òðåáóåò ïîâòîðíîãî âûïîëíåíèÿ âñåãî ïðîöåññà ïîñòðîåíèÿ CRS.
Îïèñàíû áîëåå çàùèù¼ííûå âåðñèè ïðîòîòîêîëîâ zk-SNARK [6, 3] â âèäå ìîäåðíè-
çèðîâàííûõ ñõåì [8�10]. Îòìå÷àåòñÿ [24], ÷òî ðàññìîòðåííûå â ðàáîòå ïðîòîêîëû zk-
SNARK [2, 3, 6] èìåþò ôèêñèðîâàííûé ðàçìåð äîêàçàòåëüñòâ è ïîñòîÿííîå êîëè÷åñòâî
óðàâíåíèé âåðèôèêàöèè, ÷òî äîïîëíèòåëüíî îáîñíîâûâàåò öåëåñîîáðàçíîñòü èõ ïðàê-
òè÷åñêîãî ïðèìåíåíèÿ. Ïðîáëåìû çàùèù¼ííîñòè äðóãèõ ïðîèçâîäèòåëüíûõ ïðîòîêî-
ëîâ zk-SNARK [24], íàïðèìåð [19, 20, 25�29], â ïóáëè÷íîì äîñòóïå íå ïðåäñòàâëåíû,
ïîýòîìó èõ òàêæå ìîæíî ðàññìàòðèâàòü â êà÷åñòâå êàíäèäàòîâ íà ïðàêòè÷åñêîå ïðè-
ìåíåíèå.
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